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ECONOMIC SECURITY AS AN ELEMENT OF CORPORATE MANAGEMENT

Abstract. The purpose of this study is to develop mechanisms to ensure the economic
security of enterprises on the basis of identifying qualitative new patterns of its development, which
are associated with digital transformation. The work uses methods of generalization, comparison,
analysis and synthesis — to understand the essence and components of economic security; a graphic
method — to visualize the conceptual model and mechanism for ensuring the economic security of
the enterprise in conditions of digitalization; monographic methods — for in-depth research of the
tasks set; abstract-logical methods for theoretical generalization of research results and formulation
of conclusions and proposals. The mechanism for ensuring the economic security of enterprises on
the basis of identifying qualitative new patterns of its development, the action of which allows to
ensure the necessary level of economic security of the enterprise is suggested. The practical
significance of the research lies in the development of methods for assessing the economic security
of enterprises based on the calculation of relevant local indicators and a set of indicators that
characterize various aspects of economic security (production, human resources, finance,
environment, digitalization), which allows to develop timely measures to improve economic
security in relevant areas. The originality lies in the justification of the structure of the functional
components of the economic security of the enterprise and the justification of the need to calculate
its level on the basis of the integral index in order to develop measures to improve it. The results of
the study can be used for the formation of an effective system of economic security of the
enterprise.
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EKOHOMIYHA BE3IEKA SIK EJIJIEMEHT KOPIIOPATUBHOI'O YIIPABJITHHSA
AHoTanis. MeTor IOCTHiHKEHHS € pO3pOOJICHHS MEXaHI3MiB 3a0e3Me4YeHHS] €KOHOMIYHOT
Oe3MeKH MiINPUEMCTB Ha OCHOBI BHSBIICHHS SIKICHO HOBHX 3aKOHOMIPHOCTEH HOTO PO3BUTKY, SIKi
noB’s3aHl 13 1UdpoBor0 TpaHchopmarlliero. BuUKopucTaHO METOAM y3arajdbHEHHS, ITOPIBHSHHS,
aHai3y 1 CUHTE3y — IS PO3YMIHHS CYTHOCTI Ta CKIQIOBHX CKOHOMIYHOI Oe3rekw; rpadiqHuii

METOJ] — JJs1 YHAOYHEHHS KOHLENTyaJlbHOI MOJeNi Ta MeXaHi3My 3a0e3ledeHHS €KOHOMIYHOI
Oe3leKH MiANPUEMCTBA B yMOBax IMQpOBi3allii; MOHOTrpadidyHi METOOu — IS TIOTIHOJICHOTO
JOCTIDKeHHS TIIOCTAaBJICHUX 3aBlaHb, aOCTPAKTHO-JIOTIYHI METOIM — Ui TEOPETHYHOIO

y3arajJbHEHHS pe3yJbTaTiB JOCIHIJUKEHHS 1 (OPMYJIIOBAaHHS BHCHOBKIB Ta MPOMO3MIIIM.
3anponoHOBaHO MeXaHi3M 3a0e3MeYeHHs €eKOHOMIYHOI Oe3MeKH MiANMPUEMCTB Ha OCHOBI BUSIBJIICHHS
SIKICHO HOBUX 3aKOHOMIPHOCTEN HOTO PO3BUTKY, Jif AKUX J03BOJIsI€ 3a0€3MEeYUTH MOTPIOHUI pIBEHb
€KOHOMIUHO1 Oe3reku mianpueMcTBa. [IpakTuyHa 3HaYMMICTh JOCIIKEHHS MOJISTae B po3po0IeHH]
METOJIMKH OI[IHIOBaHHS €KOHOMIYHOi Oe3MeKkH MiJMPUEMCTB Ha OCHOBI PO3PaxyHKY BiJIIMOBITHHX
JIOKaIbHUX MOKAa3HUKIB 1 HAOOPY 1HAMKATOPIB, Kl XapaKTEPU3YIOTh PI3HI aCMEKTH €KOHOMIYHOL
Oesreku (BUPOOHMITBO, Kajpw, (iHAHCH, €KOJIOTis, IM(poBi3alisa), IO JT03BOJSE CBOEYACHO
po3poOUTH 3a BIJANOBIIHUMH HampsiMaMK 3aXOAd IIOJ0 MiABUIIEHHS EKOHOMIYHOI Oe3NeKu
nianpuemMcTBa. OpHUriHAIBHICTD MOJATAE B OOTPYHTYBaHHI CTPYKTYPHU (DYHKIIOHAIBHUX CKIIAJOBUX
€KOHOMIYHOT O€3IeKH MiIIPHUEMCTBA Ta OOTPYHTYBaHHI HEOOXITHOCTI pO3paxyHKy ii piBHA Ha
OCHOBI IHTETrpaJbHOI'O MOKa3HHWKAa 3 METOI0 BXHTTS 3aXOJiB 1100 ii mifBMIIeHHA. Pe3yibraTtu
JOCTI/DKEHHS MOXYTh OyTH BHUKOpPHUCTaH1 Jiig GopMyBaHHsS e(EeKTHBHOI CHCTEMHU 3a0e3MeueHHs
€KOHOMIYHOT O€3MeKH MiAMPUEMCTBA.

Knrouosi cnosa: 6e3nexa, ekoHOMIuHa Oe3meka, YIPaBIIHHS, MEXaHI3M, MiJIPUEMCTBO,
CUCTEMa, IHIUKATOPU EKOHOMIYHOT Oe3MeKH.

®opmy: 3; puc.: 2; Tabmn.: 3; 616m.: 17.

Introduction. Ensuring economic security is an important aspect of the successful
functioning and development of corporate structures and largely affects the effectiveness of their
activities. The policy of economic security in corporate management requires a comprehensive
approach, the implementation of which is quite difficult and important in the conditions of the
manifestation of modern trends. The main task of the policy of economic security in corporate
management is to ensure sustainable and most effective development in the current environment, as
well as the creation of high growth potential in the future. The policy of economic security is aimed
at providing stable and dynamic development, constant balancing and harmonization of activities,
which are achieved by using all types of resources and opportunities, available to the corporation.
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Formation and realization of economic security policy occurs through the process of creation of
intercorporate system of economic security, focused on identification of bifurcation points in
development (transformation from stable state of corporate management to unstable). Insufficient
attention to the issues of economic security policy in corporate management to a great extent is
reflected in the results of activity, dynamics of growth and sustainable development of the
company.

Literature review and problem statement. The concept of economic security plays an
important role and is an integral part of both external and internal policy of any company. An
important task of economic security of the company is to protect its own resources and personnel
from various negative influences, prevention of causes, as well as determining the factors that can
have a negative impact on the results of its activities.

Theoretical approaches to the content of the concept of «economic security» can be divided
into the following groups.

Thus, one of them can include the works of scientists who believe that economic security is
closely related to the dynamics of economic development, necessary to protect the interests of the
state. This point of view is held by such scientists as Antonian O. A. [1], Karaim M. M. [2], etc.

The second group including Heyets V. M. [3], Otenko 1. P. [4], etc. consider economic
security as an interrelation of conditions and factors that ensure the independence and in the long
run the maximum growth of economic resources per capita in a more efficient way.

The third group of authors implies under the economic security the ability of the economy to
meet the needs of society at the international and national level. This group of scientists includes
Arefyeva O. B. [5], Chukurna O. P. [6], Piletska S. T. [7—9], etc.

Among scientists there is also no consensus on the essence of the economic security of the
enterprise.

So, Pyrozhkov S. I. characterizes the economic security of an enterprise as its ability to
perform its function and at the expense of which to ensure the achievement of interests in the sphere
of business [10]. According to Reverchuk N. I., economic security is a state, mode, legal
atmosphere that ensures the reliability of the functioning of the enterprise [11]. Bokiy V. L. notes
that when forming the system of economic security, it is necessary to ensure the competitive
advantages due to the correspondence of the organizational structure and the financial, material,
personnel potential of the enterprise to its strategic tasks and goals [12]. According to
Voropay V. A., the economic security of an enterprise is a system that provides optimal resource
management, aimed at ensuring its sustainable functioning, effective resistance to various negative
factors of the environment [13].

In another study, the economic security of an enterprise is characterized as a system of
protection of legitimate and vital interests of an enterprise from threats of various forms, which
ensures its stable development according to the established objectives under conditions of economic
risk and competition [14—16].

Consequently, the economic security of corporate structures or enterprises is the provision of
stable activity, increasing efficiency, growth of financial and economic indicators, innovation,
social development under the conditions of organizational, legal and production relations,
intellectual resources.

The enterprise as an object of economic security cannot exist in conditions of self-isolation.
The assessment of the state of economic security, which characterizes the effectiveness of the use of
resources of the enterprise to achieve this goal, should be expressed quantitatively or qualitatively
through the concept of «the level of economic security».

To achieve the target level of economic security, an enterprise should conduct such research
in each functional component of business.

The structure of such functional components as a whole coincides with the main directions
of economic security (Table ).
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Table 1
Structure of functional components of economic security of the enterprise
Functional component Description of the purpose of the components
Financial Rational use of financial assets, study of profitability and financial sustainability
Tax Striving for protection against additional financial losses of tax nature
HR Provision of the organizational structure with human resources and effective
HR-management
Intellectually innovative | Development of intellectual potential, stimulation of rationalization work
Production Using better technologies to optimize production processes, increase competitiveness,
and technological efficient management of fixed and circulating assets
Regulatory and legal Support for the activities of the company in compliance with legal norms
. Pursuing the ecological policy, which is connected with minimization of environmental
Ecological
damage
. Creating the conditions for the continuous, safe and purposeful use of information
Information
resources
. Correlation between the internal conditions of the enterprise and the market
Marketing o
opportunities

Source: summarized and supplemented by authors according to [14—16].

Further activities to ensure economic security is to analyze the formalized system of factors,
which is expressed through indicators. Modeling the influence of factors, assessing the state and
creating mechanisms to ensure economic security will determine the achievement of goals and
satisfaction of vital interests of the enterprise.

Principle of work. The purpose of this study is to develop mechanisms of economic
security of enterprises on the basis of identifying qualitative new patterns of its development, which
are associated with digital transformation.

Research results. In modern conditions the main tasks of economic security in corporate
governance are to ensure a stable and effective activity, sustainable growth, the formation of strong
potential and dynamic development of corporate structures in the future.

Rational use of all resources of the enterprise, increase of efficiency of activity can be
received at the expense of decrease in the negative factors influencing economic security and
creation of financial stability and freedom; quality of competitiveness; innovations and investments;
effective corporate management; legislative maintenance; information security; competent
personnel, the capital, property and commercial interests.

Assessment of economic security of corporate structures is built on the basis of determining
the threshold level of economic security of the company. Its monitoring is formed on the basis of
the logic of the analysis of existing threats to economic security and is based on:

- search for weaknesses in the operation of the company;

- differentiation of their objective and subjective influence; determination of a set of
methods to prevent threats to economic security;

- analysis of measures taken to eliminate risks; determination of costs for measures to ensure
economic security.

In order to ensure the economic security of enterprises, it is necessary to develop an
appropriate concept.

The concept of ensuring the economic security of the enterprise — a set of views on the
problems of economic security and ways to solve them at different stages and levels of economic
activity of entrepreneurs, as well as the key principles, stages, directions of implementation of
security measures.

Economic security of the company is determined by protective qualities, aimed at reducing
risks and observance of economic interests.

The conceptual model of economic security of the company in the conditions of digital
transformation is shown in Fig. 1.
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Strategic goal —>] Principles of economic security
v v
Mechanisms to ensure economic Assessment of the state of economic security
security (analysis of external and internal factors)
v
( Formation of priority tasks
v
\ 4 .
. Development of scenarios
Program to ensure economic < 3
security system - i
Program implementation
v
L Efficiency assessment
2 v

Economic security monitoring

Fig. 1. Conceptual model of economic security of the enterprise

in the context of digitalization
Source: developed on the basis of [17].

The model includes the goal, idea, vision of the problem, the subject and object of
management, tasks on achievement of the established purposes, principles, mechanisms of ensuring
economic security in the conditions of external and internal risks.

The main purpose of ensuring the economic activity of enterprises is the formation of
conditions for stable socio-economic development of enterprises, the preservation of viability and
economic stability under the impact of adverse internal and external factors.

The key tasks of ensuring the economic security of the enterprise can be obtained by means
of:

- preparation and analysis of initial information, forecasting the development of enterprises;

- control over the observance of the rights of the enterprise’s employees;

- tracing the base of clients and potential employees; monitoring the activities of employees,
business partners and competitors;

- operational identification of potential exogenous and endogenous threats;

- ensuring the integrity of financial and material resources;

- search for optimal management strategies.

The object of security is a sustainable economic position of the enterprise in the current and
prospective periods, not exceeding the critical indicators of the state of security.

The subject is responsible within the business units’ management link within the limits
defined for it by service instructions of competence and authority.

The concept of economic security should be subject to the following principles: consistency,
comprehensiveness, unity, collegiality, planning, information equipment, analyticity.

The next stage in the implementation of the concept is the analysis of external and internal
information about the state of the system of economic security of enterprises.

The main part of the concept is the implementation of programs to ensure the economic
security of enterprises.

It includes the stages of formulation of priority tasks, development of the scenario,
implementation of programs, as well as evaluation of its effectiveness.

The mechanisms for ensuring the economic security of enterprises under the conditions of
digitalization are shown in Fig. 2.
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Mechanisms of economic security of the enterprise

v v
External mechanisms Internal mechanisms
[ [
Organizational Digitalization Risk management

and managerial support —

Economic security
assessment

Financial and legal support Monitoring

Fig. 2. Mechanisms of economic security of the enterprise in the conditions of digitalization

External mechanisms — include common at the enterprise ways of organizing the
interaction of individual components of the system of economic security. The external environment
of enterprises can include such entities as the state and its institutions; markets for goods, services,
innovations, labor; financial institutions; competitors; suppliers; consumers; public and other
organizations; and individuals. Internal mechanisms — are methods of organizing internal business
processes of companies in order to ensure their economic security.

Ensuring economic security — the process of supporting various types of security at a given
level: financial, intellectual, personnel, information, etc. In scientific literature and practical
activities to determine economic security use a significant number of methods: scenario analysis
and processing; pattern recognition; multivariate statistical analysis

Summarizing the methods and models for assessing the level of economic security, we can
conclude that their shortcoming is the lack of specificity of accounting for the impact of the
enterprise of the digital economy. On this basis, the methodology of assessing the economic
security of enterprises in the conditions of digitalization, which includes the analysis of local
indicators and their convolution into one generalized criterion of economic security based on a set
of indicators that characterize various aspects of economic security (7able 2), was developed.

Table 2

The system of indicators of economic security of the enterprise
Name of indicators Projection

Personnel qualification level
Level of personnel motivation
Personnel retraining rate
Personnel stability level

Rate of fixed assets renewal
Labor productivity Industrial

Share of innovative products and technological safety
Share of innovative products exports

Working capital availability

Ratio of total liquidity

Return on sales

Ratio of business activity

Share of investments in sustainable water use
Share of investments in environmental protection
Share of investments in waste management
Environmental innovation-and-ecology ratio
Share of workers working remotely

Digital marketing utilization rate

Personnel security

Financial security

Environmental safety

Digital security

Since all indicators have different dimensions, they are given in a dimensionless form for
joint analysis. The information about the critical (threshold) values of the indicators is used.
Generally accepted values are used as threshold values for the characteristics of production-
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technological and monetary safety projections. To reduce the indicators to a dimensionless form a
function is used:

v, =22, (1)

where K;__ value of parameter j;

P; — threshold values.

The rest of the indicators were initially dimensionless with shift limits from 0 to 1.

Further, in order to position enterprises by the level of economic security, an integral
assessment of individual projections of economic security and the system of indicators as a whole
was carried out. The generalized indices for the projections were calculated as the sum of the
products of the transformed indicators by their significance coefficients, reflecting the contribution
of each indicator to the projection and ranked on the basis of expert assessments:

Ziziy4(i—l)+mS4(i—l)+m, 2)

m=1
where i is the number of the projection;
y; — normalized indicator j;
s; — weight of the index.
The integral index of economic security is the sum of the generalized indices of the
projections multiplied by the weight coefficient, reflecting the contribution of each projection to the

assessment of economic security and determined on the basis of expert evaluations:
5

Z=Y7Zr, )

m=1
where 7 is the weight of the corresponding projection.

The value of the integral index describes the level of economic security of the company. If
this value lies between 0 and 0,2, the level of economic security is extremely low; if 0,2 to 0,4 is
low; if 0,4 to 0,6 is medium; if 0,6 to 0,8 is high; if 0,8 to 1 is very high. The same positioning can
be carried out for each of the five projections of economic security.

Thus, we propose a system of twenty indicators, divided into five projections of economic
security: personnel, production and technology, financial, environmental and digital. To position
enterprises by the level of economic security in the conditions of digitalization, a procedure for
calculating the integral indicator was suggested.

On the basis of the suggested model of integral assessment of the level of the enterprise
economic security it was carried out to determine the existing and forecast level of economic
security of such enterprises as PJSC «Hartron», PJSC «Datagroup», PJSC «Kyiv Radio Plant»
(Table 3).

Table 3
Generalized indicators of economic safety of the enterprises
Projection PJSC «Hartrony» PJSC «Datagroup» PJSC «Kyiv Radio Plant»
HR 0,703 0,905 0,614
Manufacturing 0,690 0,245 0,501
Finance 0,530 0,412 0,462
Environment 0,05 0,075 0,415
Digitalization 0,75 0,075 0,225
Integral index 0,410 0,342 0,443

Source: own research.

At PJSC «Kyiv Radio Plant» the level of economic security is 0,443 (see Table 3), which
indicates problems at the enterprise, at PJSC «Hartron» the level of economic security is 0,410,
which indicates an average level of economic security, and at PJSC «Datagroup» the integral index
value is 0,342 corresponds to the low level.
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Conclusions. Thus, the economic security of the enterprise, its independence and prevention
of threats can be reliably ensured if the most important strategic directions of the enterprise security
are determined. In modern realities there is a need to form mechanisms to ensure an appropriate
level of economic security. To achieve this task the internal and external mechanisms are
highlighted. The assessment of its level acts as an internal mechanism to ensure economic security.
To this end, the model of integral assessment of the level of economic security of enterprises was
suggested. In addition, in order to methodologically form an objective assessment of the integral
level of economic security of the enterprise, it is necessary to follow a systematic approach based
on a comparative analysis of selected indicators by group (production, personnel, finance, ecology,
digitalization). Only in this case it is possible to make the most accurate integral assessment of the
economic security of the enterprise.
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