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MMPOTHISI POCIMCBKIV THOOPMAIIMHIN ATPECII B YKPAIHI:
ITPABOBUIA BUMIP

Y pobomi npeocmasneno ananiz 6azosux npasosux sacad iz 3abe3nedenHs iHgopmayiuHoi
besnexu ma npomudii ingpopmayitniu acpecii 3 60ky Pociiicokoi ®edepayii 6 YKpaiHcbKOMY
3aKOH00ABCMEI. ABMOp 8U3HAUUBE 3MICM POCIUCLKOL IHoOpMayitHoi azpecii, 8UOKpeMus micye
iHhopmayitinoi ck1adosoi 8 npoyeci 3abe3neueHts HaYloHAIbHOI besneku YKkpainu Ha cy4acHOMY
emani. ¥ cmammi 6cmano61eno 0CHO8HI NOJIONCEHHs OA308UX HOPMAMUSHUX akmie Ykpainu i3
3axucmy ingpopmayitinozo cysepenimemy (Cmpamezia nayionanonoi 6esneku Yxpainu, [okmpuna
ingpopmayitnoi Oesneku Yxpainu, oxkpemi 3aKOHU YKpainu), 6cmamo8leHO Npasosi OCHOBU
3axucmy iH@opMayitino2o npocmopy, y momy Hucii menepacionpocmopy, PUHKy OpPYKOBAHOL
npooykyii mowo. Ilposedene 00cnioxcenHsi YKpaiHCbK020 3aKOHOOABCMBA 00380UNO ABMOPOBGL
8CMAHOBUMU KIIOUOBI NPABOSI 3acadu npomuoii inghopmayilinill azpecii, BUBHAYUMU MeXAHI3MU X
peanizayii.

Kniouosi cnosa: ingopmayitina aepecis, iHgopmayitinuil cysepenimem, nponazamod,
Kibepbesnexa, Cmpamezisi nayionanvHoi be3nexu Yxpainu, Jokmpuna ingopmayitinoi besznexu
Ykpainu.
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[Hdopmartiitnuit Ta mponaraHIUCTCHKUI BIUIUB € OAHIEIO 3 KIIFOUOBUX CKIIQJOBUX TOpHUIHOT
arpecii Pociiicekoi @enepanii Ha I[liBnennomy Cxoni Ykpainu. PO epexkTHBHO BUKOPHUCTOBYE
MIPONAaraHANCTChKl «MECEDKM», pO3poOJIeHI 3 ypaxyBaHHS CTEPEOTHIIB MAacoBOi CBIZJOMOCTI
OKpPeMHX UIJTbOBUX ayAMTOPIH, YCHIIIHO MpAaliol0Th POCIHChKI Media 1 3 MIXKHApOIHOIO
ayJMTOPI€I0, 10 MPU3BOANTH 10 AUCKpEANTAIIi] iMIIKY YKpainu B ii ogax. YKpaiHa BUSIBHIIaCh HE
MiArOTOBJIEHOIO /10 1H(OopMaIliiHO1 BiiiHH, pO3B’s3aHOT arpecopoM, pO3BUTOK MPOMaraHAuCTChKOi
chepu SKOro 3HAYHO TMEpeBa)xae, YKPaiHChKI HOPMATHUBHO-NIPABOBI 3acaiu 3abe3NeyeHHS
iH(popManiifHoT Oe3nekn Ta BeACHHSA 1H(OpPMaLIiHOT BIMfHM BHUSBWINCA BKpall HEIOCTATHIMHU.
[ndopmaniitni onepanii Ta mMponaraHAMCTCHKI KammaHii 3 OOKy JepXaBH-arpecopa, LIo
PO3rOPTAIOTHCS HA INI00ATBHOMY, PET1I0HAIBHOMY Ta MICIIEBOMY PiBHSAX, 00yMOBMIIN HEOOX1HICTb
OTIEPATUBHOTO BUPOOJICHHS e(PEeKTUBHUX MEXaHi3MiB MpoTuAii iHopMariiiHii arpecii.

Metoro naHoi CTarTi BUCTyHae BCTAHOBJICHHS MPaBOBUX 3acal 3a0e3leueHHs
iHpopMmaniifHoi 6e3mexkn YKpainu B yMOBaxX poCiiichbKoi arpecii, BU3Ha4€HHsI KJIFOUOBHX IIPABOBUX
MexaHi3MiB B 11iil cepi. OO’ eKTOM HOCITIIKEHHS € MPOTUAIS pociiichKill iH(opMaltiiiHii arpecii B
Vkpaini, mpeaMeToM HOPMAaTHBHO-TIPABOBI 3acagu 3abe3reueHHs iHdopMalliiiHoi Oe3neku
VYkpaiau B IIbOMY KOHTEKCTI.

AKTyanpHICTh TEMH JOCIIDKEHHS 00yMOBIIIOE 3HAaUHUH IHTEpeC YKPaiHChKUX HAYKOBLIB 10
o3Ha4eHOI mpoOireMu. [TuTaHHS 3aXWCTy BiI ASCTPYKTHUBHUX iH(POpPMAIITHUX BILTUBIB 3 OOKY
Pociiicbkoi denepariii crao npeIMeToM HAyKOBUX Hpallb TAKUX TOCIIIHUKIB, K B. Xopomiko Ta
10. Xoxmauona, B. Jlinkan, M. byunn, Y. Inpauneka, T. KopoTkuii, B JInzanuyk, I'. ITouemnmos,
M. I'erbmanuyk, H. Cemen ta 6arato inmumx. OCHOBY JKepesbHOi 0a3u JOCIiIKEeHHS CKIIAIaioTh
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HOpPMAaTHUBHO-TIPABOBI aKTH Y KpaiHu, a came CTpaTeris HallioHanbHOT Oe3neku YKpainu, JokTpuHa
iHpopmaniifHoi Oe3meku Ykpainu, Pimenns PHBO «IIpo 3axomum 1mono BIOCKOHANEHHS
¢dopMyBaHHSI Ta peanizalii JAep)kaBHOI MOMTUKUA y cdepi iHGopMmariiiHOi Oe3nexku YKpaiHu»,
3akoHU Ykpainu «IIpo HamioHanbHy Oe3neky Ykpainny», «IIpo inpopmanito», «IIpo 3acymxeHHs
KOMYHICTUYHOTO Ta HAI[IOHAJI-COL1aJICTUYHOTO (HAlIUCTCHKOT0) TOTAJIITAPHUX PEXUMIB B YKpaiHi
Ta 3a00pOHY MpOMAaraHIu iXHbOI CUMBOJIKIW», «[Ipo BHECEHHS 3MiH J0 JesSKUX 3aKOHIB YKpaiHu
00 OOMEXKEHHs JOCTYIy Ha YKpPaiHCbKMA pPHHOK 1HO3EMHOI JApPYKOBaHOI MPOIYKIi
aHTUYKPaTHCBKOTO 3MicTy», «IIpo BHeceHHS 3MiH O AEAKHX 3aKOHIB YKpaiHM II0A0 3aXUCTY
iH(pOopMaLIIfHOTO TenepaaionpocTopy YKpaiHu» TOIIO.

3a Bu3zHaueHHsAM npodecopa Jlinkana B.A. (2011, ¢.38) iHdopmariiina arpeciss — 11e «BUJ
iH(hOpMaLIfHOTO MPOTUOOPCTBA, SIKUW TMOJISITa€ y BUMHEHHI HE3aKOHHMX i O/Hi€l 31 CTOpIH B
1H(popMalLiiiHil cdepi, CIPIMOBAHUX HA HAHECEHHS CYIPOTUBHUKY KOHKPETHOT, BITUYTHOI IIKOIU
B OKpeMUX cepax Horo AiSUIBHOCTI HUIIXOM OOMEXKEHOTO 1 JIOKATHHOTO 32 CBOIMHU MaciiTabaMu
3aCcTOCyBaHHs 1H(poOpMauiiHOro BIUIMBY». [HopMmaliiiHa arpecis crpsiMOBaHa Ha 3/A1HCHEHHs
MaHIMyTIOBaHHS TPOMAJICBKOIO JTYMKOKO JUIsi CTBOPCHHS MOJITUYHOI HANPYTH Ta HEAOBIPH 0
BJIAJHUX CTPYKTYp B LJIbOBi Jep:kaBi, MPOBOKYBaHHs 31TKHEHb HA COLIAJILHOMY, €THIYHOMY,
MOBHOMY, pENIriiHOMY Ta IHIIOMY IPYHTI, 3HM)KEHHS OOOpPOHO3/AaTHOCTI IUISXOM MIIPUBY
MOPQJIBHOTO JyXy HAceJCHHS, (OPMYBaHHS HETaTUBHOIO CTAaBJICHHS 10 KYyJbTypu Ta
JIMCKpenuTallisi abo BHUKPHUBJICHHS  ICTOPUYHUX (PAKTIB, CTBOPCHHS HETAaTUBHOIO IMIJIKY
CYIPOTHBHHKA B 0UaX CBITOBOI CIIIJILHOTH, IIEPEIIKO/KAHHS BIUIMBY MeJlia CYTIPOTUBHHUKA Ha H1OT0
HaceneHHsa Tomio (Xopomko Ta XoxmnadoBa, 2019, c.21). IndopmariiiHa arpecis mMae HUBKY
NpUTAMaHHUX i O3HAK, cepe]] SIKUX IHTCHCUBHICTH 3aCTOCYBAaHHS BiJIKPUTHUX Ta MPUXOBAHUX
aKuid, 06araToOBEKTOPHICTh, HECHUCTEMHICTh (OJHOYACHE 3iHCHEHHS i1H(GOpPMALIMHUX aTaK
(0AMHOYHUX MPOSBIB arpecii) 13 3aCTOCYBaHHSAM PI3HOMAHITHOI IHPOpMaLiiHOT 30poi B ACKIIBKOX
HaNpsIMKax).

Ha cywacHomy erami BiACYyTHI MDKHapOAHI HOPMHM, sSKi BHM3HAYaIOTh il JEpKaBHU SK
iH(hopMalLlifHy arpecito, 11e poOUTH CKJIaJHUM 3aB/IaHHS BCTAHOBJIEHHS ILIKOJM, HAHECEHOT B XO/I1
ii peamizarii, Ta BUMaranHsi KOMIEHcaIlii 3a i HaHeCeHHs B CyJJoBOMY nopsiaky. OKpeMmi JepKaBH
CaMOCTIHO Ha PiBHI HAIlIOHAJBLHOTO 3aKOHOJIABCTBA BW3HAYAIOTH IIl MOHATTS, IO CIYTYIOTh
(byHIaMEHTOM ISl pO3pOOKH MOMITHKM 13 MPOTHAIT arpecuBHUM iH(pOpMamiifHnM BrmmBaM. He
BUKJIIOUEHHSM cTana 1 Ykpaina. 3 posropranHsam iHpopmauiiiHoi arpecii Pociiicekoi ®eneparii
poTH YKpaiHu y AeprkaBi po3MOYaBCs MPOIEC OHOBJICHHS 3aKOHOABCTBA y 11 cdepi, mpaBoBe
noJie OyJ0 JIOTIOBHECHO HU3KOK0 HOBHX 3aKOHOJABYMX Ta MiJA3aKOHHUX aKTiB, 110 BCTAHOBIIOIOTH
3acaau 3abe3neueHHs iHPOPMaLIfHOTO CYBEPEHITETY JACPIKABH.

3abe3neucHHs1 iHPoOpMaliiftHOT OE3MEKM BU3HAETHCA Y SIKOCTI OJHIET 3 HAMBaXIJIMBIIINX
¢byHKUI 1epkaBy, 10 BcTaHOBJICHO cTarTeto 17 KoneruTyuii Ykpainu, npu iboMy, HE 3BaXKaI0OU1
Ha L€, 3 MOMEHTY 11 IPUHHATTS Jep:kaBa He po30yayBaja HOPMATUBHOI 0a3u Uil 3a0e3MeUeHHs
1H(pOpPMAaIfHOrO CyBepeHITeTy, 110 CTaJ0 OYEBUIHUM BHACTIIOK THMYacoBoi okynamii AP Kpum
Ta OKpeMux tepuropii Jloneupkoi Ta Jlyrancekoi o0nacTen.

[Tepmum KpoKOM Ha MUIAXY po30yA0BH ITPAaBOBUX 3acal Iyisl 3abe3nedeHHs 1HhOpMaIiitHOTO
CYBEpEHITeTy JepxaBH ctajo npuidHATTs 28 kBitHA 2014 p. Pimenns PHBO «IIpo 3axonu momo
BJOCKOHaJICHH: (hOpMyBaHHS Ta peaii3alii JepaBHOI MOMITUKU Y cdepi iHpopmaLiiiHoT 6e3nexu
VYkpainw», y sSIKOMy 3a3Haydajocs, 0 «BUXOIMYM 3 HEOOX1IHOCTI BAOCKOHAJIECHHS HOPMaTHBHO-
[IPAaBOBOrO 3a0€3MEeUeHHs Ta MOMNEepePKEHHS W HelTpanizauii NOTSHIIMHUX 1 pealbHUX 3arpo3
HalioHaJbHIM Oe3reni B iH(oOpManiiHii chepi» HEOOXITHO PO3POOUTH «3aKOHOMPOEKTH IIPO
BHECEHHS 3MiH JI0 IeSKUX 3aKOHIB YKpaiHU IMOMO MPOTUAil iHpopMauiiHii arpecii iHO3eMHUX
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JepxaB, mepeA0auMBIIM, 30KpeMa, BHU3HAYEHHS MeEXaHi3My MpOTHJii  HEraTUBHOMY
iH(popManiiiHo-icuxonoriyHomy BrauBy» (Pimenns PHBO...., 2014). Ile crtaio mouyaTkom
MacCIITa0HOTO OHOBJICHHS YKPaiHCHKOTO 3aKOHOJIABCTBA 3 METOIO MOCWJICHHS 3aXOIB 13 MPOTHII]
iH(popMaliiiHiii arpecii 3 6oky PO.

OCHOBHMMM JOKyMEHTaMH, 10 BCTAHOBJIOIOTH IPABOBI 3acagud B 3a3HadeHId cdepi,
ChOrofHi BHcTynaroTh CTpaTeris HamioHaJbHOI Oe3nekd YKpaiHM, YyxXBaJeHa YKa3oM
[Ipesunentom 26 tpasus 2015 poky, Ta [lokTpuHa iH(popMaliiiHOi Oe3nekn YKpaiHu, yxBajieHa
Vkaszom IIpesunenta 25 mororo 2017 poky.

Crpareris HaIioHATBHOI O€3MeKu YKpaiHW OCOONHMBE MiCIle BiIBOAWTH 3a0€3MEYEHHIO
iH(popMaLiiHOT 0e3MeKH, BU3HAIOUM CEpell AaKTyaJbHUX 3arpo3 HalllOHAJIbHOI Oe3meKu
«1H(pOPMAIiHO-TICUXOJIOTIYHY BiliHY, MPUHUKEHHS YKPAiHChKOT MOBH 1 KYJIBTYPH, (habIlyBaHHS
YKpaiHCBhKOI1 1cTOpii, popMyBaHHS POCIHCHKUMH 3ac00aMU MacoBOi KOMYHIKallii anbTepHaTUBHOL
JI0 IIICHOCTI BUKpUBJICHOT 1H(POpMaLiitHOT kKapTuHU cBiTY» (YKa3 [Ipesunenra Ykpaiuu..., 2015,
n. 3.1). V saxocti npioputeTiB 3a0e3nedyeHHs iHpopMaLiitHOi 6e3neku el JOKYMEHT BU3HAUae:
3a0e3neUeHHs] HACTYMAIBHOCTI 3aXO[iB TOJITUKM iH(pOpMaliiiHOi Oe3rmeku Ha OCHOBI
aCUMETPUYHMX [ mpoTH Beix (opM 1 MposiBiB iHPOpMALIHHOT arpecii; CTBOPEHHS 1HTErPOBAHOI
CUCTEMM OLIHKM 1H(pOpMALIHHUX 3arpo3 Ta ONEPATUBHOIO pearyBaHHs Ha HUX; MNPOTUMIIS
iHpopMaLiifiHUM omepanisM NOpoTH YKpaiHW, MaHIMyJSALIsIM CYCHUIBHOIO  CBIJJOMICTIO 1
MOIIMPEHHIO CIOTBOPEHOI 1H(OpMAaIliil, 3aXUCT HALIOHAJIBHUX I[IHHOCTEH Ta 3MILIHCHHS €HOCTI
YKpaiHCBKOTO CYCHUIBCTBA; PO3poOKa 1 pearizamiss CKOOPAWHOBAHOI 1H(GOPMAIIHHOT MOJITHKH
OpraHiB JepKaBHOT BJaJu; BUSABICHHA Cy0'€KTIB yKpaiHCBKOro iH(pOpMaLiiHOro MpoCTopy, 110
CTBOpeH1 Ta/abo BUKOpUCTOBYIOThcs Pociero 11t BeneHHs 1HQopMaliiiHOi BIiiHN NpoTH YKpaiHu,
Ta YHEMOXXJIMBJICHHS iXHBOI MiJPUBHOI IISIBHOCTI; CTBOPECHHS 1 PO3BUTOK I1HCTUTYTIB, LIO
BIJIMOBIIaI0OTh 3a 1H(OPMAIIHHO-TICUXOJIOTIUHY OE3MEKy, 3 ypaxyBaHHSM NPAKTUKH CpPiKaB-
yneHiB HATO; ynockonaneHHst mpodeciiiHoi miarotoBku y cdepi iHpopmamiiHOi Oe3mekH,
YNPOBA/HKEHHSI 3arajibHOHAIIOHAIBHUX OCBITHIX MPOrpaM 3 MeEAIaKyJIbTypH 13 3alyuyeHHSIM
TPOMAJITHCHKOTO CycinbCcTBa Ta 6i3Hecy» (Yka3 [Ipesunenra Ykpainu..., 2015, m.4.11).

Sk HamioHanbHUU 1HTEpec BH3HAuae MpoTuAilo iHpopmamiifHiid arpecii PD 1 JlokTpuna
iH(hopMariifHOT Oe3rekH, a came: «3aXHUCT YKpPAiHChKOrO CyCHUIbCTBA BiJl arpeCMBHOTO BILIUBY
JNECTPYKTHBHOI TNpomnarasau, nepexyciMm 3 0oky Pociiicekoi Denepartii; 3aXUCT yKpaiHCBKOTO
CYCHUIBbCTBA Bijl arpecuBHOrO iH(popMarliiiHoro BruBy Pociiicbkoi ®enepaltii, cnpsMOBaHOro Ha
nponaraHay  BiHM, PpO3MNAJIOBAaHHSA  HALIOHAIBHOI 1  PENIridiHOi  BOPOXKHEYI, 3MIHY
KOHCTUTYLIHHOTO JIaAy HACUJIbHUIBKUM IIJISIXOM a00 MOPYIIEHHS CYBEPEHITETY 1 TEpUTOPIaTbHOI
uinicHocti Ykpainm» (Ykas [Ipe3unenra Ykpainu ..., 2017).

JIoKTprHa BU3HAYA€E HE TIJIKK HANPSIMU Ta NPIOPUTETH JACPKABHOT MOJITUKY B 11l cdepi, a
il OTOBOPIOE MEXaHI3MH 3a3HAYCHOT MPOTH i1, 30KpemMa Ha MiHiCTEepCTBO iHPOPMALIHHOT TOTITHKH
NOKJIaZIeHa OpraHizalis Ta 3a0e3MeYeHHs «MOHITOPUHIY 3aco0iB MacoBoi iH(popMalii Ta
3arajlbHOJIOCTYITHUX PECYpCiB BITUM3HSIHOIO CErMEHTa Mepexi IHTepHeT 3 MeTO BUSBICHHS
iHpopManii, momMpeHHs fKoi 3a00poHEHO B YKpaiHi, MOHITOPHUHTY 3arpo3 HallOHAJIHHUM
iHTepecaM 1 HamioHalnbHIM Oe3merni B iHGopmariiiHid cdepi; cnpusHHA MIiHICTEPCTBY
3aKOPIOHHUX CIIPaB YKpaiHu 010 JOHEeCeHHs 0(iiifHO1 Mo3uIlii YKpaiHu 10 IHO3eMHHX 3aC001B
MacoBoi iH(popMallii; popMyBaHHS NOTOYHHUX MPIOPUTETIB AEp:KaBHOI 1H(POPMALIHHOT MOJITHKH,
KOHTPOJIIO 1X peaizallii; KoopAuHaIil JisUTbHOCTI EHTPATLHUX Ta MiCIIEBHX OPTaHiB BUKOHABYOI
BIanu y cdepi 3abe3nedeHHs iHGOpMaLifHOIO CyBEepeHITeTY YKpaiHu; ypsAOBUX KOMYHIKALIN;
KpHU30BUX KOMYHIKAIli, 30KpeMa IIiJ dYac MPOBEACHHS AaHTUTEPOPUCTUYHOI omeparii Ta B
0coOIMBHI Tepiox; BXKUTTA 3aXOxiB B iH(opMariiiHiil chepi, NOB'I3aHUX 13 3aNPOBATKEHHAM
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MIPABOBUX PEKUMIB Ha/I3BUUAHHOTO UM BOEHHOTO CTaHy; PO3POOJICHHS CTPATETiYHOTO HApaTHUBY 1
Horo iMrmjieMeHTallii; BUpOOIEHHS 1 BIPOBAIKEHHS cTpaterii iHdopmaiiifHOro 3abe3nedyeHHs
IpoIlecy 3BIIBHEHHS Ta pEIHTerpaiii THUMYacoBO OKYIOBAaHMX TEPHUTOPIH; pO3pOOJIEHHS Ta
BIIPOBA/IPKEHHSI €IMHUX CTAaHAAPTIB MIATOTOBKU (axiBLiB y cdepi ypsIoBUX KOMYHIKallild AJs
noTped AepkaBHUX opraHiBy». JlogaTkoBi GyHKuii B iHpopMaliiHii chepi Oyao MOKIaaeHO 1 Ha
PHBO, KMV, CBY, MiHicTepcTBO KyJIbTYpH, pPO3BiAyBaJbHI opraHu, Jlep>kaBHy CIyXO0y
CHeIaJIbHOTO 3B'A3Ky Ta 3axucTy iHopMalii Ta neski iHmi ycrtaHoBu (Yka3z I[lpesuaenta
VYkpaiHnu..., 2017).

[IpumiTHo, m0 3akoH Ykpainu «IIpo HalioHanbHY Oe3neky YKpaiHu» y MOTOYHIN peaakilii,
a TakoX 0OazoBUU 3aKkoH y iH(popMmauiiHii cdepi «IIpo 1H(popmalio» HE MICTATH OKPEMOTO
TOJIOKEHHST IOJI0 TMPOTHAIl 1HPOpMAIiifHIi arpecii, IO YacTKOBO MOXKE IOSICHIOBATHUCS
HasIBHICTIO MPUIHATOI okpeMmoi CTpaTerii HallloHaIbHO1 Oe3mekH, po3risiHyToi Bulle. 3akoH «IIpo
HaIloHaNBHY Oe3mneKky YKpaiHu» 0OMEXyeTbCsl TIIBKH BU3HAHHAM 3a0e3neueHHs iHPpOpMaLiiHOi
0e3MeKky HampsIMKOM JEp)KaBHOI MOJITHKM y cdepl HauloHaIbHOI Oe3neku Ta 00OpOHH,
npupaxyBanHaM i€l ¢ynkuii o xommerenuii CBY, PHBO, KMY, JlepxaBHoi ciyx0u
crieniagbHOro 3B’s3Ky Ta 3axucry iH(popmauii (3akon VYkpainu IIpo HauioHanpHy Oe€3mexy
VYkpainu, 2018).

3 Meroro peamizamii pO3MISHYTUX TMOJOXKEHb OYyJ0 MNPUWHATO HU3KY JOJATKOBUX
HOPMATUBHO-NIPABOBUX aKTiB. Tak, s TOCWICHHS MNpOTHAIl 1HdOpMalliiiHii arpecii Ta
npomnarasii Oyno NMPUHHITO 3aKOHW 3 METOK 3aXHUCTy 1H()OPMAIIHOTO TEIepaaionpocTopy.
3okpema, 5 motoro 2015 poky Oyno mignucano 3akoH Ykpainu «IIpo BHECEHHS 3MiH 10 JSSKUX
3aKOHIB YKpaiHU WIOJ0 3aXHUCTy 1H(GOPMAIIHHOTO TENEepagionpocTopy YKpaiHuy, 10
nornoBHUB 3akoHu Ykpainu «IIpo kinemarorpadito» ta «lIpo TenebaucHHs 1 pagioOMOBICHHS.
i nonoBHeHHs 3000B’A3yt0Th lleHTpanbHUl OpraH BUKOHABYOI BIaAM, 10 peajizye ACpKaBHY
NoMTHKY y cepi kiHemarorpadii, BiIMOBISATH y TpaBi PO3ITOBCIO/DKEHHS 1 JIEMOHCTPYBaHHS
¢b11bMIB, SKIO B HUX € MaTepial, «sKi IPONaryoTh BiiiHy, HACHJIBCTBO, )KOPCTOKICTb, (allinu3M i
Heodalm3M, CIpsIMOBaHI Ha JIIKBIJAIII0 HE3aJIEKHOCTI YKpaiHU, PO3NAIIOBAHHS MIKETHIYHOI,
pacoBoi, peniriiiHoi BOpo’kHEdl, MPUHIKEHHS HaIlii, HEMoBary J0 HaliOHAJBHHUX 1 PeNiriifHux
CBATHHB...». KpiM TOro, BHeceHi 3MiHU 300pOHSIOTH B YKpaiHi JIeMOHCTpYBaHHS (iIbMIB Ta
TPAHCIALIIO TeJlenepeaay, AKi «MICTATh TMOMyJsipu3alio abo MmpomaraHay OpraHiB JepXKaBH-
arpecopa Ta iXHIX OKpPEMHUX Jii, 110 CTBOPIOIOTh MO3MTHMBHUII 00pa3 MpaLiBHUKIB JepXKaBH-
arpecopa, MpauiBHUKIB paJssHCbKUX OpPraHiB JAep)kKaBHOI OE3MEKH, BUMPABIOBYIOTh UM BU3HAIOTh
MPaBOMIPHOIO  OKYMAIit0 TEepuTopii YKpaiHW, a TakoX 3a00pOHSETHCS  TPAHCIALIS
(IEeMOHCTpYBaHHS IIJISIXOM MOKa3y KaHalaMH MOBJICHHS) (i1bMiB, BUpOOICHUX (I3MYHMMHU Ta
IOpUANYHUMU 0cobamHu Jiep>kaBu-arpecopay (3akoH Ykpainu [Ipo BHeceHHs 3MiH ..., 2015).

Cepen iHIIMX HOPMATHBHO-TNPABOBHMX aKTIB, CIPSIMOBAaHMX Ha MPOTHAIIO iH(OpMAaIiiiHii
arpecii, BapTo BiJI3HAUUTU:

— TIloctanoBy BPY Ne 1332-VII Bin 17 uepBus 2014 poky «IIpo 3Bepuennst Bepxosnoi Panu
Vkpainu no0 Mixknapognoi ®enpepauii KypnamicriB, €Bponeiicbkoi Dexneparii
Kypnamicti, Acomiamii €Bponeiicbkux JKypHanicTiB, MDKHApPOIHOI —oOpraHizamii
"Penoprepn  6e3 kopmoHiB", MIiKHApOOHOTO  OJIMIIMCBKOTO  KOMITETy OO
1H(pOpMaLifHO-ICUXOJIOTTYHOI arpecii, 1o 3/iiiCHIoOeThCs 3aco0aMu MacoBoi iH(popMarlii
Pociiicekoi Pepepamii mpotd YKpaiHW», IO HABOAUTH HOKa3M KOOPAWHOBAHOI Ta
uijzecnpsMoBaHoi iHpopmMauiiiHoi Biiinu 3 60oky P® mpotu Ykpainu, sika 311HCHIOETHCS
IUIIXOM TOLIMPEHHSI «4epe3 POCIMChKI 3acobm MacoBoi iH(opMarii HEZOCTOBIpHOI,
HEIOBHOI Ta yrepempkenoi ingopmaiii npo YkpaiHy 3 METOI0 MaHIIYIIOBaHHS CYCIIbHOIO
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cBijoMmicTio B YkpaiHi Ta 3a 1 mexxamu» (IloctanoBa BepxoBHoi Paaum Vkpainu Ilpo
3BepHenHs1 BepxoBuoi Pagu Ykpainu ...., 2014).

3akoH VYxkpainu «IIpo 3acymkeHHS KOMYHICTHUHOTO Ta HallilOHAI-COLIaliCTUYHOTO
(HaMCTCHKOTO) TOTANITAPHUX PEXHUMIB B YKpaiHi Ta 3a00pOoHY NIponaraHjiud iXHbOI
cumBoiiku» Ne 317-VIII Big 9 kBitHa 2015 poky, kUi 3acyAMB KOMYHICTHUHHUH Ta
HalllOHAJI-COLIAIICTUYHUNA peXUMH B YKpaiHi Ta BU3HAUUB NPABOBI OCHOBH 3a00pPOHHU
MpOMAaraHaAu iX CHUMBOJIKH, a TaKOX MOPSIOK JIKBiAallii CHMBONIB KOMYHICTHYHOTO
TOTaJIITapHOTO pexxuMy. (3akoH Ykpainu llpo 3acymxenns...,2015)/

- Crparteris kibepOe3nexu Ykpainu Bin 15 Oepe3ns 2016 poky, ska popMyiioe 0CHOBHI

3arpo3u kidepOe3melii, MPIOPUTETH Ta HANPSAMHU ii 3a0e3MedeH s, 30KpemMa nepeadadae po3pooxy
3ac00iB Ta 1HCTPYMEHTIB MOXKJIMBOI BIAMOBIJAI Ha arpecito y kideprpocropi (Yka3 [Ipesunenta
VYkpaiunu ..., 2016).

3akoH Ykpainu «IIpo BHECEHHS 3MiH 10 ACAKHMX 3aKOHIB YKPaiHHU 1110/10 YACTKU MY3UYHHX
TBOpIB JICPXKABHOIO MOBOIO Y IMporpamax Tenepagiooprasizauiiy Ne 1421-VIII Big
16 uepBHs 2016 poky, 10 BCTAHOBUB KBOTU HA HAIIOHAIBHUH ayliOBi3yaJbHUHA MPOTYKT
B po3Mipi 50 % y 3arambHOMY 00Cs131 MOBJICHHSI KOXKHOT Tenepaaioopranizauii. [Ipu npomy
35% 3aranbHOro 00CAry miceHb Mpu 3A1HCHEHH] paJlOMOBJICHHS MalOTh OYTH AP KaBHOIO
MOBOIO, MiHIMaJlbHa YacTKa BEJCHHS IEpeay JACp:KaBHOK MOBOIO MPOTATOM IMEPILOro
POKY micisi HAOpaHHs YUHHOCTI 3aKOHY Ma€ CTAHOBUTHU He MeHIIe 50 BiICOTKIB, IPOTATOM
JPYroro poKy - He MEHIIE 55 BiJICOTKIB, MPOTATOM TPETHOTO POKY - He MeHIe 60 BiICOTKIB
(3akon Ykpainu [Ipo BHeceHHs 3MiH..., 2016b).

3akon Ykpainu «IIpo BHECEHHS 3MiH A0 JCSKHUX 3aKOHIB YKpaiHU HIOJ0 OOMEKCHHS
JOCTYIy HAa YKpPaiHCbKMM PUHOK 1HO3EMHOI JPYKOBAHOI MPOAYKIIT aHTHYKpPaiHCHKOTO
smicty» Ne 1780-VII Big 8 rpynus 2016 poxy, sikuii 3a00pOHUB BHKOPHCTaHHS
JIPYKOBaHUX 3aco0iB MacoBoi iHQoOpMamii a7 «3aKJIMKIB 10 3aXOIUIeHHS BIaJH,
HACWJILHUIIBKOI 3MIHM KOHCTUTYLIWHOTO JIagy abo TEPUTOPIabHOI HMUTICHOCTI YKpaiHm»,
pO3MaIIOBaHHs BOPOXKHEUl, MONYJIsipr3aLii AepskaBu-arpecopa tomo (3akon Ykpainu I1po
BHECEHHS 3MiH ..., 2016a).

3akon Ykpainu «IIpo BHeceHHs 3MiH 70 3akoHy Ykpainu "[Ipo ractponbHi 3axoAu B
VYxpaini" moao ocobmmBocTeit opranizarii Ta mpoBeIeHHS racTPOIBHUX 3aX0/I1B 32 y4acTIO
rpoMaisiH aepxasu-arpecopa» Ne 2165-VIII Big 5 sxoBtHs 2017 poky, 110 3a60pOHUB NpH
MIPOBEJICHH1 F'ACTPOJIBHUX 3aX0/11B «3aKJIMKH JI0 3aXOIUICHHS BJIaJ1, HACUIBbHHUIIBKOT 3MIHU
KOHCTUTYLIHHOTO JaJy 1 LUTICHOCTI  JCpXaBHW, pPO3MANIOBaHHA  BOPOXKHEUI»,
MOMYJIIPU3AIiI0 Ta pornaraHay JepxkaBu-arpecopa oo (3akoH Ykpainu [Ipo BHeceHHs
3MiH ..., 2017).

Kpim 3a3HaueHux J0KyMEHTIB OyI1a 3[[1iiCHEHA TaKoX CIIpo0a po3poOUTH KOMIUICKCHH aKT,

IO peryJroBaB OM JepKaBHY IOJNITUKY B 3a3Ha4eHild cdepi. [[poeKT Takoro MOKyMEHTY, a came
Konnenuii indopmaniiinoi 6e3neku, Oyno miarororieno y 2015 p. cmemiaJibHO CTBOPEHOIO
Excneprroto panoro, 1o sikoi yBidnum 16 ekcrnepri 13 chep iHpopMamiifHOT MOTITHKH, O€3IEKH,
OCBITH, MEIaMEHEKMEHTY Ta KypPHaJTICTHKH, PAaBOBHI aHAJI3 MiATOTOBICHOI KOHIENI] Oyi10
snificieno ekcrneptramu OBCE, sxi Hamanu 3ayBaxkeHHS Ta pekoMeHpamii me y jaunsi 2015 p.
[Ipore muckycii MO0 MPUAHATTS TOKYMEHTY Ta OKpeMi HOT0 TOJOKEHHS T0Ci TpHBaroTh. KpiM
TOT0, OKpeMi MOHSITTS HE 3HAUIIUIM CBOTO B1IOOpaKEHHsI B HOPMAaTUBHO-IIPABOBUX aKTaX, 30KpemMa
TaKi TepMiHH, SIK «iHpOpMaIiiiHa arpecish», «iHdopmalliiiHa BiifHay TOIIO.

Takum unHOM, iHPOpMaNiliHa Oe3neKa, M0 3aTuIlaiacs M03a YBarok Jep:KaBHUX OpPraHiB

Biaau 10 2014 poKy, CbOTOIHI BU3HAYAETHCS B YKPAiHCHKOMY 3aKOHOAABCTBI SIK OJMH 3 TOJIOBHUX
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eJIeMEHTIB HallioHanbHOI Oe3meku. Pociiickka iHQopMmarliiiHa arpecis, MpoJEeMOHCTPYBABIIH
HECIIPOMOJKHICTh JI€p>KaBH MPOTUCTOATU MOTYKHOMY 1H(GOpMaliiHOMY BIUIMBY, MpHU3BeNa 0
CTBOPEHHSI HOBHUX HOPMATHBHO-TIPABOBHX 3acaj JUIsl 3aXHCTy YKpaiHCBKOTo iH(opMaliiHOro
IIPOCTOPY BiJl 30BHILIHIX MPONAraHJUCTChKO-MaHINMYyJIATUBHUX BIUIMBIB, CTBOPEHHS MEPEIYMOB
JUTSI TIIBUILIEHHS PI1BHS HALlIOHANBHOI 1H()OpMaliiHOT IHPPACTPYKTYpH.
[IpoBenenuit anamiz q03BOJIS€E BU3HAYUTH KIIOYOBI MPABOBI 3acaau MPOTHAIl pOCIHChKiit
iH(popMaliifHIl arpecii, cepes SIKuX:
— BH3Ha4YeHHA 1H(POPMAIIHHO-TICUXOJOTIYHOI BIHHM B SKOCTI aKTyaJbHOI 3arpo3u
HAaI[lOHAIBbHOT O€3MeKu;
— CTBOpPEHHS IHCTUTYTIB, WLIO BIANOBIAAIOTH 3a 1H(GOPMALIHHO-IICUXOIOTIYHY
Oe3neky, JOMOBHEHHA (YHKILIEIO 3aXUCTy 1HGOPMALIMHOTO  TPOCTOPY
KOMITETEHIII1 ICHYIOUMX OpraHiB Aep:kaBHOI Biagu (MiHicTepcTBO 1HPOpMaLiiHOL
nonituku, PHBO, KMV, CBY, MiHICTepCTBO KyJIbTypH, PO3BiAyBalbHI OpraHu,
Jlep>kaBHa city>x0a creriajibHOro 3B's13Ky Ta 3aXMCTy 1H(popMaLil TOI10);
— 3axucT iH(popMaLiiHOro TenepanionpocTopy Ta PUHKY APYKOBAHOT MPOAYKLIi
LUIIXOM 3a00pOHU JOCTYINY Ha YKpaiHCbKUNM PUHOK MarepialiB, 10 CIPSIMOBaHI
Ha JIIKBIAAII0 HE3aJNSKHOCTI YKpaiHu, MPOCYBAIOTh MO3UTUBHUN IMIK BIaJHUX
OpraHiB Jiep)KaBU-arpecopa, BUMPABAOBYOTh OKYMAILli0 TEPUTOPil YKpaiHu;
— BCTQHOBJICHHS KBOT Ha HalllOHAJIbHUI ayA10Bi3yalbHUN MPOAYKT;
— 3a0opoHa momysspu3auii AepKaBU-arpecopa Ta 3aKJIMKIB Ha i KOPUCTh MiJ 4ac
racTpoJIbHUX 3aXO/1B B YKpaiHi;
— 3aCyJIKEHHS Ta JIKB1Aallisi CHMBOJIB KOMYHICTUYHOTO TOTAJIITAPHOIO PEKUMY;
— po3podka 3aco0iB Ta iIHCTPYMCHTIB BiJIIIOBI/II Ha arpecito y KibeprnpocTopi;
— YAOCKOHaJeHHS TNpodeciiHol miAroToBKH y cdepi iHPopmamiiHoi Oe3mekH,
yNPOBAKEHHs 3aralbHOHALIOHAJILHUX OCBITHIX ITPOrpam 3 MeiaKyJIbTypH TOLIO.
Tum He MeHII, BH3HAIOYM 3J00yTKH 3 po30yAOBM TPaBOBHX 3acaja Jis 3abe3rnedeHHs
iH(pOpMaNiifHOro CyBepeHiTeTy B YKpaiHi, ClliJ] 3ayBaKUTH, 1110 PO3IIISIHYTa 3aKOHOAaBua Oa3a Bce
K HE HOCUTh KOMILJIEKCHOTO XapaKkTepy, PETYIIOI0ThHCS OKpeMi cdepr iHPOpMaIiitHOTO MPOCTOpY,
He chopMOBaHO TIepeTyMOBH JJIsl PO3BUTKY MOTEHIiANy iH(pOpMaIiitHOI cdepu.
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Crarrs vaaiiuwa go peaaxuii 07.10.2020 p.

A. Trofymenko
COMBATING RUSSIAN INFORMATION AGGRESSION IN UKRAINE: LEGAL
DIMENSION

Information and propaganda influence is one of the key components of the hybrid aggression
of the Russian Federation in the South-East of Ukraine. RF effectively uses propaganda
"messages" designed to take into account the stereotypes of the mass consciousness of certain
target audiences, and the Russian media successfully work with the international audience, which
discredits Ukraine's image in their eyes. Ukraine was unprepared for the information war
unleashed by the aggressor, the development of the propaganda sphere of which significantly
prevails, the Ukrainian legal framework for information security and information warfare was
extremely insufficient. Information operations and propaganda campaigns by the aggressor state,
which are unfolding at the global, regional and local levels, have necessitated the rapid
development of effective mechanisms to counter information aggression.

The purpose of this article is to establish the legal basis for information security of Ukraine
in the face of Russian aggression, to identify key legal mechanisms in this area.

The study was conducted on the basis of an analysis of a wide range of sources, which are
represented by laws and regulations of Ukraine. This allowed the author to present an analysis of
the basic legal framework for information security and counteraction to information aggression
by the Russian Federation in Ukrainian legislation.

The article defines the content of Russian information aggression, highlights the place of the
information component in the process of ensuring the national security of Ukraine at the present
stage. The main provisions of the basic regulations of Ukraine on the protection of information
sovereignty (National Security Strategy of Ukraine, the Doctrine of Information Security of
Ukraine, certain laws and regulations of Ukraine), which define information security as one of the
most important functions of the state, reveal the primary threats to national security in the
information sphere , set priorities for information security, stipulate mechanisms for counteracting
information aggression.
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The study of Ukrainian legislation allowed the author to establish key legal principles for
combating information aggression, such as follows.

- identification of information and psychological warfare as an urgent threat to national
security,

- establishment of the institutions responsible for information and psychological security,
addition of the function of protection of information space to the competence of existing public
authorities (Ministry of Information Policy, National Security and Defense Council, CMU, Security
Service of Ukraine, Ministry of Culture, intelligence agencies, State Service for Special
Communications and Information Protection, efc.);

- protection of information television and radio space and the market of printed products by
banning access to the Ukrainian market of materials aimed at eliminating the independence of
Ukraine, promoting a positive image of the authorities of the aggressor state, justifying the
occupation of Ukraine;

- setting quotas for the national audiovisual product;

- ban on popularization of the aggressor state and calls in its favor during touring events in
Ukraine;

- condemnation and elimination of symbols of the communist totalitarian regime;

- development of means and tools to respond to aggression in cyberspace;

- improvement of professional training in the field of information security, introduction of
national educational programs on media culture, efc.

Key words: information aggression, information sovereignty, propaganda, cybersecurity,
National Security Strategy of Ukraine, Doctrine of Information Security of Ukraine.
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MAPIYIIOJIbCHKHM JEPYKABHUM YHIBEPCUTET SIK IIEHTP
TPAHC®OPMAIIII MICTA MAPIYIIOJIb

V' cmammi wna npuxnaoi Mapiynonvcokoeo Oepoicasnoeo  yuieepcumemy (MIY)
PO327140A€EMbCSL NPOYEC NEPemeopeHts YKPAiHCbKUX YHigepcumemie Ha yenmpu mpancgopmayii
2pomao 6 ymosax oeyenmpanizayii. Pozensanymi ymosu, 6 axux npaytoe MY nicia 2014-2015 pp.
[Ipoananizosani 8usHa4anbHI HANPAMU PO36UMKY VHIGEpCUMEmMY, WO GNAUBAIOMb HA PO3GUNOK
2pomaou, 30kpema: poboma oceimuvozo yeumpy «lonbac-Yxpaina» MY, nposedenns naykogux
00Ci0JICeHb, peanizayis MIDCHAPOOHUX HAVKOBUX NPOEKMIE YHIBepCUmemy, HA8UAaHHs IHO3eMHUX
cmyoenmis. Ilpoananizosanuti  enecox Mapiynoavcokoi micvkoi padu ma Joneyvkoi
obn0epacaominicmpayii' y pozeumox MJ/Y.

Knrouoei cnosa: cmpameezis pozsumky, ynieepcumem, ocgimmuii yeump «/lonbac-Yxkpainay,
inozemui  cmyodenmu,  Epasmyct,  peinmecpayis,  mumyaco8o-oKynosami - mepumopii,
Mapiynonvcokuii oeporcasnuit ynieepcumem (M/Y).

DOI 10.34079/2226-2830-2020-10-28-29-270-281

270



