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AHAAI3 BA30BOI TEPMIHOAOTII I HETATUBHUX HACAIAKIB KIBEPATAK
HA TH®OPMALIINHO-TEAEKOMYHIKALIIMHI CUCTEMU OB’EKTIB
KPUTHUUYHOI IHO®PACTPYKTYPU AEPKABU

FOpii Aperic

Y cmammi nposodumven ananis 6asos0i mepminonoeii i pisosuou HezamusHux HacAioKie 00 AKUX Mosce npusecny Kibepamara
Ha IHQPOPMayiino-mesekoMyHikayilini cucmemu 06'ckmie Kpunuunoi ingpacmpykmypu 6 pisuux Kpainax ceiny, 8 m.4. i 6
Vipaini, nanpursad y pasi 6umoxy ingopmayii 3 o6mencerur 00cmynom abo depacasiux ingdopmayiux pecypeis, axi oGpoo-
AAI0MbEA 8 Y cucmemax. Bussaeno dodamxosy neobxionicnme 6paxosysaniu il iHuli maNCKi HacAiOKU 015 HAYIOHANBHUX THIe-
pecis 610 po3e010teHNa 6100MOCHIEl, WO CIHIAHOBAANL CAME 0EPHCABIY MAEMHUYIO 6 Pe3)Abiianti MonAusoi pearisayii marol
KiGepamaxu npy GopimysarHi nepesiKy iHPOPMayiino-meseKoOMyHiKayilnux cucmem 06 ekmis Kpumuuroi iHgpacnpykmypu
deporasu. I 1pedcmaseni nponosuyii 0o Gopmysarns e0urHozo Kaacughikanopa HeeamusHux HacioKis Kibepamak Ha ingopma-
YIIHO-1ICNCKOMY HIKAYIIHE cucmemu 08" ckmie Kpumuuior ingpacmpyxmypu depacas 3 ypaxysaniar oGpobKi 6 yux cucnemax
o iHux: 8108 IHPHOPMayii' 3 06MenNceruM 00cmynoM, maKux AK Kongioenyitnoi (6.4. nepconansii dans) i cayn6060i ingopmayii.
KuarouoBi caoBa: xibepamara, ingopmayia 3 00MenceruM 00cnynoM, iHGOPMayilino-meseKoMynikayiting cucnmema, Kpumu-
uta inppacmpyKmypa 0epacast, Heeamusii HacaioKt, oyiHI0Earia uKoou.

AxryaspHicTb. Pi3HOMAaHITHI CITOCOOH 3aCTOCY-
BaHHA KiOEpaTak y PO3BIAYBAABHO-IIAPHBHIN AlAAB-
HOCTI 1HO3€MHHX CIIEIICAYKO a0O0 ITIA Yac BEACHHS Ki-
OepBIfHI KpaiHO¥O-arpecOpPOM HAIIPABACHI came Ha
3YILIMHKY y pOOOTI, BTPAaTy KOHTPOAIO 20O BUBEACHHSA
3 AaAy 1HMOPMAIUIHUX CHCTEM, fAKI 3a0€3IeYyIOTh
IIEPIIIOYEPrOBi HOTPEOU AFOAUHH, CYCIIABCTBA 1 ACp-
KaBH (BOAH, TEITAQ, CBITAQ, TPAHCIIOPTY, OAHKIBCHKIX
OIIepariii, CHCTEM 3B’fI3KY TOITIIO) 3aAAA ITOPOAKECHHS
Xa0Cy, TOCHACHHA CYCIIABHOI HAITPYTH, AeCTaOiAi3a-
1if kpaiau B riinomy. Uepes 301ABIIEHHA KIABKOCT] BU-
ITAAKIB YCIIIITHUX KIOEpATaK, Y OIABIIIOCTI IIPOBIAHHIX
KpalHax CBiTy 3 METOIO 3BEAEHHS AO EAMHOI CUCTEMU
BAKAMBUX OO’€KTIB I HalypasamBimumx iadopma-
IIHHO-TEACKOMYHIKAIIIITHUX CHCTEM T2 MEPEK, BTPaTa
200 ITOPYIIIECHHA CTAAOTO (DYHKIIOHYBAHHSA AKHIX IIPH-
3BEAE AO 3HAYHUX 20O HABITh HEIIOIPABHUX HETATHB-
HIX HACAIAKIB AAfA HAITIOHAABHOI O€3IIeKH 1 000pOHU,
BBEACHO TEPMIH «KPUTHIHA IHMPACTPYKTYpPa».

B Vkpaini, 3 oragay Ha OCTaHHI TIOAlf, KIABKICTB
peaAi3oBaHUX KiOepaTak 3HAYHO 30IABIIYETHCA 1 OIi-
HK2a YPa3AMBOCTI T4 ITOTCHIIIWHIX HACAIAKIB ITPUITH-
Henusa a0o pyitnyBanus O0’ekTiB iHMpPACTPyKTypH
CTa€ OAHIEIO 13 OCHOBHUX (DYHKIIH AepixaBi. | Tomy,
B IHTEpecax 3a0e3IeYeHHA HAITIOHAABHOI OE3I1eKHU BHU-
HUKA€ ITNTAHHA HEOOXIAHOCTI IIABHITICHHA €(DEKTHB-
HOCTI BUKOPHCTAHHSA Ta 3aXUCTy Aep:KaBHUX 1H@OP-
mamiianx pecypeis (AIP), ocobamBo irdopmarii 3
OOMEKEHIM AOCTYIIOM, fiIka OOpOOAA€THCA B iHMOP-
MAIIHHO-TEAEKOMYHIKAIITHIX 00’eKTiB
KPUTHIHO! 1H(PACTPYKTYpPH, BTPATa AKOI MOKE 3a-
BAATH ¥ IHITIHX (AOAATKOBHX) TS/KKHX HACAIAKIB. Tax

CHUCTEMAX

AK B OCHOBY ITOPAAKY (POpMyBaHHSA IEepeAlKy 1HOp-
MaIiifHO-TEACKOMYHIKAIIITHIX CHCTEM OO’€KTIB KpH-
TUYIHOI IHDPACTPYKTYPU AEPKABU 3 METOIO X IIEPIIIO-
YEProBOro 3aXHCTY BiA KIDepaTak IOKAAACHO ITPHH-
IIMIT «HETaTUBHUI HACAIAOK — KpUTHUYHA iHdpacTpy-
KTypa», TOMY IIUTAHHA BUSHAYCHHSA CTYIICHA TAKKOCTI
HETATUBHUX HACAIAKIB I BEAUYMHHA 3ABAAHOL IIIKOAW
Ta IHIITIX MOKAUBHX BHTPAT HA OOMEKEHHA AOCTYIIY
Ta 3axuCT iH(OpMAIIi 3 OOMEKEHNM AOCTYIIOM BIA if
BHTOKY, AO fIKOTO MOKE IIPH3BECTH KiOepaTaka, € aK-
TYaABHUM.

AHaAl3 OCTaHHIX AOCAIAKEHB 1 HOCTAaHOBKA
3aBAAHHA. AHAAI3 parp [1-8] BITYM3HAHUX HAYKOB-
uiB (A. biproxos, C. Komapartos, O. Cyxoaoad,
C. I'matrok, O. FOAIH) BUABUB HAABHICTH 3HAYHOI Ki-
ABKOCTI IIpoOAeM y chepl 3axmcTy KpUTHIHOT iHdpa-
CTPYKTYPU ACP7KaBH, IIOYMHAOYH 3 BIACYTHOCTI 0a30-
BUX HEOOXIAHUX IIOHATD, HAIIPUKAAA «3AXHUCT KPUTH-
YHOI IHPPACTPYKTYPI» Ta «3AXUCT KPUTUHIHOI 1HOP-
MarifHoi IH@PACTPYKTYpH», HOPMATHBHOIO-ITPABO-
BOTO 3a0e311e9eHHA AAHOI cpepH (3aKOHY, KOHIIEIIIII],
crpaterii, AOKTPHHH TOIIO) 1 A0 HeobXiaHOCTI pop-
MYBaHHS AEPKABHOI CHCTEMHU 3a0€3IIE€UYEHHS 3aXUCTY
KpHTHYIHO! IHPPACTPYKTYPH y mianoMy. AAE BCI BOHI
3a3HAYAIOTE IIPO TE, IO ICHYIOYUIA CKAAAHUI CTaH Ki-
OepripocTopy YKpaiHH BHMArae BIAHECCHHSA 3aXHCTY
KPUTHYHOI 1H(PACTPYKTYPH AO HPIOPHUTETHUX Ha-
HIPAMIB IPOTHAIL 3arpo3am HaIlOHAABHII Oe3Irert 3a-
AAfl TIOIIEPEAKEHHA MOKAUBOI ITOTEHITIHOI ITIKOAN
A€PKaBl Ta YCYHEHHA HETATUBHUX HACAIAKIB BIA iX pe-
aAlzari.

MeToro cTarTi € aHAAI3 MOTEHIIINHNX HETATUB-
HUX HACAIAKIB, AO AIKHX MOKE IPHU3BECTH KiOepaTaka
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Ha  iHQOpPMAIITHO-TEACKOMYHIKAIIIITHY — CHCTEMY
o0’exta KpuTHIHOI 1HMPACTPYKTypH, AKa 0OpPOOALE
iadopmariiro 3 obmexenum psocrymom (I3OA) (abo
AIP) 3 meroro mmopaasmnol yaidikaril iX y e€ARHHI
KAACH(IKATOP HETraTHBHIX HACAIAKIB Kibeparak Ipu
IIPOBEACHHI ITPOIIEAYPH OIIHIOBAHHSA IIIKOAHM HAIIO-
HAABHIH Oesrrerti Ykpainu y pasi if BUTOKY.

OcHoBHa uyacTuHAa AocAipxkeHHA. OcHOBHE
0asoBe HOHATTA IHPOPMayitiHo-1ne eKOMYHIKAYIIHOL ctic-
memu (ITC) ax cykyrHOCT 1IHGOPMAIIITHUX Ta TEAC-
KOMYHIKAIIIHHIX CHCTEM, fKI y IIpoIeci 0OpoOKH iH-
dopmariii AIFOTb fIK EAHHE ITIA€, HABEACHO Y 3aKOHI
Vipaian «[Ipo saxucr indopmariii B irdpopmariiiino-
TEAEKOMYHIKAITIHIX CUCTeMax» [9], AKHI peryAroe Bi-
AHOCHHH Y cpepi 3axucty indopmartii B iHdopmarriii-
Hux, Teaekomysikarifinux ta I'TC. Llum 3akorom [9]
HABEACHI I {HIII ITOHATTSA, HEOOXIAHI AASl IIPOBEACHHS
AOCAIAKEHD Y AaHiH cdepl Taki Ak:

— menexomynixayiina cucmema (I'C) — CyKkyIHICTS Te-
XHIYHHX 1 IPOTPAMHHUX 32CO0IB, IIPU3HAYEHUX AAS O0-
MiHYy 1H(OPMALIEIO IIAAXOM IIEPEAABAHHSA, BHIIPOMI-
HIOBAaHHSA 200 IIPHIMAHHA if Y BUTASAL CHTHAAIB, 3HA-
KiB, 3BYKIB, pyXxOMUX 200 HEPYXOMHUX 300paKEHb 91 B
IHIHUI COCIO;

— ingpopmayitina (asmomamusosara) cucmema (IC(AC))
— Oprafi3amiifHO-TEXHIYHA CHCTEMa, B fAKIH peaAisy-
€TBCA TEXHOAOTIA 0OpOOKH 1H(OpMAIIii 3 BUKOPUCTAH-
HAM TEXHIYHHUX 1 IPOTPAMHUX 3aCOOIB;

— 3axucm iHgpopmayii 6 cucmemi — AIAABHICTD, CIIPS-
MOBaHA Ha 3aII00IraHHA HECAHKIIOHOBAHUM AlAM
IOAO i opMaLil B cucTem;

— HecanKyionosani 0ii wodo ingopmayii 6 cucmemi — Al
III0 IPOBAAATBCA 3 IIOPYILIEHHAM IIOPAAKY AOCTYIIY AO
iei irdopmariii, yCTAHOBACHOTO BIAIIOBIAHO AO 3aKO-
HOAQBCTB2;

— 06pobKa ingopMmayii 6 cucmemi — BUKOHAHHA OAHIET
abo KIABKOX OIlepartiif, 30Kkpema: 30MpaHHsd, BBCACHH,
3aITICYBAHHA, IIEPETBOPEHHA, 3YUTYBAHHSA, 30epiraHHs,
3HUINCHHSA, PEECTpartii, IpUAMaHHA, OTPUMAHHS, IIe-
peAaBaHHSA, AKI 3AINCHIOIOTBCA B CHCTEMI 32 AOIIOMO-
TOFO TEXHIYHUX 1 IPOTPAMHHX 32CO0IB;

— SHumenna ingpopmayii 6 cucmemi — All, BHACAIAOK
AKX 1H(OPMALLA B CHCTEMI 3HUKAE;

— 6UmOK ingopMayii — PE3YABTAT AlA, BHACAIAOK
AKUX 1H(OPMALIIA B CUCTEMI CTAE BIAOMOIO YH AOCTYII-
HOIO (PI3UYIHIM Ta/260 FOPHAMYHIM OCOOaM, IO HE
MarOTh IPaBa AOCTYIY AO HET;

— Kopucmysa ingopmayii 6 cucmemi (KOPUCTyBad) —
izmrdra 200 FOpHAMYHA 0CO0a, AKA B YCTAHOBACHOMY
3aKOHOAABCTBOM ITOPAAKY OTPHMaAa IIPAaBO AOCTYITY
AO iH(OpMAITl B crcTeMi;

— Qocimyn 00 ingpopmayii 6 cucimemi — OTPUMAHHSA KO-
PHCTYBAaYEM MOMKAHBOCTI OOpOOASTH 1H(OpPMALIIIO B
cucTemi;

— nopAdoK docimyny 00 iH@popMayii 6 cucmemi — yMOBH
OTPHMAHHA KOPHCTYBAYEM MOKAHBOCTL OOpOOAATH
iHdopMariro B cHCTEMI Ta IIpaBHAa OOPOOKH i€l iH-
dopmariif;

— Komnaekera cucmema saxucnry igopmayii (KC3I) —
B3a€EMOIIOB'A3aHA CYKYITHICTb OPIAHI3AIIHIX Ta IHKe-
HEPHO-TEXHIYHUX 3aXOAIB, 3aCO0IB 1 METOAIB 3aXHCTy
trdpopmari;

— Kkpunmozpagiunud saxucm imgpopmayii (K3I) — Bua
3aXUCTY IH@OpPMALLIi, IIT0 PEaAAIZYETHCA IIIAAXOM IIEPET-
BOpeHHA 1H(MOpPMAIIil 3 BUKOPUCTAHHAM CIIEIIAABHIX
(KAIOYOBHX) AQHUX 3 METOIO HpHXOByBaHHH/ BIAHOB-
ACHHA 3MicTy IH(OpPMALI, IMATBEPAKEHHA i CIIpaBK-
HOCTI, IIIAICHOCTI, aBTOPCTBA TOIIIO;

— mexniunud saxucm imgopmayii (131) — BuA 3axucry
g opmarii, cupAMOBAHII Ha 320€3IIEYCHHS 32 AOIIO-
MOTOJO 1HKEHEPHO-TEXHITHHIX 3aXOAIB T4 /260 porpa-
MHHX 1 TEXHIYHHX 3aCO0IB YHEMOKAUBACHHSA BHTOKY,
3HUIIEHHA T4 OAOKYBaHHA iH(OpMALIl, ITOPYIICHHA
ITIAICHOCTI Ta PEKUMY AOCTYIIY AO iH(OpMAITii;

— GaoKysarna ingopmayii 6 cucmemi — Ali, BHACAIAOK
AKIX YHEMOKAUBAFOETBCSA AOCTYIT AO IHpOpMarIii B cu-
cremi;

— nOpyuerHa YiicHoCIE iHDOPMayii' 6 cucimemi — HeCaH-
KITIOHOBaHI Alf III0AO iH(OpMarIii B crcTemi, BHACAIAOK
AKX 3MIHFOCTBCA 1 BMICT;

— eaacnuK  cucmemy — dizmana 00  FOPHAMYHA
0c00a, AKIH HAAEKITH ITPAaBO BAACHOCT] HA CHCTEMY;

— 60400ineYs iHPOPpMayzi — PizraHa 20O IOPUAUIHA
0c00a, AKIH HAAEKATD IIpaBa Ha IH(OpPMAIIiFO.

TakoxK 3aKOHOAABYO BU3HA4YeHO [9], 1m0 00'ek-
toMm 3axucty B ITC e indopmariid, gka oOpodAseTbCA
B HiH, Ta IIporpamHe 3a0e3IeYeHHA, AKE IIPU3HAYCHO
AASL OOpOOKH 11i€l IH(OpMATTii.

Hapasi 3araApHIMI BEMOTaMHU Ta OPIaHI3aITii-
HUIMH 32CaAAMH 320€3IIeYeHHA 3aXUCTy iHdopmaril B
mdopmariianx, TesekomyHikaniiinnx Tta ITC e
«[IpaBmaa 3abesmedeHns 3axucty iHdOpMarii B iH-
dopmariitHux, TeAeKOMyHIKamiiuux Ta iHdOopMa-
LifTHO-TeACKOMYHIKAIHHIX cuctemaxy [10], Akl mic-
TATH HOHATTA aBTeHTH(DIKAII Ta iAeHTHdIKAL, 1 KOH-
KPETH3YVIOTh IH(OPMAIIIO, AKA INAAATAE 3AXHCTy B
ITC, a came [10]: BiakpuTa iHd OpMAITif, KA HAACKHUTD
A0 AIP, a Takox BiakpuTa iH(OpMALIA PO AlAAB-
HICTH Cy0'€KTIB BAAAHHMX [IOBHOBAKCHb, BIFICHKOBHX
dopmyBaHb, AKka OIPHAIOAHIOETBCA B IHTEpHET, 1H-
X TAOOAABHUX 1H(OPMAIIHHIX MepeKax 1 CHcTe-
Max a0 IEPEAAEThCA TEACKOMYHIKAIIWHIMU Mepe-
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Kamu (BiAkpHTa iH(OpMarisf); kKoH@iAeHMIIHHA 1H)O-
pmarria (y T.9. IIEPCOHAABHI AaHi); CAyKOOBa 1HMOP-
Mmarif; iHOpMAIIiA, fKa CTAHOBUTH AEPHKABHY a00
1HIITy TIepeADAYeHY 3aKOHOM TAEMHHUITIO (TAEMHA 1H-
dopmariis); iHdopMariia, BUMOTra IMOAO 3aXUCTY AKOI
BCTAHOBACHA 3aKOHOM.

Ha BukoHaHHSA ITAQHY 3aX0AIB IOAO 3axucty AIP
satBepaxkenoro Posmopasxeraam KMY Nell35 sia
05.11.2014 poxy T2 3 METOIO IABHIIICHHSA PIBHA 3aXH-
cry iHOpMAIIHHUX pecypciB, IO 0OOPOOAAETBCA B
ITC 06’exriB KpUTHIHOI IHDPACTPYKTIYPH ACPIKABH,
BH3HAYEHO MEXAHI3M, 32 AKHIM BIAOyBaTUMETBCA POP-
MyBaHHSA IX Iepeaiky. 3okpema, pospodaero «Ilops-
Aok popmysanns mnepeaiky ITC o0’ektiB kpuTuanoi
dpacrpykrypu Aepxasm» [11] (aaal — Ilopsaaok),
Akui 3arBepAxkeHo [locramosoro KMV Ne 563 Bia
23.08.2016 poky 3a AKOIO A€p:KaBHI OPraHH, OPTaHI
IIEHTPAABHOI BUKOHABYOI BAAAH, 1HIII 3aiHTEPECOBAH]
ACP/KaBHI OpPraHM ITOBHHHI CPOPMYBATH Ta ITOAQTH
Aep:xaBHIll CAyxKOl CIIEIIIAABHOIO 3B’fI3Ky Ta 3aXHCTY
tadopmarti (Aep:xcrenss’asky) mporosurii Aas do-
pmysannsa mnepeAiky I'TC o6’exriB kpurugnoi iHdpa-
crpykrypu aepxasn [11]. V' BiamosiaHOCTI AO IIHIX
IIPOIIO3HUIIIN 3aiHTEPECOBAHI OpPraHU MarOThb BH3HA-
YNTH HETATHBHI HACAIAKH T2 BKAa3aTH iX YMOBHE I103-
HAYEHHA, AO AKX MOJKE IIPU3BECTH KiOeparTaka Ha
ITC i3 IprBEAEHOTO Y ITIOPAAKY IIEPEAIKY 13 3a3HAYUECH-
HAM BHAY iHdopMariii, ika 00podaseThes. I AKImo Bra-
satm, 110 B I'TC 06pobasersesa I3OA, ToAl BuHIKAE
IUTAHHA ITIOAO HEOOXIAHOCTI BpaxXyBaHHA H IHIIIHX
TAKKHX HACAIAKIB, AKI BU3HAYAIOTHCSH IIPH OOMEKEHHI
AOCTYITy AO TakKOIl iHdOpMaIlii AK Aep/KaBHA TAEMHHUIIA
[12], Ta 3a3HaYEHHA X Y IPOIO3ULIAX, AO AKAX MOKE
npussectu kidepartaka Ha I'TC y pasi if Buroky. V Ilo-
pAAKY [11] MicTATBCA TaKi HOHATTA Ta BUSHAYCHHSA AK:

— 3aitmepecosari opearny — ACPKaBHI OPraHH, Op-
IaHH MICIIEBOTO CAMOBPAAYBAHHA, OPTaHH YIIPaB-
atnaa 30poitnnx Cua, IHIIEIX BIHCEKOBHX (HOPMY-
BaHb, YTBOPEHUX BIATIOBIAHO AO 32aKOHIB, IIPaBOOXO-
POHHI OPTaHM, y BAACHOCTI UM PO3HOPAAKECHHI AKX
€ O0’ekT KpHUTHYHOI 1H(MPACTPYKTYPH AEpKaBU
Ta/260 A0 chepy yIIpaBAIHHS AKUX HAACKATD (TIepe-
OyBarOTh B YUPaBAIHHI) IIAIIPHEMCTBA, YCTAHOBU T2
OpraHi3ariii, 1o € BAACHUKaMI (PO3IIOPAAHHKAMI) Ta-
KOTO 00’€KTa);

— Kibepamaka — HECAHKIIIOHOBAHI Alf, IITO 3AIIICHIO-
FOTbCA 3 BUKOPHUCTAHHAM 1H(OPMAIIITHO-KOMYHIKa-
IIIAHAIX TEXHOAOIIH Ta CIPAMOBAHI HA ITOPYIIIECHHA
KOH(IACHITIHHOCTI, ITIAICHOCTI 1 AocTyITHOCTI iHpOP-
Mariif, Aka 0OPOOAAETBCA B IHPOPMAILIITHO-TEACKOMY-
HIKAIIWHIA CHCTEM], 20O HOPYIIEHHA CTAAOTO (PYHK-
ITIOHYBAHHA TaKOl CHCTEMN);

— Kpuntuura ingpacnipykmypa — CyKyIHICTb 00’ €KTIB
IHPPACTPYKTYPH ACP/KABH, AKI € HAHOIABII BAKAHU-
BHUMU AAfl EKOHOMIKH Ta IIPOMHUCAOBOCTI, (DYHKITIOHY-
BAHHA CYCIIIABCTBA Ta OE3IIEKH HACEACHHA 1 BHBE-
ACHHS 3 AaAy 200 PYHHYBAHHSA AKAX MOKE MATII BITAUB
Ha HAIIIOHAABHY O€3ITEKy 1 0O0pOHY, IIPHPOAHE cepe-
AOBHIIIE, IPU3BECTH AO 3HAYHUX (PIHAHCOBUX 30HUTKIB
Ta ATOACBKHX 7KEPTB);

— 00 ¢kmu Kpumuuror ingpacmpyxmypu — MAIPAEMC-
TBA T4 JCTAHOBHU (HE3AACKHO BIA POPMU BAACHOCTI)
TAKHX TAAy3€H fK CHEPIeTHKa, XIMiYHA IIPOMHCAO-
BICTB, TPAHCIOPT, OaHKH Ta piHAHCH, IHPOPMALIITHI
TEXHOAOII T2 TEAEKOMYHIKAIIii (€AeKTPOHHI KOMYyHI-
Kariii), IIPOAOBOABCTBO, OXOPOHA 3AOPOB’f, KOMyHa-
ABHE TOCITOAAPCTBO, IO € CTPATETiYHO BAKAUBUME
AASL DYHKITIOHYBAHHA EKOHOMIKH 1 OE3IIEKIT ACPIKABH,
CYCIIABCTBA T4 HACEACHHS).

Takox, cyadan 31 3micty moaoxxens 1. 4, 5 Io-
pAAky [11], A xpumuuror ingopmayidroro ingdpacnpyx-
myporo deparcasu (KILA) cAiA pO3yMITH BKAIOYEHI AO IIE-
peaiky I'TC 06’ekriB kpuTHdHOI iH(pPACTPYKTYPH, 11O
3aXHINAIOTHCA BIA KiOepaTak y mepimy depry (Ipiopu-
TETHO) BAACHUKOM (PO3HOPAAHHUKOM) TAKHX CHCTEM
BIAIIOBIAHO AO 3aKOHOAABCTBA y cpepi 3axmcty iHdo-
pmariii Ta kibepbesmeku.

V poaatky mworo Ilopsaky [11] mpuseaenti mpo-
nosutti Ao popmysanus repeaiky I'TC o0’ekriB kpu-
THIHOI IHPPACTPYKTYpH AeprKaBH (TaOA. 1), AKi micAs
noroaxennsa 3 CBY maaaroreca 3aintepecoBanmMu
opranamMu A0 AaminicTpariii Aepucrrenss’asky. Ox-
PEMO CAIA 32a3HAYUTH PO HAABHICTH «MeToAmIHNX
PEKOMEHAALIH ACP/KABHUM €KCIIEPTAM 3 ITHTAHD TAEM-
HUIDb IITOAO BU3HAYEHHA IIACTAB AAA BIAHECEHHA Bi-
AOMOCTEN AO AEPKABHOL TAEMHHUINI TA CTyIICHA 1I cek-
perHOCT (AaAl — MeTtoamdni pekomenaartii) [12], axi
TAKOK MICTATE OHATIA iHuux manckux nacaiokis (ITH)
(meraTuBHI 3MiHHE Yy 3a3Ha4eHUX cepax (TOAOBHUM
9UHOM y cdepax 30BHIIIHIX BIAHOCHH, AEPHKABHOI
Oe3IIEKH 1 OXOPOHU IIPABOIIOPAAKY), AKI BIAOYAHCA 91
MOKYTh BIAOYTHCA BHACAIAOK PO3TOAOIIICHHA KOHKPE-
THUX BIAOMOCTEH, IO CTAHOBAATH AEP/KABHY Ta€M-
HULIFO 1 AKI HE INAARFOTBCS EKOHOMITHOMY OOPAXYHKY
y KIABKICHOMY (BapTICHOMY) BHpa3i) Ta BKa3yFOTb Ha
HEOOXIAHICTD X BU3HAYCHHA IIPH BCTAHOBACHHI CTY-
IIEHA CEKPETHOCTI 32 IPUBEACHHUM Y II. 3.2 mepeAikoM
BIAIIOBIAHO AO 11e€BHOI Kateropii (1aba. 2). Ha ocHoBi
poseaeHOro aHaaisy [1-13] ekcneprHux AyMOK, Hay-
KOBHX ITPAIlh Ta BIAITOBIAHIX HOPMATHBHO-IIPABOBUX
AOKYMEHTIB ITOOYAOBAHO HMOPIBHAABHHUI aHAAI3 HEra-
THUBHHUX HACAIAKIB KiOepatak Ha KILA y pisHnx kpai-
Hax CBITY (T2a0A. 3).
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Tabaumsa 1
INpormosuii Ao dopmysarns mepeaiky I'TC 06’exriB KprTHIHO! IHDPACTPYKTYPH ACPIKABH
Iopaoxo- | Hassa ingpop- | Haitimenysanna | Bud ingpopmayit, ngo Heeamusni Aari npo ocib Ipunsimra
6utl 1HoMep | Mayitino-menexo- | eaaciuka (posno- | obpobasemuca 6 ingop- | Hacaioxu, 0o (adminicrmpanopis bes-
MyHIKayiinoi cu- | paonuka) ingop- Mayidno-meneko- | AKUX Moate npus- | nexu), 6i0nosidansrux a
cmemit, oopma | Mayitino-meneko- | Mynikayitinii cucnemi secmu Kibe- Dynxyionysarnns ingop-
saacrocnii Mynikayifinoi cu- | (6i0xpuma, Kongpiden- | pamara na in- Mayitio-mnenexo-
cnemi yillHa, cayno6a abo | gopuayiino-me- | MyHiKayiinoi cucnes
maemna ingopmayis | sexomynixayiiiny | (npissuue, iv’s, no bamo-
32010 i3 Sakotom cucrmemy* K081, Homep meaeony,
Vrpainu “Tlpo ingop- adpeca enekmporioi no-
Mayir”) wimtly, mowo)
1 3 4 5 6 7

*3asHauaronbe YMO6HE HOSHAMEHHA HezamugHux raciokie seioro 3 1.8 I lopaoky gpopryearna nepeaixy ITC o6 exmis kpumuunoi inghpacmpykmypu deporcasi.

Taban1s 2

ITepeaik Baampux ITH Aaf irTepeciB Aep:KaBH BIA PO3TOAOIIICHHA ACP/KABHOI TAEMHUIT,

VIOPAAKOBAHHUX 32 CTYIIEHEM IX THXKKOCTI B Danax [12]

Kareropia

Hacaiaxku

ITeprra
(6iabrzze 200
0aniB)

ITOBHHI PO3PUB AUIIAOMATHYHUX BIAHOCHH, IIIO MOXKE IIPU3BECTU AO O30POEHOIO HAITAAY
Ha YKpaiHy 9u if COI03HUKIB 200 BOEHHUX Allf;

ITOBHHIT KOHTPOAB ACP/KABHOTO ITH(POBAHOIO AUCTYBAHHA 3 DOKY IHIIIOl ACPIKABH;

Apyra
(100-200 6aais)

PO3PHUB AUIIAOMATUYHIX BIAHOCHH 3 OAHIEIO 200 3 KIABKOMA PO3BHHCHUMI ACP/KABAME;
ropHe 200 gacTkoBe (30% 1 BiAbIIe) pOSKPUTIA PO3BIAYBAABHIX MOKANBOCTEI ACP/KABH 32
KOPAOHOM;

3arpo3a XKUTTIO 91 CBOOOAI 0COOaM, AKI BUKOHYIOTh PO3BIAYBAABHI YH KOHTPPO3BIAYBAABHI
3aBAAHHT;

Tpers
(70-100 Gaais)

PO3PHB AHIIAOMATUYHUX BIAHOCHH 3 IHIIIUMH ACpaBaMu (ACP/KaBOIO); 3aKPUTTA
ITOCOABCTBA (IIPEACTABHULITBA) YKPalHH y OYAb-AKIl KpaiHi;

SHIKEHHA PIBHA IIPEACTABHUITTBA Y KPAlHU Y OYAb-AKIN Kpaii;

mopue 200 wactkobe (30% 1 HiabIme) sHrKEHHA e(DEKTHBHOCTI OIEPATUBHO-CTPATETITHIX
ITAQHIB;

roBHa 260 gacrtrosa (30% 1 biabIire) Brpara G0HOBOIO yIIPaBAIHHA BIICbKAMH, HEOOXIAHICTB
PO3POOKK HOBHX AATOPHTMIB CHCTEM YIIPABAIHHA BIACHKAMH, CTBOPCHHA HOBHUX IIYHKTIB
VIIPaBAIHHS;

gactkoBe (A0 30% ) po3KpUTTA PO3BIAYBAABHUX MOAKAUBOCTEH ACP7KABH 3a KOPAOHOM;

Yersepra
(50-70 Gaais)

3pUB YKAQACHHSA YKPalHOIO MIKHAPOAHOIO AOTOBOPY;

3pUB YU HEMOKAHBICTH BUKOHAHHSA PO3BIAYBAABHOI, KOHTPPO3BIAYBAABHOI UM IHIIIOI CIIEITi-
AABHOI orTepariii;

gacTkoBe (A0 30%) 3HmKeHHA e(DEKTUBHOCTI OIIEPATHBHO-CTPATEITIHIX ITAAHIB;

gactkoBa (A0 30%) BrpaTa OOHOBOIO yUpPaBAIHHA BIFiCbKAMU, HEOOXIAHICTE PO3POOKH HO-
BUX aATOPUTMIB CHCTEMH OOHOBOTO YIPABAIHHA BIFICbKAMHE;

PO3KPUTTA AAHUX IIPO 0CODY, fika BUKOHYE HA HETAACHIA OCHOBI pO3BiAyBaAbHE, KOHTPPO3-
BiAyBaAbHE UH IHIIIE OIIEPATUBHE 3aBAAHHS;

PO3KPUTTA CHA IH 3aCO0IB HETAACHOI'O OIIEPATHBHOIO KOHTPOAFO, IO 3aCTOCOBYIOTBHCA ACP-
AKABHUMU OPIraHAMU AAA BUKOHAHHSA OIIEPATHBHO-PO3IIYKOBOI AITABHOCTI;

ITara
(10-50 Gaais)

3pHUB IIEPETOBOPIB 3 MUTAHb O30POEHHA-PO330OPOCHHT;

CKOHOMIYHI CAHKIMI IpoTn YKpaiHm;

PO3pUB TOPTOBEABHO-EKOHOMIYHUX 3B fA3KIB 3 IHITTIMH ACP/KaBaAMH;

HECAHKI[IOHOBAHHH AOCTYII (IPOHUKHEHHS) Ha 00 €KTH, A€ BIIPOBAAKEHO PEKUM CIIEIHAAD-
HOI'O AOIIYCKY i OXOPOHI.
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Tabang 3

ITopiBHAABHUIT aHAAI3 HETATUBHMUX HACAIAKIB KiGeparak Ha KIIA

AepxaBa

HopmaTuBHII AOKyMEHT, 110 BU3HAYAE HETATUBHI HACAIAKH KibepaTak

Vkpaina

Topadox gpopmysarna nepeniy I'TC o6 ’cxmis kpumuurol ingppacmpyxnypu depocasi

Herarusamvu macaiakamu e:

—  BUHHUKHCHHA HAA3BHYANHOI CHTVAIli TEXHOT€HHOTO XapakTepy Ta/a0o0 HEraTUBHUII BIIAUB HA
CTaH eKoAOIT9HOI Oesneku Aepxkasu (periony) (H.1);

—  HETaTUBHHUI BIIAWB Ha CTaH CHEPreTHYHOI Oesmexn acp:xapu (periony) (H.2);

—  HEraTHBHHUH BIIAUB Ha CTaH €KOHOMIYHOI Oesrexku Aeprkasu (H.3);

—  HEraTUBHHIH BIIAUB HA CTaH ODOPOHO3AATHOCTI, 3a0€3IIeUeHHA HALIOHAABHOI Oe3IIeKU T2 IIPaBO-
mopAaky v aepxxasi (H.4);

—  HEraTUBHHII BIIAHB Ha CHCTEMY yIpaBAiHHA Aepxasoro (H.5);

—  HETATHUBHHUII BIIAIB Ha CYCHIABHO-ITOAITHYHY CHTYAIlifo B Aepixasi (H.0);

—  HETaTUBHHIT BIANB Ha iMiAK Aepxasn (H.7);

—  IOpYIIeHH:A CTaA0ro (PyHKIIOHYBaHHA (piHaHCOBOI cuctemu Acpxasu (H.8);

—  IOpPYIIEHHA CTAAOTO (DYHKIIOHYBAHHSA TpaHCIIOPTHO! IHpacTpykTypu acpikasu (periony) (H.9);

—  IOpYIICHH:A CTAAOTO (DYHKIIOHYBAaHHA iH(OpMALIHTHOL Ta/200 TeAeKOMYyHIKaIiiHoOl iHdpacTpy-
KTypH Aep:kaBu (PErioHy), B TOMY IHCAI il B3aeMOAI 3 BIAITOBIAHUME 1HMPACTPYKTYyPAMH IHIIIHX
aepxas (H.10).

Pocis

Memoduxa sionecernn 06'exmis depaashoi ma Hedepamasoi 6.AacHOCHIE 00 KPUMUYUHO 8ancAuEUX 00 €Ki 014 HayioHa-
Jvoi besnexy Pociticoroi Dedepayii

SHawumicms 06'exna 018 eKOHOMIKY 0epaas:
—  BapTICTh PIYHOIO BHUITYCKY TOBAPHOI IIpOAyKLil, MaH. pyO. (I1.1);
—  3araAbHA YHCEABHICTb BUPOOHMUYOrO IIepCOHAAY, THC. ocid (I1.2);
—  0aAaHCOBA BAPTICTH OCHOBHUX BUpOOHIIHX (POHAIB, MAH. pyO. (11.3);
—  CKAAAOBa OCHOBHOI IIPOAYKII 06'€KTa B IIPOAYKILI TOTO 7 BHAY, IIIO BUIIYCKAETHCA B Acpikasi %o
I1.4).
Hanecenns nixodu npecmuny depowcasu:
—  TIOpYIIeHHS KepoBaHOCTI AepkaBu abo periony (I1.5);
—  -HAHECEHHS ITIKOAW aBTOPUTETY ACP/KABH, Y TOMY IHCAl Ha MixHapOoAHIH apeni (I1.6);
—  PO3KPHTIA ACP/KABHUX CEKPETIB, KOH(IACHIINHOI HAyKOBO-TEXHIYHOI Ta KOMepLiiiHoi indopma-
uif (I1.7);
—  mopyureHHs 60eroToBHOCTI T2 6oe3aaraocTi 30poriHux Cua (11.8);
—  mopyiieHHs cTabiabHOCTI (hiHaHCOBO! 1 GarkiBebkOl crctem (I1.9).
Mootcausi sazposu Hacenenrro i mepumopiam:
—  IIHPOKOMACIITAOHE 3HUIIEHHA HALIOHAABHUX PECYpCiB (IIPHPOAHUX, CIABCBKOTOCIIOAAPCHKIX,
IIPOAOBOABYHX, BUPOOHNYHX, iH(Mopmaniiaux) (11.10);
—  TepHUTOpif 3apaKeHH (3a0pyAHCHE:) Y pasi aBapil Ha o6'exti ([111);
—  YHCEABHICTh HACCACHHI, SIKE MOKE IIOCTPAKAATH Y pasi HaAsBudainol curyardi na ob'exti (I1.12);
—  IIOpYIIEHHA CUCTEM 3a0€3IIEYCHHS KUTTEAIABHOCT] MicT Ta HaceAeHux nyHkTiB (I1.13);
—  Macosi nopyrennaa npasoropaaky (I1.14);
— synmHKa OesnepepBunx Bupoouurts (I1.15);
— aBapii ta karacrpodu perionaapaoro macirrady (I1.16).

IABCTpaAls

Crmpameziunudi naar Aecmpiticooi npozparu 3axucnty wummiceo 6ancausol ingpacnmpyknypu

—  KIABKICTB 3aAVICHUX IPOMAATH (3AOPOB’A T4 COIIAABHI HACAIAKH);

—  exoHOMIYHHIT edpeKT;

—  BIIAHMB Ha HaBKOAHIIIHE CEPEAOBUIIIE;

—  IICUXOAOTIYHHH eDEeKT;

—  ITOAITHYHI HACAIAKH;

—  MaciITabHICTB 32 TEPHTOPIEIO;

—  TPUBAAICTS;

—  BIACYTHICTH BapiaHTiB 3aMiIICHHT,

—  B3AEMO3AACKHICTH CCKTOPIB KPUTHYIHOI IHMPACTPYKTYpH (HACAIAKOM pyHHAIL] OAHOTO € pyHHa-
IIiA IHITTHX).
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I1poaosxerns TabAnI 3

AeprxaBa

Hopmartusuuii AOKyMeHT, III0 BU3HAYAE HETATUBHI HACAIAKH Kibeparak

Icranis

Baxor Koposiscmea Icnarin npo ecmariosenns 3ax00is w000 saxucny Kpumuyiior ingpacmpycnypu

—  KIABKICTD 3aAYYECHUX TPOMAAAH (3ATHOAL, IIOPAHEHI 3 THKKAMHI TPABMAMHE Ta IHIITUMH CEPHO3HIMI
HACAIAKAMI AAfl 3AOPOB’A);

—  exoHOMIYHUH edpekT (KOHOMIYHI BTPATH Ta ITOTIPIIEHHA AKOCTI IPOAYKIIL Ta ITOCAYT);

—  BIIAHB Hd HABKOAHIIIHE CEPEAOBUIIIE;

—  IIOAITHYHI HACAIAKH (AOBIpPa AO OPIaHiB AEPKABHOIO YIIPABAIHHA) T4 COLAABHI HACAIAKH (pi3mrdni
CTPaKAAHHA, IIOPYIIEHHA HOBCAKACHHOIO KHUTTH).

IIIsertia

ILaan oiii no saxucmy scummego 6amausux cycniaviux @yuxyid ma Kpumutroi ingpacmpyxmypu Koporiscmea Ilse-
yis

—  KIABKICTB 32aAydeHnX rpoMaads (6ias 30 ocib 3arnOAL a00 OTPHMAAH ITOPAHEHHS 3 THAKKIMI TPABMAMIT);

— HACTAHHA EKOHOMIYHOrO eekTy 200 BIIAUBY Ha HABKOAHWIIIHE CEPEAOBHIIE (IIPAMI 3aTPATH CKAA-
AafoTh Maitke 10 MAH. €BpO);

—  IOAITHYHI HACAIAKK 200 cOIiaAbHHUH BIIAUB (OyAU BOMTI TPOMAASHE, HEMOMKAHUBICTD BITAMHYTH HA
IHITMACHT, 3HU3MAACH AOBipa AO OPTaHIB AEP;KABHOTO VITPABAIHHSA, PO3ITOYAAOCH I'POMAAAHCHKE
Oe3AaAAL, TIPAMA 3aTPO32a AASl OPTAHIB ACPKABHOI BAAALL).

Hiaepaa-
HAHN

Aupexmusa minicmepemsa besnexu ma rocmuyii Hidepaardis wodo nidsuwyenns cmiiixocni

Kamezopin A — nopymernna ingppacnmpyxnypu 6yoymo Manmu maki nacaioku:
—  inaHCoBi Brpatn Aepkasu Oiabiie 50 MAPA. €BpO 20O ITAAIHHA AOXOAIB B PEAABHOMY BHpasi OAH-
3pK0 5 %0;
—  3aTHHYyTh, OTPHUMAIOTH KaAilTBa a00 XpOHIivHI 3axBoproBaHHA Giabire 10 THC. OCIO;
—  Oiabire 1 MAH. 0ci0 CTaHYTH Ha MEXKY BIDKUBAHHA 400 OTPUMAIOTh CEPHO3HI MOPAABHI TPaBMH;
—  IIOHAIMCHIIIE ABA IHIMIUX CEKTOPY KPUTHYHOI IHDPACTPYKTYPH HOYHYTh PYHHYBATHC.
Kamezopin B — nopymernn ingppacnmpykmypu 6y0yms manmiu maki nacaioku:
—  (piHaHCOBI BTpaTu Aep:KaBH OIABIIIE 5 MAPA. €BPO 200 HAAIHHA AOXOAIB B PEAABHOMY BHpPasi OAH-
3pK0 1 Y0
—  3ACHHYTb, OTPUMAIOTH KAAIIITBA 200 XPOHIYHI 3aXBOproBaHHs OiAbIIe 1 THC. 0CIO;

—  Oiaprre 100 THC. OCIO CTAHYTH HA MEXKY BIDKHBAHHS 200 OTPHMAIOTH CEPHO3HI MOPAABHI TPABMIL

CaoBenis

Konyenyin xpumuunol ingppacmpycmypu y Caosayoiiii Pecnybaiyi, i7 saxucmy ma oboporu

OcHOBHI KpuTepii AAfl BU3HAYEHHS KPUTHYHOCTI IH(PPACTPYKTYPU € MOPYIIEHHS CUCTEMH, IO IIPU3-
BeEAE:
— A0 3aru0eai Oiab1r mixk 50 ocio;
—  AO BIIAHBY Ha 3A0POB’fl HACAIAKOM fIKOIO CTaHe rocriraaizaris 6iasrr Hixk 100 ocib TepMiHOM Ha TIKACHB;
—  AO YCKAAAHCHHS 3AICHEHHS BHYTPIIIIHBOI OC3IICKH ACPIHKABH;
—  Brpar Giabmr Hix 10 MAH. €BPO HA ACHB;
—  HEMO)KAHBOCTI ITOCTAYAHHA IITHTHOI BOAH 200 Lxi mporarom tinkHA Aas 100 1uc. ocio;
—  HEMOKAHBOCT] IIOCTAYaHHSA €ACKTPOCHEPIil IpoTAroM 3 AlD 400 IPHPOAHOIO ra3y IpPOTAIOM TH-
JKHA AAS HaceAeHHs OiAbiT Hix 100 THc. ocib;
—  HEMOMKAHBOCTI ITOCTAYAHHA HA(TOIPOAYKTIB IIPOTATOM TIZKHA AAA HaceAeHHA Oiabir Hix 100 THC. OCiO;
—  sapaxenHsa mosepxHi Oiabi Hix 100 ra;
—  BTPATH CHCTEM 3B’f3Ky IPOTATOM AOOH, IO MOXKE CIPHYUHUTH 3001 B MATPUMIN poOOTH IHIINX
KPUTUYHHUX CHCTEM.

Ispaian

Excnepmune oncepeno

—  3BuvaiHA (THIIOBA) HAA3BHYANHA CHTYAIIll, KOAU B Pa3l BUHHKHEHHA AKOICh HAA3BUYAWHOI crryariii
CTPaXKAQFOTH B IIepIIy Yepry reorpadiaao 0An3bki 00'ekt (MAAOHMMOBIPHA AAf KiDepaTakm);

—  OaraTopiBHEBI KacKaAHI 3001 Ta HaA3BU9aiHl curyanil (PyHHYBAHHA CUCTEMU YIIPABAIHHSA B OAHII
i pacTpyKTypi (HAIIPHKAAA, BOAOBIABIAHOL 1H(PACTPYKTYpI) IPHU3BOAUTH AO 3000 y BTOPHHHIH
iH@PACTPYKTYpl (HAIIPHKAAA, B TPAHCIIOPTI), 4 IIOTIM 1 B TPETUHHIN (HAIIPHKAAA, AAHITFOKKI I1OC-
TaBOK IIPOAYKTIB Xap9IyBaHHA T4 IHIITHUX TOBAPIB) Ta iH., HABITH AKIIO IPAMHUH BIIAMB Ha 3a3HAYCHI
indpacrpykrypu i He BIAGYBCA (HaMiMOBIpHIIINE HACAIAOK AAS YCIIIIHOI KibepaTaku);

—  Hapocrarodi (301ABIIYIOTE) BIAMOBH (IIOPYILICHHS POOOTH OAHIET iHPACTPYKIypa (HAIIPHKAAA, MCPEIKI
3B'30K) 3aBAAC LLIKOAU 3AATHOCTI 110 BIAHOBACHHIO I AIKBiAALIIS HACAIAKIB iHITINX aBapill Ha IHIINX iH-
dpactpyxrypax (BIAMOBa AlHIM 3B'A3KY B XOAl yCYHEHHsI IHIITNIT aBapii, HATIPHKAAA, Ha BOAOKAHAA).
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AeprkaBa

Hopmatusuuii AOKyMeHT, III0 BU3HAYAE HETATUBHI HACAIAKH KibepaTak

€C Auwupexmusa Esponeticoroi Komicii

Macrrrab (reorpadpigae OXOIIACHHSA TEPUTOPI, AAA AKOI BTpaTa €ACMEHTY KPUTHIHOI IHDPACTPyKTypH
32aBAA€ 3HAYHOI IITKOAH): MIKHAPOAHIIH, HAIIIOHAABHEF, PETIOHAABHIE 200 TCPHTOPIAABHIIH;
BakkicTb MOKAHBIX HACAIAKIB 32 TAKIMU ITOKA3HHKAMI:

—  BIIAWB HAa HACCACHHA (YHCAO ITIOCTPAIKAAAUX, 3ATUOANX, OCIO, fAKI OTPUMAAN 3HAYHI TPABMH, 4 TAKOMK
YHCEABHICTh €BAKYHOBAHOIO HACCACHHH);

— exoHoMiuHa mKoAa (Bmamb Ha BBIT, posmip ekoHOMIYHHX BTpaT, K IPAMUX, TAK 1 HEIPAMUX);

—  EKOAOIIYHA IITKOAA (BITAUB Ha HACEACHHS T4 HABKOAHIITHE IIPHPOAHE CEPEAOBHIIIE);

—  B3a€MO3B’fI30K 3 IHIIIMMU €AEMEHTAMU KpUTHIHO] indpacTpykTypy;

— moAlrmuaHuil edexr (BrpaTa BIIEBHEHOCT] B Al€3AATHOCTI BAAAL);

— - TPHBAAICTH BITAUBY (K CaMe 1 KOAU ITPOABASTUMYTHCH HACAIAKH, ITOB’A3aHI 31 BTPATOIO UM BIAMO-
BOIO OO’€KTiB KpUTUYIHO! IHDPACTPYKTYPH).

Ha suxonannsa sumor unasoro [lopsaaxy [11], Me-
TOAMYHUX PEKOMEHAAITH [12] 1 AA yAOCKOHAAECHHSA
aAaIrTamnii IMPOIEAYPH OIHFOBAHHSA IITKOAW HAIllOHA-
ABHII Oe3IIertl y pasi BUTOKY, Ha IIPUKAAAL ACP/KaBHOL
raemunti [13], axa 06pooaserses B I'TC o0’exra kpu-
TIIHOI IHMPACTPYKTYPU ACPKABH BiA MOXKAHUBOL pea-
Aizanii KiOepaTaku, IIPOITOHYETHCA:

1. Beectu ymosne nosnavennsa I'TH npusesennx
y Meroamanux pekomeHAamiax y dpopmati Ak «I'TH
x.p» (ae x — HOMep Karteropii, a y — momep ITH y x
KaTeropii), 30Kpema Tak, fIK I1e HABEACHO BUIIIE Y IIe-
peaiky Baxausux I'TH Aas irrepecis AepixaBu Bia po-
3TOAOIIIEHHSA BIAOMOCTEH, IO CTAHOBAATH ACP/KABHY
TAEMHHUIIIO;

2. Po3pobuTn niepeAik BaKAHBHAX 200 IHIITHIX HAC-
AIAKIB AAf 1HTEpECIB BAacHUKA (posropasnnka) ITC,
AKa 00poOAse iHIm BHAM 1HQOpMAL 3 OOMEKEHNM
AoctyrioM (KoH(pIAEHIIIHHY 200 CAyK00BY 1H(pOpMa-
11i10), AO AIKUX MOKE IIPU3BECTH KiOepaTaKa;

3. VaockonaauTu nponosumii A0 dopmyBaHHA
mepeaiky ITC o6’exriB kpurmanoi iHMpPaCTPyKIypH
ACPIKaBU, IIEPEADAUUBIIH 3a3HAYCHHA YMOBHHX 1103~
HAYEHb OKPIM HETATUBHUX HACAIAKIB 3riAHO 3 11. 8 [To-
pAaky [11], me # Bakamsux I'TH 3a 1. 3.2 Meroanu-
HUX pekoMeHAArii [12] BiA peaaisarmii kibeparaku Ha
ITC oG’exra kpuTHaHO! IH(PPACTPYKTYPH ACP/KABH,
AKa 0OPOOASE ACPKABHY TAEMHHIIIFO.

Bucaopoxk. [Iposeacno anaaiz 6a30Boi TepMiHO-
Aorii Ta 9aCcTKOBY YHI(DIKAITIIO MOKAUBUX HETATHBHIX
HACAIAKIB, AO fIKUX MOXKE IIPH3BECTH KiOepaTaka Ha
ITC ob’exra xpuTHIHOI 1HMPACTPYKIYPH Y PI3HUX
AepikaBax, fka 00podase ISOA (abo AIP). Haseaero
rporo3uiii AAf (POPMyBaHHA EAMHOIO KAacHika-
TOPa HACAIAKIB 3 METOFO IIOAAABIIIOTO HOI'O BUKOPHC-
TaHHA IIPH OILIHIOBAHHI IITKOAW HAITIOHAABHIN Oe3-
rmeri y pasi ii BUTOKY.
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AHAAW3 BA3OBOIM TEPMUHOAOI'U
U HETATUBHBIX IIOCAEACTBUN
KHMMBEPATAK HA MTH®OPMAILIMMOHHO-
TEAEKOMMYHUMKAILIMOHHBIE CICTEMBbI
OB BEKTOB KPUTHUUECKOM
NMH®PACTPYKTYPBI TOCYAAPCTBA
B crarpe nposoamrcs aHaAu3 6a30BOM TEPMUHOAOTHH H
Pa3HOBHAHOCTH HETATHBHBIX IIOCACACTBHI, K KOTOPBIM
MOMKET IPUBECTH KHOeparaka Ha HH(MOPMALIHOHHO-TEAE-
KOMMYHUKALIHOHHBIE CHCTEMBI OOBEKTOB KPHUTHYECKOI
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nHPACTPYKTYPHL B PASAMYHBIX CTPAHAX MHPA, B T.9. H B
Vkpaune, HampuMep, B CAYYA€ YTCIKH HH(AOPMAIHH C
OTPAaHHYEHHBIM AOCTYIIOM HAH TOCYAAPCTBEHHEIX HHMOP-
MAaIIHOHHBIX PECYPCOB, KOTOPEIE OOPAbATHIBAIOTCA B 9THX
cucremMax. BEIIBACHO AOITOAHHTEABHYIO HEOOXOAMMOCTB
VYIHTEIBATD U APYTHE THKEABIE IIOCACACTBHA AAA HAITHO-
HAABHBIX HHTEPECOB OT PA3rAAILCHHA CBEACHHH, COCTaB-
ASMIFOIIUX HMEHHO TOCYAAPCTBEHHYIO TAHHY B PE3yABTATE
BO3MOKHOH peaAusanun KuOeparakn mnpu (hopMupoBa-
HUN 1epedHA HHGOPMAIIHOHHO-TEACKOMMYHHKAIIIOH-
HBIX CICTEM OOBEKTOB KPHUTHYIECCKOH HH(PACTPYKTYPHI
rocyAapcrsa. [IpeAcraBaeHBL 1pearokeHus K hOpMUPO-
BaHHUIO E€AMHOIO KAACCH(DUKATOPA HEIaTUBHBIX IIOCAEA-
crBuM KubepaTak Ha HH(POPMAIIMOHHO-TEACKOMMYHIKA-
IIOHHBIE CUCTEMBI OOBEKTOB KPUTHYIECKOH HH(PacTpyK-
TYPBI TOCYAAPCTBA C YIETOM OOPAOOTKHU B 9THX CHCTEMAX U
APYTHX BHAOB HH(DOPMAIINN C OIPAHUYEHHBIM AOCTYIIOM
KaK KOH(PUAEHIIMAABHAA (B.4. IIEPCOHAABHBIC AAHHDIE) U
cAyxeOHAA HH@OPMATIHA.

KaroueBnie caoBa: kuGeparaxa, THOPMALIA C OIPAHI-
YEHHBIM AOCTYIIOM, HH(OPMAIIMOHHO-TEACKOMMYHUKA-
[IMOHHAS CHCTEMa, KPUTHYCCKad MHMPACTPYKTypa TOCy-
AApCTBA, HETATHBHBIC IIOCACACTBHA, OLICHUBAHUE YIIepOa.

ANALYSIS OF BASIC TERMINOLOGY AND
NEGATIVE CONSEQUENCES FROM
CYBER ATTAKS ON INFORMATION-

TELECOMMUNICATION SYSTEMS
OF OBJECTS STATE’S
CRITICAL INFRASTRUCTURE
The article analyzes the basic terminology and variety of
negative consequences to which cyber attack can lead to
information and telecommunication systems of critical in-
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frastructure objects in various countries of the world, in-
cluding. and in Ukraine, for example, in case of leakage of
information with limited access or state information re-
sources that are processed in these systems. It has been
shown that it is necessary to take into account other severe
consequences for national interests from disclosure of in-
formation that constitutes state secrets as a result of the
possible implementation of cyber attacks in the formation
of a list of information and telecommunications systems
for critical infrastructure of the state. Proposals to the for-
mation of a single classifier of the negative consequences
of cyber attacks on information and telecommunications
systems of critical infrastructure facilities of the state, tak-
ing into account the processing in these systems and other
types of information with limited access as confidential (in-
cluding personal data) and service information.
Keywords: cyberattack, restricted information, infor-
mation and telecommunication system, critical infrastruc-
ture of the state, negative effects, damage assessment.
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AHAAI3 METOAIB 3AXVICTY BIA KIGEP3AT'PO3
B BESAPOTOBUX MEPEKAX CTAHAAPTY IEEE 802.11

Bososnmup baznseBaa

Dynryionysanman Gy0s-AK020 CYHacHo20 NIOMPUEMENIEa Ga3yempca Ha SUKOPUCHIAHHE THPDOPMAYIIHUX mexHO102il, 30KpeMa
Kkon 1omepnux mepeac. Cyuacni peanii 30606 A3y10me npu npoeKmysanii Mepess pobunm axyenm Ha MoGLAbHICH, 1ia MAacti-
mabosaricns. 11 ehexmueHoz0 sUpiterHA Yux 3aday 00YiabHO BUKOPUCIIOEYEaniy 6e30p0106] KoM H07EPHI Mepeawi crnarda-
pmy IEEE 802.11. B moii sce uac sukopucrmariin 6e30ponosux Meped cineoproc Ho8i BUKAUKY, 1106 A3atii 3 Po3podKoI0 clicniemis
saxucmy 610 Kibepsazpos. B daniti cmami arnanizynomoea ma nopisnionmecs Memoo, AKi SUKOPUCHIOY10MIbEA 047 CIHBOPeEHIA
BL0106IOHUX CUCIIEM, SUSHAMAIOMBIA NEPEBazit 1a HEDONIKH KONCHOZ0 3 HIUX, aKyenmywun Y6azy Ha npospammutl acnexm 3axu-
¢y, AK maKutl, wo Hatacminte cmac 06°ckmom Kibepamar. 11posedernudi ananis 00360456 susHauum JoyinbHicmy SUKOPUC-
THAHHA 11020 Hl THILO20 MEMO00Y 3axXUciLy abo ix KoMOIHayiy 6 3a1excHocE 610 6UXIOHUX YMOB, DecYPCis 1ia yiiell, o IasAAmecs

np 106Y008I cucmeMu 3axuciz).

KarouoBi caoBa: komn’omepri mepesci, cmandapm IEEE 802.11, mentodu saxucnzy, Wi-Fi, wibepbesnexa.
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