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Anomauisn. B pobomi pozensaHyino nepeoymou opMyeaHHs HeobxioHocmi 3abe3neyeHHs
iHopmayiiinoi ma xibepbesnexu MPAHCHOPMHUX NOMOKIG 6 YMoeax iH@opmamusayii ma
aemomamusayii MPAascnopmHuUx npouyecie. Cyuacua yueinizayisa chopmoeana
HOCINTHOVCMIPIAToHUMU  MA  THOOPMAyiliHUMU  Hpoyecamu 6 MeXCax CoyiarbHO-MEXHIYHO20
npocmopy. B npocmopi, saxe odocrnioxcyemuvces, 3HAHHA Npeocinaeiexi Vv euanaoi iHgopyMayitiHiux
pecypcie ma cimarnms 20106HUM HAOOAHHAM | HANBAXCTUGTUIUM YUHHUKOM eKOHOMIYHO20 PO3GUNIKY,
a iHgopmayiiiHa iHOVCmpis — 0OHiE 3 OCHOGHUX 2anysell exoHomiku. IIpoyecu ingpopmamuzayii
COYIATLHO-MEXHTUHOT OIATbHOCHN, AK V GUPOOHUYIN, MAK i @ HeGUPOOHUYIIl CKIAOO0GII € HACTITLKU
MacuimabHumMu i .E‘.-TH@-OKILUH, ufo npueeno 00 AKICHUX 3MiH CaAM0O20 Cfl-’C?'i'inC.’HGG, beszmexncHo
PO3UUPIOI0YU Chepy 3acOoCYGanHAs NPOOVKMIE i cepgicie iHopmayiliHoi iHOYCmpii, HeVXUlIbHO
sanyyaroyu y cein 06pobxu iHghopmayii 6ce cycnilbemeo.

Knruoei cnoea: I[T-6esnexa, ingopmayitina besnexa, «ribepbesnexa, iHgopyMaiititi
MexXHoa021l, MPAadcnopIiyi HonoKi.

Berym.

IT saxicHO 3MIHIUIN MPOIIECH YVIIPABIIHHI B YCIX 00IaCTIX JTIOICHKOI IISUTHHOCTI,
B TOMY YHCII 1 Ha TpaHcmopTi. Exextponna toprieisd (E - Commerce), iHTEepHET-
TEeXHOJIOT11, aBTOMATH30BaHe YIIPaBIIHHA Ha 0a31 CyJacHHX TeXHIYHNX 1 IIPOTPaMHHX
3ac001B BIAKPILTH HOBI MOKIMBOCTI MABHIIECHHSA €(EKTHBHOCTI POOOTH TPaHCIIOPTY
1 €KOHOMIYHOCTI JOTICTHYHHX CHCTeM. [[poMy 3HaUHOK MIpPOIO CHPHSIH Cy4YacHl
CHCTEMH TeJIEKOMYHIKAIIlIl Ta B MEepHIy Yepry MOOUThHA CHCTEeMa 3B'SI3KYy Ha OCHOBI
ctagmaapty GSM (Global System for Mobile Communication).

Bennke 3HaueHHS 1714 aBTOMATH3aIlll HA BCIX BHaX TPAHCIOPTY Mae riIodaabHa
CHCTeMa BH3HAaUYeHHS MICIE3HAXO/KEHHS TpaHCHOpTHHX 3acobiB (GPS) Ha ocHOBI
CYIyTHHKOBOTO 3B'S3Ky. 3HAYHOI MIpOIO aBTOMaTH3amii Ta i1H(opmaTH3amii Ha
TPaHCIOPTI CIPHSIH YCIIXH B 007acTi 1eHTH(IKAIIl BaHTaXIB 1 HOCIIB Ha OCHOBI
MITPUXOBOTO KOy, HOBI paJlo9acTOTHI TEXHOIOTII 1IeHTH(}IKAII 13 3aCTOCYBaHHIM
TPAHCIIOHEPIB 1 1H.

OCHOBHHH TeKCT.

B sAKOCTI OCHOBHOTO HampsMKy T ONTHMI3AIlll BHKOPHCTAHHSA TPAHCIOPTY
MPOMIOHY€ETHCA  3aCTOCYBAaHHSA  aABTOMATH30BaHMX  HABITAMIIHOX  CHCTEM, 3a
JIOTIOMOTOI0  SIKHX BH3HAYAETHCSA ONTHMAIBHHI MapmpyT pyXy TpPaHCIOPTHHX
3aco0iB. B gammii wac BigoMHil IUIHH psAa TaKHOX CHCTEM 3 PI3HOMaHITHHM
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TIPOTPaMHIM 3a0e3MeueHHAM.

BimpmmicTh OHX CHCTEM IIPAlOe Ha OCHOBI IJI00AaTRHOI aBTOMATH30BaHOI
reorpadiugnoi cuctemn GIS (pucyHok 1) 3 TomorpadgiuHHMH KapTamMH B IH(POBII
dbopmMi, SKa BHKOPHCTOBYETHCS HE TUTHKH Ha aBTOMOOLIRHOMY, a il Ha IHIIHX BHIAX
TPaHCIOPTY I8 aBTOMATH3aIlli YIpaBIiHHA. ABTOMAaTHYHI TPAHCIIOPTHI 3aco0H
(AVs) € TpaHCHOPTHUMH 3ac0o0aMM, B AKHX, MTOHAIMEHIIe, OJIHH eIeMEHT KepYBaHHI
TPAaHCIIOPTHUM  3aco00M  (HampuKIad, pyIbOBE YIPABIIHHA, PEryIIOBaHHI
MIBHIKOCTI) BIIOYBa€eThCs 0e3 mpsiMoi yudacTi Bojis. Pobota AVs opraHi3oBYeThCA
naxoM 300py iHdopwmartii 3 Habopy gaTunkiB (mrydHoro 3o0py HAVS, CAV 1 IM)
Ta 11 O00poOKH O0O0YHCTIOBAIBPHHMH pecypcamMH Ha OOpTy  aBTOMOOLNA,
IHTEIeKTYaIbHO1 1H(QPACTPYKTYpH 1 B IHIIMX MICIAX, IOB'S3aHUX MDK C000M0 B
MPaKTHYHO peaTbHOMY Yaci.

JI1d 1BOTO BHKOPHICTOBYIOTHCS: BIAEO KaMepH; PI3HOMAHITHI pajapH;
BISIBIICHHS Ta paHKYBaHHS CBITJOBHX Ja3epHHX IIPOMEHIB 1 iX BIiJOOpaKeHb
(LiDAR); y1pTpa3zByKkoBe 1 iH(ppadepBoHEe 00TaJHaAHHS TomIo [1].

Ha pucynky 2 mpencTaBieHe KpaTKe YSBISHHS THIIOBOTO aBTOMATH30BaHOTO
obOmagHaHHs 1 QYHKIIN 001agHanHsa mTydHoTo 30py HAVS, CAV 1 IM.

IaTerpoBanoro gacTnHOO AV € Hapiraiid 1 1e, 0 CYTI, IUTaHyBaHHS MapHIIpyTy.
Bimpmr KOHKpETHO, BOHA CTBOPIOE 1 TEpepaxoBye MHPPOBY KapTy, sKa BKIHOYAE
1H(GOpMATIIiO TIPO MICI, THIIH 1 CTaH JOPIT, JaHAMAa]TIB 1 MPOTrHO3 IToroau. B manmnit
gac TPAHCIOPTHI 3aco0M BiKe TOBHICTIO IUIAHYIOTH IUTaHYBAaHHS MapIipyTy,
BHKOPHCTOBYIOUHN TI00ampHI cucTeMn mo3nmionyBaHHA (GPS, I'momac 1 1mmi). ¥V
TOBHICTIO aBTOHOMHHX aBTOMOOUIIX HaBITaIisd MOCHIIOETHCS MUISIXOM IHTErpariii
TpaHCIIOPTHHX 3aco0iB (V2V).

BinOyBaeThcst OesmepepBHIIT OOMIH JaHHMI MUK TPAHCIOPTHHMH 3aco0aMm
gepe3 CHCTeMH 3B'A3Ky, Takl, K Oe3apoToBi jJokambHl Mepexi (WLAN). 3a
momoMoror V2V-3B'Si3Ky, aBTOHOMHA CHICTeMa MOJKE pO3IMi3HaBaTH KPUTHYHI 1
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HeOe3MeuH1 CUTYaIlll Ha paHHill cTafll, 1 301paT HeoOX1HY 1H(OpMAITiio, TOB'A3aHY
3 Oesmexoro. CHTyamiHIN aHai3 KOHTPOIKE HABKOIUIITHE CEPEIOBHINE, Yepe3 SKY
TPAHCIOPTHUI 3acid pyXaeTbes U 3a0e3leueHHs TOTo, MO0 aBTOHOMHA CHCTEMa
3Haja PO BC1 BIAMOBIIHI 00'€KTH 1 IX pyXax.
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PucyHnok 2 - KpaTke ysiBJIeHHSI THIIOBOTO ABTOMATH30BAHOI0 00.1aIHAHHSA Ta
¢pyarniin odaangnanasa mrydHoro 3opy HAVS, CAV ta IM

B nannii gac po3BHTOK OYIb-IKOTO TPAHCIIOPTHOTO IMiAMPHEMCTBA HEMOKITHBHUIT
0e3 3a0esmeueHHs ioro iH(opMaliiiHOw 1HpacTpyKTyporo. [Ipoiec BHpoOHHUIITBA
BHMarae He TUIBKH IIEPeMINIeHHS MaTepladbHUX IIIHHOCTEH, a i MOCTIITHOTO pyXy
iHpOpMaINITHUX MOTOKIB. HarioHanpHe 1 MUKHAapOJHE TPAaHCIOPTYBAaHHS TOBAapIB
BHMarae OesmepepBHOTO  1HGOPMAMMIIHOTO TMOKPUTTA 1 JOKYMEHTAIBHOTO
3abe3nedeHHs [2].

IT xutrTeBo HEOOXiAHI HA TPAHCHOPTI 3 IOTO MBHAKOIUIMHHUME (aKTopaMu
(pucyHOK 3).

[IIBuaxkonuHAI pakTopu Ha

TpaHcmopTi
_
Jucmosnis (3MiHa ITocTiitHe 3MIHHI IOMHTY 1
MIOJIOKEHHS ) TPAHCIIOPTHHX nepeMinieHHs MIPOMO3HIIIii Ha PHHKY
3aco01B BaHTaXIB mepeBe3eHb Ta 1H.

Pucynor 3 - llIBuakonanHHI ¢aKTOpPH Ha TPAHCHOPTI

Ha Bcix eramax mepeBe3eHHS 1 MepPeBajKH BaHTaXY BIIOYBA€THCS TOCTIHHMIT
OOMIH JaHUMH MDK YYaCHHKaMH TPAaHCIIOPTHOTO TMIPOIECY, BUCYBAIOYH BICOKI
BHMOTH 710 TOYHOCTI 1 MIBHAKOCTI mepeaadl iHdopMmarrii. Big X MOKa3HUKIB 4acTo
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3aJIKNTh HE TUIBKH YITKICTH 1 O€3MepepBHICTH IIPOIlecy, a i BUKOHAHHI yMOB
KOHTPAKTY.

3abe3meunTi BUKOHAHHS IIITX BIMOT MOJKHA TUIBKH NUISAXOM BIpoBakeHHs [T-
CHCTEM YIIPaBIIHHA, IO peani3yioTh BHOPSAKOBaHE 30epiraHHA 1 MIBHAKY Iepeaady
iHQopMmarii, BIACTEKEHHS BaHTaKy 1 TPAHCHOPTY, Y3TO/KeHe IUIaHYBaHHS 1
YIIpaBIIiHHS BaHTaKOIMOTOKAMI.

Tomy i1HpOpMaIiiHI TEXHOJOTII IOKIHKaHI 3a0e3MedyBaTH aBTOMATH3AIIII0
VIIPABIIHCBKUX OIeparliii, MATOTOBKY aHATITHYHOI 1H}opMaIi IIs TpHIiHITTA
pINIEHs 1 TOCTABJATH CIIOKHBauaM OyIb-sIKI BHANM JaHHX Ha BEINKI BIICTaHI 1
00CATH.

DakTopn 1 mepeAyMOBH  HeOOXiTHOCTI  3a0e3medeHHS  3aXHCTY
iHpopmaniiiHol iH(ppacTPYKTYypH TPAaHCHOPTHHX MNOTOKIB Bil KOMI'HOTepHHX
aTak.

Iadopmamiitna chepa  (imdopmamis, iHdopmariiiHa  i1H(pacTpyKTypa,
1HpOopMaIIITHO-KOMYHIKAIIITHI TeXHOO0T11), 1HGopMamiiiHa Oe3meka 1 KidepOes3meka
MOYNHAKOTE TPaTH OJHY 3 KIIOUOBHX poleil B 3a0e3meueHH] BaKIHBUX, IEPIII 3a BCe
€KOHOMIUHIX, 1HTEPECIB TPAHCIOPTHOTO KOMIUISKCY B PIMIEHHI MPOOIeM Oe3meKn
PyXy, MacCaKMPCHKIX 1 BAHTAKHIX TIEPEeBE3eHb [3].

OcHoBHI dakTopn 1H(popMaIiiiHOI Oe3mekn 1 KidepOesmekn 300pakeHl Ha
PHCYHKY 4.

®akTopu iHGopmaniHol
0e3meKH i KibepOe3meKn

( J{BOiuHa eBOMIOLIO / Iocunenus \ 3pocTaHHs Yncia HPIIHiJIBHPIA

TaKOTO SBHINA B 1H(hOpMaIIiiTHOTO (LLieCIIpSIMOBAHIIX)
KibepIpocTopi, sK FCPOPHIMY, KOMII'FOTepHHX aTak (Stuxnet,
XaKTHBI3M: PO3BHTOK NPUIHATTS TOKTPHH Flame, Duqu, Gauss, Red
HOro SIK COIaIbHOIO KiOepBiliHH 1 October, NetTraveler) aa
HPOTECTHOI'O PyXYy 1 B CIBOPCHHA CHCTEMH YIPaBIIHHS
TOII ;Ke Jac IOCTYIIOBe ki0epificek CIIIA, TeXHOJOTIIHIIMH TIPOIeCaM
Hepe IBUPOILA PRLY Kuraem, HATO. KPHTHYHO Ba’KIINBHX 00'€KTIB
XaheplB 1 XaI\epCBKHX IH(i)OpMaHDI BCE (BHBeHeHH}I 3 Haﬂ'y
TPyH B KiOep3I0UnHHI YaCTIIIe BHCTYIIA€ eHeprocucTeM, 06'eKTiB SIePHOI
CIILTBHOTI. IHCTPYMEHTOM M'SKO1 IIPOMIICIIOBOCTI, iHIINX 06'€KTiB
CHUIH 1 CTa€ 30po€ro KUTTe3a0e3MeUeHHS, KPaIiKKI
MacoOBOTO ypaKeHHS. OaHKIBCBKIX aKTHBIB 1 T.I1.) 1 1H.

\_ A A /

Pucynok 4 - @akropu indopmaniiiHol Oe3neKkH 1 KidoepOe3neKn

®daxTopn 1H}opMarIliitHol 0e3meKkn 1 KidepOe3nekn OyAyTh BHPIMATLHIMH IIPH
opraHizallli BHCOKONIBHIKICHOTO PYXy Ta IOOYJIOBH IHTEIEKTYyadbHHX IEHTPIB 1
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CHCTEM CHTYAIllIIHOTO YIPaBIiHHA, OCOOIHBO 3 YypaXyBaHHAM BHXIJHHX 3
KIOepIIpOoCTOpY 3arpo3 1 MOTEHIHHOI CXIIFHOCTI 1H(OpMaIiiHOl 1HPPACTPYKTYpH
KOMIT'FOTEPHIM aTaKaM.

OcHOBHHMH TiepeaymMoBaMu  3alesredeHHs 1HGopMamiiiHol Oe3mekn 1
KiOepOe3meKn TPaHCHOPTHHX IOTOKIB 3 aKIEHTYBaHHSAM yBarm Ha 3axICTl i
1H(opMaIIiitHOl 1HGPACTPYKTYPH BT KOMITTIOTEPHIX aTak € TakKi:

l. InTerpamis B €IHHI KOMIUIEKCH aBTOMATH30BAaHHX CHCTEM, IIOB'S3aHUX 3
VIOpaBIIHHAM pPYyXy TPaHCIOPTHHUX 3aco0iB, Ta IHOINX aBTOMAaTH30BaHUX
1HpOpMaIITHUX 1 TeneKoMyHIKaIiHIX cucteM (AITC) TpancmopTty.

2. IlocriiiHe yckiIaJHEHHA MPOTPaMHOrO 3a0e3medeHHsA 1 YCTaTKyBaHHSA,
BHKOPHCTOBYBAaHHX B THIITHX aBTOMATH30BAHIX iH(opMaIiitHux 1
TEIeKOMYHIKAIIITHIX CHCTEMAaX TPAHCIIOPTY.

3. ITpaktuka 3aiticHeHHs po3podoHnkaMn AITC 1 mocTagaasHHKaMH 00JIaTHAHHSA
MOHITOPHHTY, T€XHIYHOTO OOCIyroByBaHHA 1 BigmaieHoro HamamrtyBauHHi AITC B
nitoMy ado iX CKIaJOBHX YAaCTHH, a TAaKOXK CEPBEPHOTO Ta TEIEKOMYHIKAIIIHOTO
o0MagHAHHS, MO0 BXOANTH 0 CKIAAy eJIeMeHTIB 1H(opMmarliiiHol 1HPpacTpyKTypH
TPAHCIIOPTY.

4. [aTeHCHBHE BIOCKOHAICHHS MTOTEHIIITHIMH MOPYITHIKAMHU 3ac001B 1 METO/IiB
BHKOPHCTAaHHSA 1HQOpPMAMITHNX 1 TEISKOMYHIKAIMIHIX TEXHOJIOTIH, MEeTOIiB
COIIAIBHOI 1H)KEHEpIl IS HaHECEHHS INKOAN, a TaKOXXK ITOYACTIMIAIH CHpoOH ix
3aCTOCYBaHHSA B IMIPOTHIIPABHUX IITIX 1 KOHKYPEHTHII 00poTHOI.

5. Pm3uk npuxoByBaHHA copod® abo ((akTiB MOpPYMIEHHSA MITaTHOTO
¢dyukmonysanasa AITC TparcmopTy 3 00KY eKCILTYaTyIOUNX IiIPO3ILTIB.

6. TumuacoBe BuMymieHe 3amydeHHsS Ipu cTBopeHHI AITC, B TOoMy umci
ABTOMATH30BaHHX CHCTEM VIIPABIIHHSA TeXHOJOTIUHHMH mporecamn (ACY TII),
TOB'SI3aHUX 3 OPTaHI3alll€ld Ta YIPABIIHHAM PYyXOM TpPaHCIOPTY, IPEeICTaBHIKIB
HEKOHTPOJIHOBAaHNX (PIpM-BHPOOHHKIB 1 MOCTAaYadbHIKIB IIPOTPaMMHO-alapaTHIX
3aco0iB  00poOKm, 30epiramHs Ta TIepegadl 1HQopMaImii 1 3acTOCYBaHHS
HEKOHTPOIBOBAHUX MPOTPAMHO- allapaTHHX PIIIeHb.

7. 3pocTaHHA B CBITI 1 KpaiHi KUIBKOCTI MPOTHIIPABHUX il 3 BHKOPHCTAHHIM
1HQOPMAIIITHIX 1 TEISKOMYHIKAIMITHIX TEXHOJOTI, B TOMY YHCIl KOMII'FOTEPHUX
aTak B TPAHCHOPTHUX MOTOKAX.

OcHOBHI nNpHHOHNOH  3axoAiB  moao  3a0e3nedyeHHsas  IT-Oe3mekm
TPAHCHOPTHHX MOTOKIB B MIZKHAPOHOMY CIOJIyY€eHHi.

OCHOBHHMH TpPUHIHIAMH  3axo[iB mojgo 3abe3meueHHs [T-Oesmekn
TPAHCIIOPTHUX MOTOKIB B MIXKHAPOTHOMY CITOTYUEHHI €

* IlpuHnunm 3aKOHHOCTI. 3axoAH HE TOBHHHI CYNEepeuHTH BHMOTaM
MIXKHApOJHOTO 3aKOHOJIaBCTBA, HAIlIOHATBHIX 3aKOHOJABCTB [I€pIKaB-yUaCHHIIb,
JIBOCTOPOHHIX JIOTOBOPIB 1 yTOJ, B TOMYy 4nciai B cdepl OOMIHY €TeKTPOHHIMHU
JTOKYMEHTaMH 1 MacHBaMH iHQopMaIrii.

o Ilpumanmm mpepeHTHBHOCTI. OpraHizamiifHO - TMPaBOBI 3aXOIH MO0
3abesneuenHs [T-0e3mekn TpaHCMOPTHHX IIOTOKIB IOBHHHI OYTH CIPSAMOBaHI Ha
Momnepe/UKeHHs mopymieHs BuMor [T-Oesmekn mnpu  oOMIHI  eIeKTPOHHHMH
TOKYMEHTaMH 1 MacHBaMH 1H(OpMaIlil B MIKHAPOIHOMY CIIOTyUISHHI.
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 [[puHINI €KOHOMIUHOI JOIUITRHOCTI. BHTpaTn Ha 3a0e3nedeHHS IT—oe3HeKH
He TMOBHHHI TIEPEBHINYBAaTH BeIHYHHY MOXKIHBOIO 30UTKY., IIOB'SI3aHOTO 3
MOPYHIICHHSAM

» [lpuHUINO aganTHBHOCTI. 3axOJN TOBHHHI B OCHOBI CBOIHl TIepembadaTi
MOJKIIHBICTh aJamnTalii 0 3MIHH TIOJ0KeHh MDKHApOIHOTO 3aKOHOJAaBCTBA,
HaIllOHATBHUX 3aKOHO/ABCTB Jep>KaB-yUacHHUIIb, a TaKOXK BIAMOBIIHUX JOTOBOPIB 1
yroJ, 3MIHH TEeXHOIOTil, TOMOIOTrii, KOH(Irypamii, cTyneHs KOH(}IAEHIIUHHOCTI 1
IIHHOCTI €JIeKTPOHHUX JOKYMEHTIB 1 MAacHBIB 1H(OpMaIii, M0 MepeaarThes MK
TPAHCIIOPTHUMI MTOTOKaMH JIepKaB-yUacHUIIb [4].

* [Ipunmun Ge3nepepBHOCTI 1 BCEOXOIHICTh. 3aXOAN MOBHHHI IOIIHPIOBATHCS
Ha BCl eTamd 1 CTOPOHH OOMIHY €IeKTpOHHHMH JOKYMEHTAMH 1 MacHBaMIH
iH(opMaIIil TPaHCIIOPTHUX MOTOKIB MK /IepKaBaMHU-yIaCHHUIISMI.

» [lpunmno rIacHOCTI. 3axoAH TMOBHHHI OYTH MOCTYIHI I PO3YMIHHA 1
CXBaJIeHHS BCIMa 3alliKaBICHIMHU CTOPOHAMII.

 IIpuunun HecymepedHoCTi. BIMOTHN 3axofiB He MOBHHHI CYNEPEUHTH OIHH
OJTHOMY.

3arpo3u I'T-0e3nexkn TpaHCHIOPTHHX MOTOKIB.

V 1mpoMy po3iii HAaBOAUTHCS AeTandbHa 1H(GOpMaIlis Mpo 3arpo3u 1 ¢dakTopu
ypa3mHBOCTI, $AKI MOXKYTh ICHYBaTH. 3arpo3m. sKi BKIIOYEHI J0 TepeiKy,
BioOpaXkaloTh Cy4YacHHIl CcTaH TEeXHIKH Ha [JaHHi MOMEHT, aje B pas3l IX
BHKOPIHCTAHH 11 3arpO3H HeoOXIIHO Oye MiAgaBaTH MOBTOPHIH OIIHIT Ha MpeaMeT
iX ITOBHOTH. IX CIOiJ BHKOPHCTOBYBATH B SKOCTI OCHOBH I 3a0e3lleueHHS
HAJIEKHOTO 3HIDKEHHS PH3HKIB. IX MOKHA TaKOX BHKOPHCTOBYBATH AK IiIMOTY IIpH
BH3HAUCHHI pPIBHSI BpPa3INBOCTI B pa3l moreHmiHNX I[T-3arpo3 Ta B mporect
TPUITHATTS HaJEKHHUX 3aXOIB 71 3HIKEHHS ITHX PH3HKIB.

3arpos3n moa0 BHYTPINIHIX CEPBEPIB:

a) BHyTpimiHI cepBepH, M0 BUKOPICTOBYIOTHECS B SAKOCTI 3ac00y KibepaTakn Ha
TpaHCIOPTHHIT 3acid abo BmaydeHHS maHNX. Ile Moke OyTH 37TOBKHBaHHA
MpUBLAESIMH IITaTHHMH CHIBpoOiTHHKaMH. HecaHKIioHOBaHHUI JOCTYH uepe3
InTepHeT 10 cepBepa (AKUIl MOKIHBHI, HAIPHUKIAA, B Pe3yIbTaTi 00XOAY CHCTEMH
3aXHCTY, HE YCYHEHHX (DaKTOPiB ypa3dHMBOCTI CHCTEMH MPOTPaMHOTrO 3a0e3nmeueHHs,
aTaKl METOJIOM BHUKOPHCTaHHA MOBH CTPYKTypoBaHHX 3amuTiB SQL ado 1Hmmmm
criocobammn). HecankmionoBanmii (i3muHNII JOCTYI 70 cepBepa (HampHKIad, 3a
noromororo USB-makommuyBauiB abo 1HIINX 3ac001iB, IO IIJIKIIOYAIOTECA 0
ceprepa).

b) IMopymieras poOOTH BHYTPIMIHIX CEPBEPIB, SKEe HETAaTHBHO ITO3HAYAETHCA HA
eKCILTyaTallll TPaHCIIOPTHOTO 3aco0y. ATaka Ha BHYTPIMNIHII cepBep, KMl MPHUITHHSIE
poOoTy: BOHA, HAIPHKIIA/, HE Ja€ oMY MOKIHBOCTI B3a€MOIIATH 3 TPAHCIIOPTHUMH
3aco0aMi 1 HaJjaBaTH TOCIYTH, SKI MTOTPIOHI IS IX pOOOTH.

c) Jlaui, mo 30epiraroThCsAd HaA BHYTPINIHIX CepBepax, BTpaueHi ado MOpyIIeH]
(«BpazmHBICTE» AaHUX). BTpata iHdopwmarii B XMapi. Y pasi ataka abo aBapii, KO
maHl 30epiratoThcsi CTOPOHHIMH IpOBaiiiepaMi MOCIYT XMapHHX TEXHOJOTI,
KOH(IISHITIITHI 1aHl MOXKXYTh OyTH 3aryOieHi. [lopymenss mimicHOCTI 1HGOpMaIii B
pe3yIbTaTi HEHaBMHCHOTO OOMIHY [aHHUMH (HAmIpHKIaa, TOMHIKH Ha pIBHI
aaMIHICTpaIii, 30epiraHHs JaHUX Ha cepBepax B HEAOMYCTHMOMY MICIT1).
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3arpo3n Mmoo TPAaHCIOPTHUX 3ac00iB, AKI CTOCYIOTHCS IX KaHATIB Iepeaadi
TaHHX:

1) HaBMmucHe mepekpydyBaHHS TOBIIOMJIEHb a00 [JaHNUX, OTPHMaHHX
TpaHCIOPTHHM 3acoboM. HaBMmucHe mepekpydyBaHHS TMOBIIOMJIEHb METOIOM
MiAMIHH KopucTyBada. Ataka CHBUIIH (3 METOK CHOTBOPHUTH ITOBIIOMIICHHS,
OJep;KyBaH1 TPAHCIIOPTHUMH 3aco0aMmi, 1 MOKa3aTH, IO MO JOpo3l PYXaeThCA HIOM
0araTo TpaHCIIOPTHUX 3aCO0IB).

2) Kamamu mepemadi JaHHX, 110 BHKOPHCTOBYIOTBCSA [UIS  3/I1IICHEHHS
HECAHKI[IOHOBAaHNX i, BIAajeHHsS a00 BHECEHHS IHINMNX 3MIH 10 OOpTOBOI Komy /
JAaHHX TPAHCIOPTHOTO 3aco0y. Kanamn mepenaul TaHNX JOMYCKAIOTh BIPOBAIKEHHS
KoMy, HampHKIaJ, B KOMYHIKAIiiHHII KaHaal Moke OYTH BIPOBAKEHMHIT
miApoOIeHNiT ABIHKOBHIT KO IporpaMHOro 3ade3medeHHs. KaHamn mepemadl JaHHUX
JOMYCKAIOTh MAHIMYJSIII0 3 OOPTOBUM KOJAOM / JTaHHMH TPAHCIOPTHOTO 3acoly.
Kanamn mepenaui AaHUX [JOMYyCKAalOTh HAKIAJeHHS IHIIHX [aHHX TPAHCIOPTHOTO
3aco0y. Kamamm mepemaul JaHHX JOMYCKAaIOTh CTHPAHHS MJAaHHX TPAHCIIOPTHOTO
3aco0y. Kamanm mepemaui JaHHX [OIMYCKAalOTh BIPOBAKEHHS MaHUX / KOOy B
CHCTEMY TPAHCIIOPTHOTO 3aco0y (3amic JaHuX / KOy)

3) Kananm mepeaadi JaHNX JOMYCKAIOTh IPHIOM HEIOCTOBIPHHUX / HEHAIIITHUX
MMOBIIOMJIEHs a0O0 ypazmmBl B pa3l CeaHCIB 3BS3KY / aTakl 3 IIOBTOPHUM
HaB'sS3yBaHHSIM ToBiZomieHHs. [lpmiiom iHdopMmarmii 3  HeHamgiiiHoro abo
HEJIOCTOBIPHOTO JuKepena. ATaka / MepeXOoIJIeHHs CeaHCy 3B'A3KY 31 37T0MOM. ATaka 3
MOBTOPHUM HAaB'sS3yBaHHSIM IOBIJIOMJICHHS, HANpPHKIAJ] aTaka HA KOMYHIKAIlHHIIT
IIUTIO3 JT03BOJISIE 37TOBMUCHHIKOBI 3HI3UTH €(eKTHBHICTH MPOrPaMHOTO 3a0e3MeueHHs
a0o BOy/I0BaHHX IpoTrpaM ILTO3Y.

4) Tndopmariiro MoKHa JIETKO PO3KPUTH, HATIPUKIIA MUIIXOM HiCTyXOBYBaHHA
TTOBIJIOMJICHh 200 HECAaHKITIOHOBAHOTO JIOCTYIY A0 CeKpeTHHX ¢ailriB abo Iarmoxk.
Ilepexomtenns 1HdopMalli / MEpPemIKOAN B Pe3yiabTaTi BUIPOMIHIOBAHHA /
BIZICTeIKEHHS MOBLAOMICHb. OTpHMaHHS HECAaHKIIIOHOBAHOTO IOCTYITY A0 (ailtiB abo
JTaHHX.

5) Atakn moO KaHalaM Iepedadl JaHHX B IUIAX MNOPYHIICHHS (QYHKIIT
TPaHCIIOPTHOTO 3aco0y y BHIVIAAI BIAMOBH B oOcrmyroByBaHHI . Ilepegadua Bemmkoi
KUIBKOCT1 O€3TIy3aHMX JaHHX B 1H(OPMAIIIHY CHCTEMY TPaHCIOPTHOTO 3acoly, B
pe3yIbTaTi 4Yoro HOpPMalbHE HAJaHHSA MOCIYT HEMOXIHBO. ATaka METOJ0M
TIEPETIOBHEHHA: 3 METOI0 MOPYIINTH Mepeiauy JaHHX MK TPAaHCIIOPTHHMH 3aco0aMiH
3TOBMHCHHK MOJKe 3a0IOKyBaTH Tepeaady MOBIZOMIEHb MIXK TPaHCIOPTHHMH
3aco0amil.

6) KopuctyBad 3 00Ky MOXK€ OTPHMATH TPHBLICHOBAHMUII JOCTYII IO CHCTEM
TPAHCIIOPTHOTO 3aco0y.

7) Bipycnu, 3aHeceHI B KOMYVHIKAIllifHE CEpeIOBHINE, MOXYTh I1HPIKYBaTH
CHCTEMH TPAHCIOPTHOTO 3aco0y.

8) IloBimomMieHHs, OTPHMaHI TPAHCIOPTHHM 3aco0oM abo TepeaaHi pa3oM 3
HIM, MICTATH MIKITHBUII KOHTEHT.

3arpo3n MI0/I0 TPAaHCHOPTHHX 3ac00IB, IO CTOCYIOTHCS HEHAaBMICHHX il
JIFOTHHI:
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e [lopymenHsa koH}Irypali 001agHaHHI a00 CHCTeM MPaBOMIPHIM Cy0'€KTOM,
HATIPHUKIIA]] BIIACHIKOM 200 OpraHi3allie€ro TeXHITHOTO 00CTyTOBYBaHHS.

e [IpaBomipHi cyO'€eKTH 3JaTHI BJKHBAaTH 3aXOIM, SKI MOXKYTh MHIMOBOJII
MOJIETTIIATH ~ KiOepaTaky. BesneBnHHa JkepTBa (HAaNmpHKIAJ, BIACHUK,
OTIepaTop YN IHKEHEp 3 TeXHIYHOTO OOCIyTOBYBaHHS) BBOJUTHCSA B OMaHY 3
METOI0 3MYCHTH IOTO 3pOOHTH BIAMOBIIHY IO, UIS TOTO MO0 HEHAaBMIICHO
3aBaHTAXKHUTH IIKIJIHBE TporpamMHe 3a0e3medueHHs abo JTaTH MOKINBICTH
37I0MY.

3arposu o010 TPAHCIOPTHHX 3aC00IB, IO CTOCYIOTHCS B3a€MO/III 3 30BHINTHIMIT
00'eKTaMH 1 MIIKITIOYEHHS 10 HUX:

a) Manimymamis 13 3aco0amMu  B3aeMojil (QYHKIIH TpaHCIIOPTHOTO 3acoly
BIIKPHBA€E MOXKIIHMBICTH I KibepaTakm: Ile MOJKE BKIIOUATH 3aCOOM TeTeMAaTHKII:
CHCTEMH, K1 JTalOTh MOXKINBICTH 3/IIIICHEHHS IUCTAHIIIITHNX OIEpariil; 1 CHCTEeMI,
II0 BHKOPHCTOBYIOTH 3aco0n 0e37poTOBOr0 3B'A3KYy OMIDKHBOIO paziiycy Aii.
Hampukian, MaHIMyIAmisS 3 CHCTEMOIO BHUMIPIOBAHHS TeMIIepaTypH BaHTaXiB, IO
BIMAararoTh  OCOOIMBOTO  TIOBO/DKEHHS, [IHCTaHIIIHOTO BIAKPHUTTA JBepei
BaHTAKHOTO BIIJIIICHHS.

b) PosmimenHs mporpaMHOro 3a0e3ledeHHs TPETIMH 0C0o0aMH, HAIpHKIA]
PO3BAKATBHUX TIPUKIATHIX TIPOTPaM, IO BHKOPHCTOBYIOTHCS B SKOCTI OJHOTO i3
3ac00i1B /I aTaKH CHCTEM TPAHCIIOPTHUX 3acO0IB .

c¢) Ilpuctpoi, miaKIIOYeHl A0 30BHIMIHIX 1HTepdeiiciB, Hampukiag moptn USB
abo moptn OBD, m0 BHKOPHCTOBYIOTHCA B SKOCTI OJHOTO i3 3ac00iB I aTakd
CHCTEM TPAaHCIIOPTHHUX 3aCO01B.

[Totenmiitai mii a00 MOTHBYBaHHS aTaKM:

o BumydeHHS maHNX / KOy TPaHCIIOPTHOTO 3aco0y.

0 MaHImy IS 3 JaHIMH / KOJOM.

o Crupanus nanux / koxy. HecankiioHOBaHe BHIaTCHHS / MaHITYIAIIIA 3

KYpHAaJIaMH PEECTPAIlii CHCTEMHIX TOJTIi.

o BmpoBamKeHHS ITKITTHBUX TPOTPaM.

o BBemeHHS B it0 HOBOTO MIPOTPaMHOTO 3a0e3MeueHHs ado 3aTHpaHH
ICHYI0YOTO TIPOTPaMHOTO 3a0e3MeIeHHS.

o INopymenHs poboTn cucTeM abo orepaiii.

o MaHImyairis 3 mapaMeTpaMi TPaHCIIOPTHOTO 3aco0y.

ITorenmiiini ¢akTopu Ypa3IHBOCTI, SAKHMH MOJKHA CKOpPHCTAaTHCA B pasi

HEJIOCTAaTHBOI 3aXHCTy a00 HATIIMHOCTI:

a) Kpunrorpadiurai TexHOIOTII, fAKI MOXYTh OyTH TOpymieHI ado sAKi
3aCTOCOBYIOTHCS HEaIeKBaTHO.

b) YactuaN abo MpHHAISKHOCTI KOMIIOHEHTIB, SKI MOXYTH OYTH MOPYIIEHI 3
METOI0 CTBOPEHHS MOKIHBOCTI JUUIS aTaKH TPAHCIIOPTHIX 3ac00iB.

c¢) Po3pobka mporpamuoro 3ade3neueHHs abo amapaTHHX 3ac00iB, SKa CTBOPIOE
MOJK/THBICTh BHHHKHEHHS (DAaKTOPIB Ypa3IHBOCTI.

d) JlmzailH Mepexi, SAKHIl [IOMMyCKae BHHHUKHEHHS (AKTOpIB Ypa3IHBOCTI.
HamMipHe Wncmo BUTBHHUX IHTEPHET-TIOPTIB, MO 3ade3medye AOCTYI 10 MEPEKEBHX
CHCTEM.

e) MoxxmmBicTs (i3UUHOI BTpaTH JaHHX. 30MTOK, 3aMOISHHI TPETHOIO
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cropororo. Y pasi JITII abo poskpamaHHs KOH(IASHINIHI TaHI MOXYThb OyTII
3aryOseHi ado mopyIIeH] B pe3yIbTaTi HaHeCeHHs (13NIHOI IIIKOII.

f) Mok TIBICTh HEHABMHUCHOI IIepe/Iadl JaHnX.

g) DiznyHa MaHIMYIAMIA 3 CHCTEMaMIH, sIKa MOJKE€ CTBOPHTH MOKIHBICTH IS
aTaKI.

Amnami3 3arpo3 MOBHHEH TaKOK BPaXOBYBAaTH HACTIAKH MOKIHBHX aTak. BoHH
MOKYTh HaJaTH JOMOMOTY B 3'ACyBaHHI CTYNeHS TOTO YH IHOIOTO PH3UKY Ta
BHSIBIICHHI JI0JTATKOBUX PH3UKIB. MOKINBI HACTIAKH aTaKH MOKYTh BKIIOUATH:
[TopymienHs 6e3neyHoi poOOTH TPAHCIOPTHOTO 3ac00y.

Bigmosa meskux (yHKINH TPaHCIIOPTHOTO 3aco0y.

Moaudikaris mporpaMHOro 3ade3nedeHHs, 3HIDKEHHS €(DeKTHBHOCTI.
Moaudikaris mporpaMHOTo 3a0e3nedeHHs, ate 0€3 HaCIIIKIB I
eKCIUIyaTallii.

[TopymieHHS MITICHOCTI TaHHX.

[Topymiennas KoH(DIISHIIITHOCTI JaHIX.

BTpata MOKIHBOCTI BUBEIEHHS JaHUX.

[HIT1, BKITFOUAIOUN 3JIOYMHHI il

BucHOBKH.

OcTagHIM dYacoM BIJ3HaUe€Ha 3pocTalyda CXWIBHICTE  I1H(OpMAaIIiTHO1
1H(paCTPYKTYpH TPaHCHOPTY KOMII'FOTEPHHM aTakKaM 1 OCOOIHBO IiTECIPAMOBAHNM
kibepatakam. Ile oOyMOBIEHO WIHPOKHM BIPOBA/DKEHHAM 1H(OpMAIiHO -
Kepyounx 1  aBTOMaTH30BaHHX  3aco0iB,  IHQOpMAaIifHUX  CHCTEM  Ta
TEIIEKOMYHIKAIIIITHIX MEpEeiK.

Bym1o po3rafHYyTO OCHOBHI IEPEeIyMOBH HEOOXIZHOCTI  3abe3medeHHS
iHpopmMalitHoi Oesmekn 1 KibepOe3lmekn Ha TPaHCIOPTI B YMOBax MIHPOKOI
iH(opMaTH3aIii Ta aBTOMAaTH3aIlll TpPaHCIOPTHUX mpolieciB. Ile BuMarae o0'eqHAHHA
3yCHIIb PI3HHX KpalH 3 ypaxXyBaHHSAM IHTerpamii TPAHCIOPTHHX CHCTEM 1
3a0e3medeHHs] MDKHapoJaHOI 1HQopMamiiiHoi Oe3mekn Ta KiOepOesmekn Ha
TPaHCIIOPTI.
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Annotation. The paper considers the preconditions for the formation of the need to ensure
information and cvbersecurity of transport flows in terms of informatization and automation of
transport processes. Modern civilization is formed by post-industrial and information processes
within the socio-technical space. In the space under study, knowledge is presented in the formn of
information resources and becomes the main asset and the most important factor in economic
development, and the information industry - one of the main sectors of the economy. The processes
of informatization of socio-technical activities, both in the production and non-production
component are so large and deep that has led to qualitative changes in society itself, infinitely
expanding the scope of products and services of the information industry, steadily involving society.

Key words: IT security, information security, cvbersecurity, information technologies,
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