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Beryn. Hudposuii cyBepeHitTeT nepxaBu, 0COOMMBO Y BOEHHHH Yac, O3HAYa€ HE MPOCTO KOHTPOIb HaJ
BJIACHOIO IU(POBOIO 1HOPACTPYKTYpOI0, a € (HaKTUIHOIO YMOBOIO IHCTHUTYIIMHOTO BIIKWBAHHS NIEPIKaBH.
VYkpaina 3a mepion 2022—-2025 pokiB joBena CBOIO 3AaTHICTH MPAMIOBATH OHJIAKH ITiJT Yac KidepaTak, pyrHHy-
BaHHS 200 3HUIICHHS (i3nuHOI IHQPACTPYKTYpH Ta OKyIallii TepuTtopiit. Came 11e cTae Bke He MPOCTO TUTAH-
HSIM e(peKTUBHOCTI, 8 MUTaHHIM 30epeKeHHS AeP>KaBHOCTI.

He nuBisiuMch Ha MMiJBULICHY YBary BJIaJy JIO [MTAHHS 3aXUCTY iH(OPMALIHHOIO MpocTopy YKpaiHu, y
cucTeMi IMyONIIYHOTO YIPABIIHHS JOCI BIJICYTHS KOMIUIEKCHA MOJICITh MEXaHI3MIB 3a0e3rneueHHs u(poBoTo
cyBepeHiTeTy. [HCTUTYIIiliHI, TPaBOBi, OpraHi3alliifHi Ta MI>KHAPOIHI CKIIAI0BI IIHOTO MpoIiecy QPYHKIIOHYIOTh
PO3pI3HEHO: MOBHOBAXKEHHS po3noiyieHi Mk MinicTepcTBoM ungposoi Tpanchopmauii Yrpainu (Minuug-
pu), JepkaBHol ciyxO0u crieiiaibHOro 3B's13Ky Ta 3axucty iH(opmarii ([Jepxkcnen3s’s3ky) ta Pajgoro Ha-
nionaneHoi Oe3nekn 1 oboponn Ykpainu (PHBO). B Toii ke gac, HopMaTuBHO-TIpaBoBa 6a3a MICTUTb CyTTEBI
HEJOJIIKH, a Mi>KHApOIHE TTAPTHEPCTBO y MUQPOBIK cdhepi HE MaE YITKOTO yIpaBaiHChKOro oopmiteHHs. Bee
LC CBITYUTH MPO BiACYTHICTh KOMIUICKCHOTO MyOIi4HO-YIIPAaBIIHCHKOIO MEXaHi3My ab0o Mofeli myOmiyHoro
YIpaBIiHHSI THPPOBUM CYBEPEHITETOM.

Orisia ocTaHHIX JKepes a0ciaxKenb i myoaikaniii. [luranas nudpoBoro cyBepeHITeTy Ta MEXaHi3MiB
myOmivyHOTO yIpaBiiHHA Y AdpoBiit chepi qochimKyeTbes 6ararbMa YKpaiHChbKAMH 1 3aKOPAOHHUMHE HAYKOB-
M 3 pisaux no3unii. Tak, €ppemona K.B. [1] Buznauae nudposuii cyBepeHiTeT yepes 30aTHICTh IepKaBH
CTBOPUTH aBTOHOMHY LU(POBY 1HYpacTpyKTypy Ta caMOCTiHHO 3/iliCHIOBATH ii KepyBaHHs. Y CBOIO 4epry,
SApema O.I. [2] posmisigae iHGoOpMaIiHHO-TIPAaBOBUH MeXaHI3M 3a0e3IICUCHHS JICP)KaBHOTO CYBEPEHITETY SIK
CHCTEeMY OpTraHizaliiHuX, HOPMATUBHUX Ta IHCTPYMEHTAIBHO-TIPOIIECYATbHIX €TIEMEHTIB, BUIUISIOUN IOpHC-
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TUKINHHTH 1 TexHoiorigaui miaxogu. Comoaka O. [3] o6rpyHTOBYE HEOOXITHICTH KOMIIEKCHOT HOPMATHBHO-
MIPaBOBOI periaMeHTallil iHPOPMaIiHHOTO CYBEPEHITETY Ta YiTKOTO BU3HAYEHHS TIOBHOBA)KEHB BiJIITOBITHIX
opraniB i ix koopauHauii. Muiiocepana .M. [4] ananizye gocBia popmyBanHs nudposoro cyBepenirety B €C,
JIC aKIICHT POOMTHCS HA TEXHOJIOTTUHIN HE3aJICKHOCTI Ta 3aXKMCTI 1HAMBIyaIbHUX [IPaB.

VY cdepi mexanizmin myoniunoro ynpasninas Moxosa F0.J1. [S] chopmyBana iHCTUTYLIHHO-IPAaBOBUI Me-
XaHI3M eJIEKTPOHHOTO ypsiayBanHs, [Tomsoswuii [1.B. [6] mociiquB HOpMaTHBHO-ITPABOBUN MEXaHi3M HU(PPOBHUX
TpaHcdopmariif opraniB Biaau, Kopanenko C.B. [7] po3poduna MexaHi3MH JIep>KaBHOTO YMPABIiHHS IH(]-
poBoto TpaHchopmarttiero TeputopianbHuX rpoman. BomommH F0.0. ta HlamoBan A.O. [8] oOrpyHTOBYOTH,
0 peaiizaiis nu(pPOBOTO CYBEPEHITETY OCOOJIUBO 3arOCTPIOETHCS B YMOBaX 30pONHMX KOH(QIIIKTIB, KON
JIep KaBU PO3IIUPIOIOTH MEXKI BTpy4aHHs y nudpoBuit mpoctip. Y MikHapoHii Hayii Pohle J. Ta Thiel T. [9]
BHOKPEMJIIOIOTH HOTHPH MOJIENIi HallioHaJbHOTo LugpoBoro cysepeHirery, a Larsen B.C. [10] o’ s13ye iioro
3 KOHTPOJICM HaJl OBHUM JIAHIIOKKOM MOCTayaHb y c(epi ITYYHOTO iHTEICKTY.

BonHouac ananiz HayKOBHX JDKEpeJ 3acBiIUye HU3KY CYTTEBHX HenoiikiB. [lo-mepire, mudpoBuii cyse-
PEHITET A0Ci He KOHILIENTYaTi30BaHUN SIK CAMOCTIHHUI 00’ €KT IMyOIiYHOTO YIIPaBIiHHSA 3 BiAMOBITHOIO CHUC-
TEMOIO MEXaHI3MiB peaizailii, OCKiTbKH HasBHI AOCIIDKEHHS 30CepeKeHI TIepeBaKHO Ha MPaBOBOMY a0o0
Oe3nexkoBoMy BuMipax. [lo-apyre, BicyTHi poOOTH, sIKi O CHCTEMHO OMMCYBAJH IMyOIIYHO-YIIPABIIHCHKI Me-
XaHi3MH 3a0e3rnedeHns Hu(ppoOBOTO CyBEepeHiTeTy came B yMoBax 30poiinoro kondmikry. [lo-Tpere, nespa-
JKarouM Ha Te, mo Ykpaina y 2024 poui nocina nepuie micue 3a InaekcoM nugpoBoi 3amydeHOCTi TpoMaisiH
OOH [11], mutanHs GUPOBOT 3aJ€KHOCTI BiJl iIHO36MHUX XMApHHUX MPOBANePiB 1 BiICYTHICTh BIACHUX CTaH-
JApTiB 3AIAIIAIOTHCS 11032 YBArolo HaykH ImyOaiaHoro yrpasmiaas. [lo-geTBepTe, po3moaiia MOBHOBAKCHD MiXK
Minungpu, depxenenss’ssky Ta PHBO 3anumaeTses Hey3romKeHnM 1 HEOCTaTHRO JOCIIIKeHUM Y Hayli
myOIi4HOrO YIpaBITiHHS.

Came TOMY, MeTOI0 TOC/TiIKeHHsI € KOHIeNTyani3amis udpoBoro cyBepeHiteTy sk 00’eKra ImyOIiqaHoTo
YIpaBIIiHHS Ta PO3pOOKa KOMILJIEKCHOI MOJeNi IyOaiuHO-yIIPaBIiHCBKUX MEXaHi3MiB Horo 3abe3reueHHs B
YMOBaxX BOEHHOTO CTaHy Ha OCHOBI aHaJli3y yKpaiHchbkoro pocBimy 2022-2025 pokis.

OcHoBHUII MaTepia i pe3yJabTaTH. AHaTI3 HAYKOBHUX ITiIXO/IIB 10 BU3HAYCHHS [IU(PPOBOTO CYBEPEHITETY
CBIIYUTH TIPO BIJCYTHICTH €IMHOTO PO3YMIHHS IHOTO TIOHATTS B HAyIll MyOJIIYHOTO YIpaBIiHHA. BibImicTh
JOCIITHUKIB PO3MIISIAI0Th Horo abo Kpi3b MpU3My NpaBa (KOHTPOJIb HAJ JaHUMH Ta iHQPaCTPyKTyporo), abo
Kpi3b Mpu3My Oe3neKH (3aXUCT Bijl Kibeparak Ta iHpopMaliitHoro BIUIMBY). OHAK, 0 CTOCYETHCS yIpaBIliH-
CHKOTO BHUMIpY, a caMe, MEeXaHi3MH, Cy0 €KTH Ta IHCTPYMEHTH peai3allii Jep>kaBHOI MOMTHKH y TH(pOBiit
cdepi, 3aTUILAETHCS KOHICITYAIbHO HE3aBEPILICHHIM.

3 mo3umiil myOIivyHOTO YIpaBIiHHSA HU(QPOBUH CyBEpEHITET AOLIILHO PO3MISAATH SIK 3AaTHICTH JepiKa-
BU Y€pe3 CUCTEMY ITyOJIYHO-YIIPABIIHCHKIUX MEXaHI3MiB 3a0e3MedyBaTi KOHTPOJIb Ha/l BIACHOIO IMU(GPOBOIO
iH(pPacTPyKTyporo, iHPOPMALITHIMH TOTOKAMH Ta TEXHOJIOTIYHUM CEpelOBHILIEM, 30epiraloun Mmpyu LbEOMY
THCTUTYLIIHY CIIPOMOXKHICTH J0 MPUHHATTS CAMOCTIHHHMX YIPaBIIHCHKUX pillieHb y 1udpoBiit cdepi. Take
BHU3HAYEHHS, Ha BiIMiHY BiJl HASBHUX, aKIIEHTY€ yBary He Ha TEXHIYHOMY YH IIPaBOBOMY 0011l TpobIemMu, a Ha
YIPaBIiHCHKIN CIIPOMOXKHOCTI JIEPIKaBU K KIFOUOBIH YMOBI CyBEpEHITETY.

BaxnuBuM € po3MexxyBaHHS TU(PPOBOTO CYBEpEHITETY BiJf CYMIKHUX MOHATH. [HpopmMamiitnuii cysepe-
HiTeT, 3aKkpituiennii y 3akoni Ykpainu «IIpo Hamionaneny nporpamy indopmarusarii» [12], TpakryeTbes sk
3aTHICTb KOHTPOJIOBATH iHGOpMAaLiiiHi MOTOKH 3-3a Mex nepxaBu. KibepOesmneka, 3rigHo 31 Ctparteriero Ki-
Oepbesnexun Ykpainu [13], oxomtoe 3axuct kibeprpocTopy Bif 3arpo3. LludpoBuii cyBepeHITeT € mupimm
TIOHATTSIM, 1[0 TIOETHY€E OOUIBA BUMIPH Ta MOJA€ MO0 HUX TEXHOJIOTIUHY HE3aJIeKHICTh 1 YIIPABIIHCHKY aBTO-
HOMIIO JICP’KaBH Yy IIU(POBOMY IPOCTOPI.

B ymoBax BO€HHOTO cTaHy 3MicT IH(POBOTO CyBepeHITeTy HaOyBae crnennivHuX XapakTepucTuk. [1o-
IepIie, BiH CTa€ YMOBOI OS3[IEPEPBHOCTI ACPKABHOI'O YIIPABIIHHS, a CaMe, 3[1aTHOCTI OpPraHiB Baaau QyHKIIi-
OHYBaTH NONPH (i3WIHOTO 3HALIEHHS iHPpacTpykTypH. [lo-apyre, BiH HabyBae 060pOHHOTO BUMIipY — A(po-
Bi CUCTEMH CTAIOTh IHCTPYMEHTOM SIK 3aXHCTY, TaK 1 BeieHHst OoiioBux aii. [lo-Tpete, BiH BUSABIISE BHYTPILLIHE
MIPOTUPIYYSI MiXK MOTPEOOI0 y MBUAKIHM HU(POBI3allii Ta pU3UKaMHU TEXHOJIOTTYHOT 3aJIS)KHOCTI BiJl IHO3EMHHX
[IPOBAiIePiB, aJDKE YACTKa AaMEPUKAHCHKUX XMAPHUX IIPOBaiIepiB Ha YKPATHCbKOMY PUHKY CKiaJa€e OJIM3bKO
75% [11], w0 cTaBUTH MiJ CyMHIB peajibHUHN PIBEHb HUPPOBOTO CYBEPEHITETY ACPIKABH.

[ToBHOMacIITaOHe BTOprHeHHs pd y 2022 poii crano Oe3npeueAeHTHUM BUIIPOOYBaHHAM Ui LUGPO-
BO1 iH(pacTpyKTypH YKpaiHW Ta CHCTEMH IyOJIYHOTO YIpPaBIiHHS 3arajoM. AHaI3 YKpPaiHCBKOTO TOCBiAY
2022-2025 pokiB 103BOJISI€ BAOKPEMUTH YOTHPH KITFOUOB1 BUKITHKH:
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1. MacmrabHi kibepaTtaku Ha KpUTHYHY iHOPACTPYKTypy. 3 MOYATKy MOBHOMACIITAOHOTO BTOPTHEHHS
VYkpaina 3a3Hae 0e3nid KidbepaTak Ha 00'€KTH EHEPTeTHKH, 3B’ 3Ky, JIepKaBHI peeCTpH Ta (DiHAHCOBY CHCTEMY.
Lle mocraBwmIto iy 3arpo3y (GYHKIIIOHYBaHHS 0a30BHUX MyOJIIYHHUX CEPBICIB 1 3MYCHIIO OPTaHHU BTN TIEPETIIs-
HYTH MiJIXO/I1 JI0 3aXUCTy HUPPOBOT iIHPpPaCTPYKTYpH.

2. IIpoGnema TexHOMOTIUHOT 3aMekHOCTI. EBaKyaris qepkaBHIX TaHUX y XMapHE CEPEeIOBUINE IHO3EMHUX
npoBaiifepis, Takux sk Microsoft Azure, Amazon Web Services, Google Cloud, Bupimmia TakTHIHE 3aBIaHHS
30epeKeHHsl JaHUX, OJIHAK CTBOPWJIA CTPATEr1uHUI BUKIIMK JJIsl LU(POBOTO CyBEpEHITETY. Y 3aKOHOIABUOMY
noii YKpaiHu Joci BiICYTHE TIOHSTTS «PE3UICHTCTBA JAHUX» — IPUHIIHITY, 38 SKHM JIaHi TOBHHHI 30epiratucs
Ta 00pOOIATHCS B YKPATHCHKIHM IOPUCANKIIIT, IO € KITIOUOBUM €JIeMEHTOM ITudpoBOro cyBepeHitery [14].

3. IHcTUTYIifiHA HeBH3HAYCHICTh (DYHKIIH. MIiHIIM(PH € TOJIOBHUM OPIaHOM ILOIO PO3BUTKY OOOPOHHHUX
1HHOBaLiH, OJJHAK POPMAIBHO 10 CEKTOPY Oe3MeKH 1 000POHH HE HAJICKHUTH [15], 1110 CTBOPIOE 1HCTUTYLIIHI
PO3pHBH B CUCTEMI YIIPABIiHHS HUPPOBUM cyBepeHiTeToM. [loBHOBakeHHs Mixk MiHtudpu, [lepxkenens3s'sazky
Ta PHBO 3anumaiorscst po3MekOBaHUMHU 0€3 YiTKOTO KOOPAUHAIIIIHOTO MEXaHi3MYy.

4. HemockoHamicTh HOpMaTHBHO-TIpaBoBoi 0a3u. [lompwm yxBamenHs 3akoHy mpo XMapHi mociyru [16],
Crparterii WINWIN [17] Ta onoiennst Crparerii kibepoOesmneku [18], minicHa HopmaTiBHa 06a3a mozno 3ades-
TIEYeHHS IIUPPOBOTO CYBEPEHITETY K CAMOCTIIHOTO 00’ €KTa JIepKaBHOT MOJIITHKY B YKpaiHi BiICYyTHSI.

Came ToMy 3alpOIIOHOBAaHA CTpaTeris KibepOeseku nepeadadae BIPOBaKCHHS CyYaCHUX MPUHIIHIIIB, Me-
TOJIIB, MiJIXO/IIB T4 MEXaHI3MIB IMyOIIIYHOTO yrpaBiiHHs y cdepi kibepoesmneku [18], omHaK HE MICTUTH KOMII-
JIEKCHOTO OadeHHs MyONiYHO-YITPaBIiHCHKAX MEXaHi3MiB 3a0e3MedeHHs ITU(POBOTO CyBEPEHITETY.

Ha ocHoBi anamnizy HayKOBHUX JKEpel, HOpMAaTHBHO-TIPABOBOT 0a3M Ta yKpaiHChKoro qocsimy 2022-2025 pokis
MIPOTIOHYETHCS ABTOPChKA KOMILIEKCHA MOJIETh ITyOIIYHO-YIIPaBIiHCHKUX MEXaHi3MiB 3a0e3nedeHHs! u(poBoro
CYBEPEHITETY JIepKaBH B YMOBaX BOEHHOTO CTaHy (puc. 1), sika OXOTUTIOE YOTHPH B3aEMOIIOB’ sI3aH1 MEXaHI3MH:

1. IncTuryniitauii MexaHi3M nependaydac 4iTke BU3SHAYCHHS Cy0’ €KTiB 3a0e3neueHHs u(pPOBOro cyBepeHi-
TETy Ta PO3MEKyBaHH: IXHIX MOBHOBaXkeHb. KirouoBuMu cy0’extamu € MinictepcTBo nudpoBoi Tparcdop-
Marlii YKpaiHu sik TOJIOBHHI OpraH UQpoBOT MONITHKH, JlepkaBHa ciryk0a CrenianbHOTO 3B’ 53Ky Ta 3aXHUCTY
iHbopMarii K perynsaTop y cdepi Kibepoesneku, Paga HanioHanbpHOT Oe3Mekn 1 000pPOHU SIK KOOPAMHAIIHHUI
opras crpareriuHux pimensb, a Takoxk CERT-UA sk onepaTuBHUI LIeHTp pearyBaHHS Ha KiOepiHLHIECHTH.
[IpobneMoro 3anMuIaeThes BiICYTHICTD €JHHOTO KOOPIMHAIIIHHOTO OpraHy, 1o 3a0e3neuyBaB OM y3roKeHy
peatizaiito nudpoBOro CyBEpEHITETY SIK IUTICHOT IEPKAaBHOT MO THKH.

2. TIpaBoBHif MeXaHi3M OXOIUTIOE HOPMATHBHO-TIPABOBE 3a0e3MedeHHs LH(pPOBOTO CyBepeHiTeTy. Moro
OCHOBY CTaHOBJISITh 3akoH Ykpainu «IIpo ocHoBHI 3acanu 3abe3neueHHs kidepOesnekn Ykpainm» [18], 3akon
«IIpo xmapui nocayrm» [16], 3akon «IIpo kpuruuny inppactpykrypy» [19] Ta Ctpareris unppoBoro po3BUTKY
iHHOBaNiiHo1 AisibHOCTI YKpainn WINWIN [17]. BogHouac npaBoBuid MexaHi3M Ma€ CYTTEBI HEOMIKH: BiJ-
CYTHICTb 3aKOHY MPO MU(PPOBUIL CYBEPEHITET K CAMOCTIMNHUN 00’ €KT peTy/IIOBaHHS, HEBU3HAYCHICTD TTOHSITTS
PE3UICHTCTBA AAHUX, HCBPETYIbOBAHICTh MUTAHHS TEXHOJIOITYHOIO CYBEPCHITETY B YMOBaX BOEHHOTO CTaHY.

3. OpraHizamiifHui MeXaHi3M BKIIIOYA€ MPAKTUYHI IHCTPYMEHTH 3a0e3Me4YeHHS [IM(PPOBOTO CYBEPCHITETY.
Cepen Hux — miardopma «/lis» sk OCHOBHHI KaHald HU(PPOBOi B3a€EMOJIi AepKaBH 3 TPOMAISHAMHE, CHCTe-
Ma CJICKTPOHHOI B3aeMofii «TpemOita» sk 3axuilicHa MDKBiIoMYa Iiardopma OOMiHY JaHHUMH, HPaKTHKA
XMapHOI eBaKyallii IepKaBHUX JaHUX K aHTUKPU30BUH 1HCTPYMEHT 30epeKeHHs 1H(OpMaLiiHUX pecypciB,
a Takox IT-apmist Ta xibeppe3epB Sk HOBI opraHizamiiiHi GopMu 3axydeHHs UBUTEHUX (axiBLiB O 3aXHCTY
uudposoro cysepenitety. KinbkicTh nndpoBux Tpanzakuiil y cucremi « Tpembira» 3pocna 3 62,7 MiH y Tpe-
thoMy KBapTaii 2021 poxy g0 541,3 mun y neprromy kBapram 2023 poky [20], 0 CBIAYUTH PO KPUTHIHY
3JICKHICTD MyOIIYHOTO YIPABIIiHHS BiJI i€ CHCTEMHU Ta HEOOXiMHICTE ii HAIIHOTO 3aXHCTY.

4. MibkHapoIHUI MeXaHi3M BinoOpaskae 30BHINIHIA BuUMip 3a0e3nedeHHs: HUPPOBOro cyBepeHitety. Bin
OXOTITIOE TIpoliec iHTerpamii YkpaiHu 10 €Bponeichbkoro HU(GpOBOro MpOCTOpy B paMKax BUKOHAHHS BUMOT
mupexktnBr NIS2, maptaepctBo 3 ArentctBoM €C 3 kibepOesnekn ENISA, morosipHy criBnpariio 3 modaib-
HUMH TEXHOJIOTTYHHMH KommaHisMu Microsoft, AWS ta Google mon0 3axucty AepiKaBHUX JTaHHUX, a TAKOK
y4acTh y MixkHapo/Hiii iHiiatuei Digital4Freedom. [le#t MmexaHi3M Mae MOABIHHY MPUPOLLY: 3 OMHOTO OOKY, BiH
3MIITHIOE TEXHOJIOTTYHUH ITOTEHIIaI epKaBH, a 3 1HILIOTO — ITOTIIMOJIIOE 3aJISKHICTD Bl IHO3eMHHX TIaTdopm,
110 caMo 1Mo 001 € BUKIMKOM JiJIsl HU(PPOBOTO CyBEPEHITETY.

OTxe, 3amporoHOBaHA MOJICTh BiJIOOpayKae CUCTEMHUI XapakTep MyONiYHO-yNPaBIiHCHKHX MEXaHI3MiB
3a0e3TeYeHHS HU(PPOBOTO CYyBEPEHITETY Ta IXHIO B3a€MO3aJIeKHICTh. E(eKTHBHICTh KOKHOTO OKPEMOT0 MeXa-
Hi3My BU3HAYA€ETHCSI HE JIMLIE HOro BHYTPILIHBOIO CIIPOMOYKHICTIO, & i Y3TOKEHICTIO 3 IHIIMMU elIeMEHTaMH
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Puc. 1. Ily0niuno-ynpasJiiHCbKi MeXaHi3MH 3a0e3Me4eHHsI
IHM(POBOTO CyBePEHITETY AepPKaBH B YMOBAX BOEHHOTO CTaHy

Hoicepeno: cknadeno agmopom Ha OCHOBI AHANI3Y HAYKOBUX Odicepell Ma HOPMAMUSHO-NPABo8oi basu

cucremMu. Came BiJICYTHICTh TaKoi y3TOKEHOCTI € KIFOUOBOIO TPOOIEMOI0 TyOIiYHOTO YIpaBIiHHS TUGPO-
BUM CYyBEpPEHITETOM YKpaiHH B yMOBaX BOEHHOTO CTaHYy.

BucHoBku. PoOnsan BUCHOBOK, 3a3HaYNMO, IO IIU(DPOBUIT CYBEPEHITET JIEP’KaBH B YMOBaX BOEHHOTO CTa-
HY € He JIMILIEe TEXHIYHOIO YU MPaBOBOIO KATETOPi€I0, a MOBHOIIIHHUM 00'€KTOM MyOJIIYHOTO YIpPaBIiHHS, 110
noTpedye CUCTEMHOTO MIAXOLY 10 Horo 3a0e3neueHHs. ABTOPChKE BU3HAYCHHS LIU(POBOTO CyBEPEHITETY SIK
3[aTHOCTI JICPXKAaBH Yepe3 CUCTEMY MyOMuHO-YIPaBIiHCEKUX MEXaHi3MiB 3a0e31euyBaTH KOHTPOJIb HaJI BIIac-
HOIO MU(POBOIO iHPPACTPYKTYPOIO, iHPOPMAIIHHUMH TIOTOKAMH Ta TCXHOJIOTTYHUM CEPEIOBHUIICM, 30epira-
1041 THCTUTYIIHHY CTIPOMOXKHICTB JI0 CaMOCTIHHHUX YNPaBIIHCHKHUX pillleHb Y MUQPOBiH chepi, po3umproe
HasBHI MAXOAN 332 PaXyHOK YIPaBIiHCHKOTO BUMIDY.

3ampornoHoBaHa aBTOPChKa MOAENb ITyONiYHO-yNPaBIiHCHKHX MEXaHi3MiB J03BOJIMIIA CHCTEMaTH3yBaTH
OCHOBHI cy0’€KTH 3a0e3MeueHHS IIUPPOBOTO CYBEPCHITETY 3 ypaxyBaHHIM iXHBOT i€papXii; BU3HAYUTH QYHK-
LiOHANBHI 3B 3KH MIXK MEXaHi3MaMH; BpaxyBaTH crieliu]iKy BOEHHOTO CTaHy Yepe3 BKJIIOUCHHS aHTUKPHU30-
BHX IHCTPYMEHTIB.
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IlepcrieKTHBHIMH HAIIpsIMaMU HOJANBIINX TOCTIIKCHb € PO3pO0Ka KPUTEPIiB OLMIHKU €(PEKTUBHOCTI ITy-
ONMIYHO-yIIPaBIIHCHKUX MEXaHI3MIB 3a0e3MeUeHHs IIU(PPOBOTO CYBEPEHITETY, BUPOOIICHHS MPOITO3UIIIH 00
YCYHEHHST HOpMaTHBHO-TIPABOBUX HEIOJIKIB, 30KpeMa 3aKOHOIaBUOTO BU3HAUCHHS PE3UICHTCTRA JaHUX, a Ta-
KOX (hOpMYBaHHS €IMHOTO KOOPJMHALIIHOTO oprany y cdepi HudpoBoro cyBepeHiTery.
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YK 351:004.056.5(477)

JEL H11, K24, 033

Ka3zancbka OJjena OuexcaHipiBHA, KaHAUIAT HAayK 3 JCP’KaBHOIO YIPaBJIiHHSA, AOLEHT, JOLEHT Kadenpu
mapketunry, Harionanbauii yHiBepcuteT «KuiBchkuil aBianiiinuii yHiBepcuTeT». Xopomux Bikropis Banepiis-
Ha, KaHJUJAT HayK 3 Jep)KaBHOTO YIPABIIiHHS, IOLEHT, JOLEHT Kadeapyu MapKeTHHTY, HarlioHanbHuU yHIBEpCUTET
«KwuiBchkuit aBiamiiHui yHiBepcuteT». Apakejona InHa OJiekcanapiBHa, KaHIUIAT EKOHOMIYHUX HAYK, TOTICHT,
TOIIeHT Kadenpu MapKeTHHTY Ta Typu3My, MapiymonbChKkuii JaepkaBHuil yHiBepcuteT. [lydmiuno-ynpasiincebki
MexaHi3Mu 3a0e31e4eHHs1 HH(POBOTO CyBepPeHiTeTy Iep:kaBH B YMOBAX BOEHHOTIO CTAHY.

V crarTi HoCHiKeHO MyOTiYHO-YIIPaBIiHCEKI MeXaHi3MH 3a0e3MeueHHs IM(PPOBOTO CYBEPEHITETY AepKaBH B
YMOBaX BOEHHOTO CTaHy Ha HpHKIaAi YkpaiHu. OOIpyHTOBaHO aBTOPChKE BH3HAUEHHS HU(POBOTO CYBEPEHITETY
SK 3JaTHOCTI JEP)KaBU 4epe3 CUCTeMY IMyOIiuHO-YIPABIiHCHKAX MEXaHi3MIB 3a0e3MedyBaTH KOHTPOJIb HAJ Biac-
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HOIO HU(PPOBOIO 1HPPACTPYKTYpOIo, iHGOPMAIIMHUMH ITOTOKAMH Ta TEXHOJOTIYHHM CEepelOBHUINEM, 30epiraro-
91 {HCTHTYIIHHY CIPOMOXKHICT JI0 CAMOCTIHHMX YIPAaBIIHCHKUX pillleHb Y NU(pPOBiil cdepi. BussieHo gotnpu
KIIFOYOBI BUKJIMKA HH()POBOMY CyBepeHiTeTy YKpaiHM B yMOBaX BOEHHOTO CTaHy: MacITabHi KibepaTtaku Ha KpH-
THUYHY 1HQPACTPYKTYpY, TEXHOJIOT1YHA 3aJI€KHICTD Bijl IHO3eMHUX XMAapHHUX [POBaii/iepiB, IHCTUTY1IIiHA HEBU3HA-
qeHicTh QyHKUid Mk Minmudpu, Jlepxenenss’szky Ta PHBO, a Takoxk HemockoHANICTh HOPMATHBHO-TIPABOBOT
0a3y. 3anporoHOBAHO aBTOPCHKY KOMIIEKCHY MOZEJb MyOIiuHO-YIPaBIiHCKUX MEXaHi3MiB, 1110 OXOIUIFOE YOTUPH
B3a€MOIIOB'SI3aH1 CKJIA/I0BI — IHCTUTYIIIHHNII, TTPaBOBHH, OpraHi3aliiHuil Ta MI>KHAPOIHUI MeXaHi3MH — 00’ €1HaHi
crpareriutoro koopauHaricto PHBO. Beranosneno, mo e(ekTHBHICTD KOKHOTO MEXaHi3My BU3HAYAETHCS Y3TOIKe-
HICTIO 3 THIIMMU eJIEeMEHTaMH CUCTeMH. BU3HaUeHO TePCIIeKTUBHI HANPSIMK BJIOCKOHAJIEHHS TTyOJIYHOTO YIIPaBIIiH-
H TTM(POBHUM CYBEPEHITETOM, 30KpeMa 3aKOHOJIaBUe 3aKpITNIEHHsS PE3UJICHTCTBA JaHUX Ta (pOpMYBaHHS €JINHOTO
KOOpJMHALIIITHOTO OpraHy y il cdepi.

Kuouosi ciioBa: nudpoBuii cyBepeHiTeT, myOidHe yIpaBIiHHS, MEXaHi3MHU MyOIiYHOTO YIIPaBIiHHSA, BOEHHHI
cTaH, KibepOe3mneka, mudposa iHGPACTPyKTypa, HAllIOHAIFHA Oe3TIeKa.
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Olena Kazanska, PhD in Public Administration, Associate Professor, Associate Professor of the Department
of Marketing, National University “Kyiv Aviation University”. Viktoriia Khoroshykh, PhD in Public
Administration, Associate Professor, Associate Professor of the Department of Marketing, National University
“Kyiv Aviation University”. Inna Arakelova, PhD in Economics, Associate Professor, Associate Professor of
the Department of Marketing and Tourism, Mariupol State University. Public administration mechanisms for
ensuring the digital sovereignty of the state under martial law.

The article examines the public administration mechanisms for ensuring the digital sovereignty of the state
under martial law, using Ukraine as a case study. The relevance of the study is determined by the fact that digital
sovereignty in wartime conditions is not merely a technical or legal category, but a fundamental prerequisite for the
institutional survival of the state. Ukraine's experience during 2022-2025 demonstrated that the ability of public
authorities to function amid large-scale cyberattacks, destruction of physical infrastructure, and occupation of
territories has become a matter of preserving statehood itself. The authors substantiate an original definition of
digital sovereignty as the state's ability, through a system of public administration mechanisms, to maintain control
over its own digital infrastructure, information flows, and technological environment, while preserving institutional
capacity for independent management decisions in the digital sphere. This definition, unlike existing approaches,
emphasizes the managerial dimension of sovereignty rather than its technical or legal aspects. The article also
draws a clear distinction between digital sovereignty and related concepts such as information sovereignty and
cybersecurity, establishing digital sovereignty as a broader category that encompasses both. Four key challenges
to Ukraine's digital sovereignty under martial law are identified: large-scale cyberattacks on critical infrastructure,
technological dependence on foreign cloud providers — whose share of the Ukrainian market reaches approximately
75% - institutional ambiguity of functions between the Ministry of Digital Transformation, the State Service
of Special Communications, and the National Security and Defence Council, as well as significant gaps in the
regulatory framework, including the absence of a legal definition of data residency. A comprehensive model of
public administration mechanisms is proposed, encompassing four interrelated components — institutional, legal,
organizational, and international mechanisms — unified by the strategic coordination of the National Security and
Defence Council. The institutional mechanism establishes a three-tier hierarchy of subjects: strategic, operational,
and technical levels. The organizational mechanism incorporates wartime-specific instruments such as cloud data
evacuation, the IT Army, and the cyber reserve. The international mechanism is characterized as dual in nature,
simultaneously strengthening the state's technological capacity and deepening its dependence on foreign platforms.
It is established that the effectiveness of each mechanism depends on its coherence with other elements of the
system, and that the absence of such coherence represents the core problem of public administration of digital
sovereignty in Ukraine. Promising directions for further research include developing evaluation criteria for the
proposed mechanisms, the legislative definition of data residency, and the establishment of a unified coordination
body in the field of digital sovereignty.

Key words: digital sovereignty, public administration, public administration mechanisms, martial law,
cybersecurity, digital infrastructure, national security.
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