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KOHBEHIIIA PATH €BPOIIH ITPO KIBEP3/JIOUYHHHICTD
SAK OCHOBA KPHMIHATLHO-IIPABOBOI OXOPOHH
CYCILIBHAX BITHOCHH V KIBEPIIPOCTOPI B VKPATHH

Ioaitosa A. C.

BCTYII

BigzHaguMo, Mo HOBHHAMH PO Kibep3TodHHH BiKe HIKOTO He JHBYIOTH, a Taka
iHpopMatia crpuiiMacTbesa AK 3BHYaiiHA. [IpaBOOXOPOHHI OpraHU aganTyHTECA IO
HOBHX BHKIHKIE Ta PO3BHBAIOTE HOBI MeXaHi3MH V cdepi Kibep3axucTy. 3axucT
BiZOyBaeThcA Ha KiMbKOX PiBHAX — K Ha CYTO TeXHiTHOMY i MporpaMHOMY, Tak i Ha
pieHi 2aKoHOzaBcTRa. Kpainun €C 1a CIIIA BxXe MalOTh BiANOBITHY 0a3y 2HaHE i
MIpOLeayp, AKi eeKTHBHO HpalfoioTh ¥ chepi Kibep3axHcTy. VEpaiHa Tak caMo Malo
He MIOJHA BilNOBiZac Bce HOBHM i HOBMM BHKIHKAM i Ipanoe Had 2amno0iraHHAM
TAKHM 3T0THHaM.

JocmimTxyrodH CBiTOBI TeHIeHINi [desKi BYeHI Bim2HAYANOTH, W0 KiTBKIiCTh
3IilicHeHHHX KibepaTak mIOpidHO 3poCTac, a iX XapakTep Jedamli CcTae CKIATHINIHM.
QDIMMHTOBI aTakd € JigepaMH cepel KiOep3mOdHHIB y CBiTi, fKi AeMOHCIPYIOTB
TeHAEHIIF0I0 NoJaTsIIoro 30inpmeHHs. ¥V 2023p. KiTbKicTh aTak i3 BHKOPHCTaHHAM
37TOBMHCHOTO MpOTpaMHOro 3a0esNedeHHA CTaHOBHIA 6,06 MIpA BHIAIKIB, INO
CBimGUTE Ipo MacmTabHiCTE nOpodmemu. I'nobanbHi (iHaHCOBI BIpaTH BiT
KibepanoguHHOCTI ¥ 2023 p. ckiame noHan 7.1 Tpme mom. CIIIA, a 1o 2029 p.
MOKYTb 3pocTH 1015,63 TpmH gon. CIIA. OCHOBHHMH HacliJKaMH /A opraHizarlii
BiZ BIpaTH KoH(QigeHmiliHoi iHdopMamii €: BIpata Joxomy (56,6 %), mOTipIieHHA
penyTauii (38,9 %) Ta mocnadaeHHA KOHKYPEHTHHMX mozmuii (35,8 %). Haiibinem
Bpa3IHBHMH 3aTHINAIOTBCA OCBITHIH ceKTop, ypAIoBi CIPYKIYPH, CEKTOp po3Bar Ta
(bigaHCcOBi ycTaHOBH. VY IHX Taly3sX € 3HaYHAa KUIBKICTh IHIOHISHTIE i3
BHKOPHCTaHHAM 37OBMICHOTO MporpaMHoro 3adesnedenHs. CIIIA, pocia, ©paHlia
Ta HimeprnaHou € OCHOBHHMH KpaiHaMu-TKepenaMu KiGepaTak, Tozi fk Kanana 1a
CiHTanyp JeMOHCIPYHOTh HailBHINNMI piBeHb HEMOKOEHH:A IIOJO MOIHBHX 3arpo3’.
OxpiM Toro, BiINOBiTHO OO CBIiTOBOrO peHTHHTY KiOepamoduHHOCTI (World
Cybercrime Index), sxuii Oye pozpodnenmii aBTopaMH 32 OKcOpICEKOTO
VHIBepcHTeTy Ta VHiBepcuTeTy Hosoro IliBieHHoro Benbscy, HalillepIioo
B peliTHHTY KiOep3moduHHOCTI cTana Pocig (58,39 ©ama), 2a He 3 BeIHKHUM
BIOpHBOM ioyTh VKpaiHa (36,44 Oama), Kurail (27,86 Oama), CIIIA (25,01 dana),

' Apmis KiOepBOIHIE: MDKHADOTHO-IPaBOBHH MocBil v cdepi Ooporsbm 3 Kibep-
STOYHHHICTIO Mind.ua. URL: hitps://mind ua/openmind/20270195-armiya-kibervoymiv-
mizhnarodno-pravovij-dosvid-u-sferi-borotbi-z-kiberzlochinnistyu (nata seeprerns: 14.02.2026).

* Iuxmii, A, Casimpkumit, B, Casayk, C., & Coxa, A (2025). CBiToBi TeHAeHIIl
KiDep3IOYHHHOCTI Ta 3arposH iHopMmamibmifi Oesmemi nepixas. Society and Security. (1(7).
63—74. https://do1.org/10.26642/sas-2025-1(7)-63-74
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Hirepis (21,28 dana) ta PymyHia (14,83 Oama). Beauka Bpurtanis mocizae BoCEMe
Micne y ermcky (9,01 6ama)’.

PedopMa 3akoHOZaBCcTBa VKpaiHH, ¥V ToMy duch # KpHMiHATBHOTO KOZEKCY,
IpHBepTaE€ yBary OO NHTaHHA IMIUIEeMeHTalii y HallioHaTbHe 3aKOHOIABCTBO
TONOKeHs MIKHAPOIHUX aKTiB, V¥ TOMY SHCTI i IPOTHIIT 2M0YHHHOCTI. BpaXoByrodH
el acmeKkT, MeTO HAIIOTO JOCTITKEeHHS € IMIUIeMeHTAllis NoiaoxKeHb KoHBeHII
Pamu €ppormi mpo KibepamodMHHICTE v KpuMmiHaneHWil KoZekc VKpaiHH IIOIO
KpHMiHaIbHOI BiINOBiTaIbHOCTI 3a Kibep3ToIHHH.

1. Kongennis Pagn €Bponn npo Kidep3.109HHHICTS:
AHAJII3 OKpeMHX N0/I0OKeHb

I. I. HaropHuii BBakKae, [0 NOMyIAPHICTh BHKOPHCTAHHA MH(QPOBHX ILTATHOPM,
mepexid Jo eNeKIpOHHOIO (opMaTy OOKYMeHTooOIry, a TaKoAK BipTyalbHOIO
TIPOCTOPY B YCiX cdepax CyCHiNBHOIO AUWTTA 3YMOBHMIO BHHHKHEHHS HOBHX (hopM
3MOYHHHOI TOBEIiHKH, SKi HA3UBAOTh «KiOep2lModHHH», [0 3a CBOIM 3MiCTOM
BiOpi3HMOTECA Bid TpaJHNIHHHX KpHMIHATbHHX [paBONOpPYIIEHh 3a CBOIM
MacmTadboM, cmocodaMH BIHHEHHA Ta HacTigKaMH. 3T09HHH y chepi IT BIHHAIOTBCA
IUCTAHIIIHO Ta BHXOIATH 3a MeXKi IOPHCIMKIN] Iep&aB, YHACTIZOK HOTo
HalioHATBHI IIpaBoBi H IMpPAaBOOXOPOHHI CHCIEMH BHABISIOTBECA He3TaTHHMH
710 OTepaTHBHOTO PEATYBAHHS HA HOBI BHKIHKH i 3aTposH .

BimrHagnMo, Mo nepini cupodH VHiGIKYBATH NpPaBOBi MiTXOAH IIOJO HPOTHIIl
Kibep3nodHaM y KpaiHax €BponH BigOyBamHcs IiI erigor pamd €ppomn. OnHe
3 HaHOLIBII IPYHTOBHHX IifiHb, 30Pi€cHTOBAHHX Ha pery/IIOBaHHA Liei mpobmemu, €
yXBaleHHA PeKkoMeHnamiero €BponH 23 mHcTomaga 2001 p. KouBeHmii
npo Kidep2n1oduHHICTE (paTudikorana 1 munHg 2004 p.).

VYV npeamOyai KoHBeHMii npo KiGep3nodHHHICTE 3a3HadeHO, mo KOHBeHIIA €
HeoOXiTHOO T4 3YIHHEHHA Jil, cIpAMOBAHHX NPOTH KoH(imeHMiHHOCTI, miTicHOCTI
Ta JOCTYNHOCTI KOMITIOTEPHHX CHCTeM, MepeK i KOMITIOTepHHX IaHHX, a TaKoK
3MOBAKHBAHHA TAKMMH CHCTEMAMH, Mepe;KaMH Ta JAaHHMH, IUIIXOM YCTAHOBIEHHT
KpHMiHATBHOL BiANIOBITATHHOCT 2a TAKY IOBEIiHKY, HATAHHA IOBHOBAKEHb, TOCTATHIX
s edekTHRHOI OOpoThOM 3 TaKMMH KPHMIiHATEHHME IpPARONOPYIISHHAMH IUITXOM
CTIIpUAHHA IXHROMY BHABICHHIO, PpO3CTIIyBaHHI Ta IIepeCiIiIyBaHHIO, AK Ha
BHYTPIITHBOIEPKABHOMY, TaK i Ha MUKHAPOTHOMY pIiBHAX, 1 VKIaIeHHS IOMOBIE-
HOCTell IoA0 IMBUAKOTO i HaAiHOTO MiIKHAPOIHOIO CDinOﬁi’[I—Hd’!J.TBaS.

? Kpatiaa B. CBiToBHi PefiTHHT KiOep3IOUHHHOCTI 04oHIa Pocia. VkpaiHa mociia JpyTe
wicne. ms.detector.media.  URL: https://ms.detector. media/kiberbezpeka/'post/34647/2024-04-
11-svitovyy-reytyng-kiberzlochynnosti-ocholyla-rosiya-ukraina-posila-druge-mistse/ (zata
spepHerHA: 14 02.2026).

* Hariprmit ] Tl EBomonis mNpasosoi NPOTHIN 3I0YMHAM Y cdepi iHGbopMamiiemx
TEeXHOTOTIH: ICTOPHYHI BHIOKH Ta CVHacH! BHKIHKH. €sponeticbrull npassuquil yaconuc. 2026.
C. 141-147. URL: hitps://doi.org/10.36919/3041-1149(print).11.2025.141-147 (zata 3BepHeHHT:
14.02.2026).

* KoHBenI14 1Ipo Ki0ep3104nHHICTE | Konsernia Paxn €sponn Bix 23.11.2001 - crasoM Ha
7 Bepec. 2005 p. URL: hitps://zakon rada gov.ua/laws/show/994 575%Text (mata 3BepHeHHT:
15.02.2026).

240

baltijapublishing.lv/omp/index.php/bp/catalog/view/733/19401/41912-1 248/406



15.10.26, 14:40

PDF.js viewer

OTxe, 2yOHHAMOCH OIMBII JeTANbHO HA 2arajibHill XapakTepHCTHI Iriel
KoHBeHIi1.

Pozzin 1. BEKopHcTaHHA TepMiHiB KOHBeHIIi BKIIOYae NHIIe OJHY CTATTHO, Ie
3aKpilyieHo BH3HAYECHHS TEpPMiHIB, IO 3aCTOCOBYIOTECSA, 30KpeMa:

- «KoMIm'roTepHa cHcTeMa» — OyIp-AKHMI npHcIpiit abo Ipymy B3aeMHO
NoeJHAHHX abo MOB’A3aHMX NPHCTPOiB, OJHH H9H OiNbIN 3 SKHMX, BiANOBiZHO 10
TIeBHOI IPOTPaMH, BHKOHYE aBTOMATHIHY 00poOKY IaHuX;

- «KoMIT'roTepHi JaHi» — Oyab-fiKe TIpeAcTaBlIeHHA (akTiB, iHGopMmanii ado
KOHIIeTiil y QopMi, fAKa € NPHIATHOK OnA 0OpoOKH y KOMII'FOTepHill cHcTeMi,
BKIIOJAI09H IIporpaMy, AKa € NMPHIATHOK IIA TOTo, o0 CIPHIMHUTH BHKOHAHHA
[IeBHOI (OYHKIIT KOMII'IOTepHOI0 CHCTEMOIO;

- «ITocTaganbHUK NOCTIYT» O3HAYAE:

i. OyIp-AKy JepxaBHY abo NPHBAaTHY YCTaHOBY, fKa HAJa€ KOPHCTYBadaM CBOIX
MIOCIYT MOK/IHMBICTh KOMyHIiKallil 3a JOIOMOT 00 KOMIT'FOT€PHOI CHCTeMH, Ta

ii. OvIR-AKY IHIIY YCTaHOBY, fKa 00poOise abo 20epirae KOMI'HOTepHI JaHi
Bif iMeHi Takoi KOMyHiKaliiiHoi mocTyTH abo KOpHCTYBadiB TaKoi MOCTYTH;

-«dani npo pyx iHQopmamii» — OyIe-AKi KOMITIOTepHI IaHi, IIOB'f3aHi
3 KOMYHIKalli€l0o 3a JONOMOIOH KOMII'FOTepHOI CHCTeMH, fKi OymH cIBOpeHi
KOMIT'IOTEDHOK CHCTEMOI0, IIO CKIajaia HacTHHY JIAHIIOTa KOMYHIKAmii, 1 ki
3a3Ha9al0Th NOXO/LKeHHA, KiHIeBHIl yHKT, MapIIpyT, 9ac, JaTy, po3Mip i TpHBamicTh
KOMYHiKarlii abo THII OCHOBHOI HOCTYTH .

Came Pozzin II. 3axodH, AKi MarTh 37iliCHIOBATHCS Ha HalliOHANBHOMY piBHI
KonBeHIii Mae BelHKe 2Ha9eHHA I HAIIOTO JOCTiDKeHHA, ke caMe IOTIOKeHHS
Oeoro pozmimy npu patudixamii KoHpeHmii NOBHHHI OyTH iMIUIEeMEHTIOBAHI
y HallioHaTbHe 3aKOHOJABCTBO — 3aKOH VKpaiHH Npo KpHMiHATLHY BiINOBiIaTbHICTE
Ta KpHuMiHaneHHII IpollecyanbHHH KoJeke VKpaiHH.

3SymuHAMOocA OiNbII JeTambHO HAa OCHOBHHX acleKkTax YacTHHH 1. MatepiambHe
KpHMiHanbHe IIpaso Po3zzin I Konsenmii. IIpoBeaeHHIl aHATi3 T03BOMAE BiI3HATHTH,
IO I JacTHHa BKIIOYaE I’ ATh 3aT0OTOBKIB, @ caMe:

3aromoBok 1. IlparomopymieHHA @poTH KoHOimeHHifiHocTi, mimicHocTi Ta
TOCTYIHOCTI KOMIT'FOTePHHUX NaHHX 1 CHCTeM:

- ¢T. 2. HezakoHHHI JOCTyI, TOOTO HaBMHCHHH JOCTYH IO IiToi KOMII'IOTepHOL
cucTeMH abo ii 9acTHHH Oe3 IpaBa Ha Ile; Take NpaBOIOpPYIIeHHA OyIo BUHHEHe
MUTAXOM IOPYINEHHA 2aX0MiB Oe3leKH 3 MeTOH OTPHMAHHA KOMII'IOTepHHX ITaHHX
abo 2 iHIOK HeZOOpPOCOBICHON MeTOH, ado IO BiTHONIEHHK IO KOMII'HOTepHOL
CHCTeMH, TO€THAHO] 3 IHNIOK KOMII'I0TepHOI0 CHCTEMOR;

- cT. 3. HeneranbHe IepexOIIeHHA — HABMHCHE IepPEXOIUIeHHA TeXHIYHHMH
3acobamu, Oe3 IpaBa Ha Ile, epead KOMII'FOTepHHX JaHHX, IKi He € IpH3Ha9eHHMH
U1 My OIigHOTO KOPHCTYBAHHA, SKi IPOBOIATECA 3, HA a00 BCepeIHHi KOMII'I0TepHOL
CHCTeMH, BKIHYAaKYIH eIeKTPOMArHiTHI BHIIPOMiHIOBAHHS KOMII'FOT@PHOI CHCTEMH,
AKa MICTHTB B co0i Taki KOMII'I0TepHi JaHi; Take NpaBONOPYIIeHHA OyI0 BIHHEHE 3

¢ KoHBeHIIT npo kibepsnognnHIcTs - Korsenma Pagu €ppoms 511 23.11.2001 - cTasoM Ha
7 Bepec. 2005 p. URL: hittps://zakon rada gov.ua/laws/show/994 575%#Text (maTa sBepHeHHT:
15.02.2026).

241

baltijapublishing.lv/omp/index.php/bp/catalog/view/733/19401/41912-1

249/406



15.10.26, 14:40 PDF.js viewer

HeZOOpOCOBICHOO MeTOK afo MO BiTHOIIEHHIO 10 KOMII'IOTEPHOI CHCTeMH,
TIOETHAHOI 3 iHIIOK KOMII'IOTEPHO0 CHCTEMOIO;

- cT. 4. BIpy4aHHA ¥ JaHi — HaBMHCHE MONIKOIKeHH:A, 3HHIIeHH, TOTipIIeHH,
3MiHy 200 IpHXORVBaHHA KOMII'I0TepHOi iH(opManii Oez mpaea Ha I11e;

-cT.5. BIpydYaHHA ¥ CHCIeMy — HaBMHCHE cepio3He MepellIKOLKAHHI
(OYHKIIIOHyBaHHI0O KOMI'IOTepHOI CHCTeMH INDIAXOM BBedeHHdA, Ieperadi,
TIONIKOKESHHA, 3HAMIESHH, NOTipIIeHH, 3aMiHH a00 NPHXOBYBAaHHA KOMII FOTepHHX
Ianux Oe3 Ipaka Ha Iie;

- CT. 6. 3T0BKHBaHHA IPHCTPOAME — HAaBMIICHEe BIHHEHH, Oe3 IpaBa Ha Ile:

a. BUTOTOBNEHHA, NMPOJaKy, IpUIOAHHSA 1718 BHKOPHCTAHHSA, PO3NOBCIOKEHHI
abo HagaHHA A1 BHKOPHCTaHHA iHITHM SHHOM:

i. IpHcTpoiB, BKMIOYA0YH  KOMIU'IOTepHI  IporpaMi, CcTIBOpeHHX abo
aJanNTOBAaHHX, B IepIIy depry, 3 MeTOK BYHHEHHY OyIb-fKOro 21 3M09HHIB,
IepepaxoBaHnX y cTaTTgax 2-5 BHINE;

ii. KOMIT'FOTepHHX IIapoJiB, KOIiB JOCTyIy abo MomiOHHX JaHHX, 3a JOIOMOTOI0
AKHX MOJKHA 3700YTH JOCTYyN ZO yciei a0o HacTHHH KOMII'IOTePHOI CHCTeMH
3 HaMipoM BHKOPHCTaHHA ii A1 BUHHEHHA OyIb-AKOTO 3i 370YHHIB, IepepaxoBaHHX
Y CTaTTax 2-5; 1a

b. BONOIIHHA TpeIMeTOM, MEepepaxoBaHMM V MiANVHKTaX a. i abo ii Bmme,
3HaMipoM iioro BHKOPHCT@HHA IIf BYHHeHHA OyIb-fKOTO 3i 370YHHIB,
nepepaxoBaHUX y CTaTTAX 2-3;

3aronopok 2. [TpaBonopyIIeHHs, IOR A2aHi 3 KOMIT I0TepaMu:

- cT. 7. IligpoOKa, mOBR’s2aHa 3 KOMII'I0TepaMH, ToOTO HaBMHCHe BUHHEHHH, De3
IpaBa Ha Ile, BBeIeHH:, 3MiHH, 3HAICHHA ab0 NPHXOBYBAaHHA KOMII'FOTepHHX JaHHX,
gKe IPH3BOIHIb IO CTBOPEHHA HeHilicHHX JaHMX 3 MeTOI0 Toro, mo0 BOHH
BRaXKamick ab0 BIONOBITHO IO HUX IpOBOXMIMCA O 2aKOHHI mii, AK 3 mificHmvm,
He3aIeKHO BiJ TOro, MOKHA 9H Hi TaKi AaHi IpsAMO IIPOIHTATH i 3pO3YyMITH;

-cT. 8. IMaxpalicTeo, MOBR’s2aHe 3 KOMII'IOTepaMH — HABMHCHe BIMHEHHS,
Oe3 mpaea Ha Ile, Till, Mo IPH3BOAATE 0 BIpaTH MaliHa iHIIoi 0cO0H MIIAXOM:

a. OyIOb-fKOTO BBeIeHHA, 3MiHH, 3HHIIESHHA 9H NpPHXOBYBAHHA KOMII'IOTEPHHX
IJaHux,

b. OyIp-fKoro BIpyYaHHA Y (YHKIIOHYBAHHA KOMII'FOTEPHOI CHCTEMH,
3 maxpatickko ado He4ecHOH MeTOH Ha0yTr#A, Oe2 IpaBa HA I8, eKOHOMIIHHX
nepeear 114 cede 91 iHmOI 0codH;

3aronoeok 3. [TpaBonopyIIeHH:, [IOB A3aHi 31 3MiCTOM:

-cT. 9. IIpaBomopyIleHH#, MOB’43aHi 3 OHIAY0K MopHOoTpadiecro, TobOTO
HaBMHCHe BIHHEHHS, 0e3 [Ipaea Ha Ile, HACTYIHHX Tili:

a. BHpoOnleHHA JHTA40i mopHorpadii 3 MeTonw il pOMOBCIOMKEHHA 3a
JOTIOMOTOR0 KOMIT'IOTePHHX CHCTEM;

b. nponoHyBaHHA abo HaJaHHA JOCTYITY OO JHIAI0] mopHorpadii 3a JoIoMOrorw
KOMIT"I0TEPHHX CHCTEM;

C. DO3MOBCIOKeHHA abo mepemada IWTAd0i mopHOTpadii 2a ITOMOMOTOI0
KOMIT IOTEPHHX CHCTEM;

d. 3700yTTa muTAgoi mopHOTpadii 3a HOMOMOTOK KOMII'FOTEpHHX CHCTEM
i cebe 9u iHmoi ocodw;
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€. BOMOJIHHA IWTH90K I[OpHOIpadicto y KOMI'HOTepHilf cHeTeMmi d9H
Ha KOMII'F0TepHOMY Hocii iHdopManii;

3aromorok 4. IlpaBomopyileHHS, IOB'A3aHi 3 NOpYIIEHHAM ABTOPCBKHX Ta
CYMIXKHHX IIpaB:

- ¢1. 10. IIparomopyIleHHs, OB’ A3aHi 3 NOpPYIIeHHAM ABTOPCHKMX Ta CYMIKHHX
npaB, fke momarae: «1. Kokxa CTopoHa B/KHBAa€ Taki 3aKOHOIABHi Ta iHIN 3aX01H, fKi
MOXKYTb OyTH HeoOXiZHMMH I BCTaHOBISHHA KPHMIHATBHOI BiINOBiNaThHOCTI
BiIMIOBiOHO 10 ii BHYTPIIHBOTO 3aKOHOJABCTRA 3a MOPYIIEeHHA aBTOPCHKIX MpPaB, fK Ie
BH3HAYEHO 33aKOHOIAaBCTBOM Takoi CTOpoHHM PBiOmoBidHO Jo ii 3000B’f2aHB 2a
TMapu3pKHM AKTOM Bim 24 mumea 1971 p. mozo BepHcbkoi KoHBeHII Mpo 3axHCT
miTepaTypHHX Ta XyIOKHIX TBOpiB, YTOZOI0 MpO TOpPTiBelbHI acleKTH IIpaB
iHTeneKTyaIbHOI BAACHOCTI i Yrozor BOIB mpo aBTOpchbKe NpaBo, 3a BHHATKOM OV Ib-
AKX MOPATBHUX NIPaB, SKi HATAIOTECA TAKHMH KOHBEHIIIAMY, V BHIATKY, KOMH Taki Jii
PUHHEHI CBIIOMO, ¥ KOMEpIIiHHX po3Mipax i 2a JOIOMOTOK KOMIT FOTepHHX CHCTEM.

2. Kozua CTopoHa BKHBaE Taki 3aKOHOZABYI Ta iHIN 3aX0fH, AKi MOXKYTh OyTH
HeoOX{THMMH 114 BCTAHOBISHHS KPHMIHATHEHOI BiINOBiZanmpHoCTi Bimmomimwo o if
BHYTpIITHEOTO 32KOHONABCTBA 32 IIOPYIIeHHS CYMUIKHHX IpaB, fK Il¢ BHHAYEHO
3aKOHOJaBCTBOM Takoi CTOpPOHH BiANoBimHO Ao ii 3000B’#3aHb 3a MIKHapOTHOIO
KoHBeHII€0 Npo 3aXUCT BHKOHABIIB, BHPOOHHKIR (oHOrpaM i oprasizamnii MOBISHHS
(PHMCBKa KOHBEHIIH), YTOZOK MNpO TOPriBelbHI acleKTH IIpaB iHTeneKTyadbHOL
BracHocTi i Vromow BOIB mpo BHKOHAHHA 1 (OHOTpaMH, 3a BPHHATKOM OyIb-AKHX
MOpanBHHX IpaB, SKi HaNAIOTHCH TakuMH KOHBEHMIAMH, Y BHNATKY, KOMH Taki i
BYHHEH] CBiTOMO, ¥ KOMepIIHHIX po3Mipax i 3a IOTIOMOTO KOMII FOTEPHHX CHCTEM» .

OxpiM Toro, y 3aromoBky 5. J[loZaTkopa PiANOBITATBHICTE 1 CaHKIIL
nepedadeHo:

-¢T. 11. Cnpoba i gonmomora abo cHiBy9acTb, TOOTO HaBMHCHY JOIOMOTY HTH
CIBY9acTh ¥ BYHHEHHI OVIB-AKOIO 3i 3T0YHHIE, epepaxoBaHuX y cTaTTAX 2-10 miel
KonBeHIii, 3 MeTO BYHHEHHH TAKOI0 370YHHY; HABMHCHY cNpo0y BIHHUTH GVIb-
SEIH 21 3709HHIB, IepepaxoBaHuX y cTaTTax 3-5, 7, 8, 9.1.a 1a 9.1.c miei KoHBeHIIii;

- ¢T. 12. KopnopaTHBHa BiINOBiIaTbHICTh, TOOTO FOpHINTIHA 0ocoba MOITa HeCTH
BIOTIOBiIATEHICTE 3@ KpUMiHATEHE NPAaBONOPYIIEHH:A, BCTAHOBIEHE BINTIOBITHO IO
niei KonBeHnii, Ake OyIo BYHHEHe Ha il KOPHCTh Oyab-AKOH (Di3HTHOI0 0c0D00, AK
iHAMBITyanBHO, TAK i B AKOCTi JaCTHHH OpPTraHy TaKoi IpHINIHOI 0co0H.

OxpiMm Toro, Taka (izugHa ocoba Mae 3afiMaTil KepiBHY Hocagy B paMKax
FOPUAHTHOIL 0cO0H, B CHITY:

a. TOBHOBaXeHb IPeICTABIATH 110 FOPHINTHY 0co0y;

b. oBHORAKeHE MPHIIMATH pillieHH: BiT iMeHi 1iei FopHIMIHOI 0cO0H;

¢. IOBHOBAKEHb 3TiHCHIOBATH KOHTPOT B PAMKAX i€l FOPHIHTHOT 0coBH".

- ¢T. 13. CaHxiiii i 3aX0dH — 3BepHYTa yBara Ha JBa acIeKTH:

Tlo-mepmie, KpHMIiHATBHI NPABONOPYINEHHS, BCTAHOBIEHI BiONOBITHO 1O
crareii 2-11, xapamHcAd e(EeKTHBHHMH, IPONOPHIMHEMH 1 TepeKOHIHBHMH
CAHKITAMH, BKIOYAI0TH 1030aBTEHHA BOI;

" KoHBeHIlg npo KibepsaounnHIcTs - Koneermia Pagm €gpomm six 23.11.2001 : cTraHOM
Ha 7 Bepec. 2005 p. URL: https://zakon rada gov.ua/laws/show/994 575#Text (nata sEepHeHH::
15.02.2026).

¥ Tam camo.
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Io-apyre. OpHANTHI 0coDH, AKi HeCYTh BiANOBiZaTbHICTH BiATIOBiTHO JO CTATTi
12, xapamuca eheKTHBHHMH, NPOMOPHIHHHUMH i IIepeKOHIHBHMH KPHMiHATbHHMH
200 HeKpUMiHATEHUMH CAHKIIIAMH a00 3aX0IaMH, BKIFOYAKTH IDOIIOB] CaHKIIIL.

TakuM 9HHOM, MOJKHA Bi3Ha9HTH, o y YacTHHI 1. MatepianbHe KpHMiHaTbHE
npaso KoHBeHIIil BH3Ha9eHO JifHHA, 3a MOBHHHA HACTaBaTH KpHMiHanbHA BiATIOBi-
JameHICTE. OKpiM TOro, BH2HAYEHO OCOOIHBOCTI KpHMIHATBEHOI BiINOBIZamBHOCTI
y CHiBY9acTi 3a Taki JifHHA, NOKapaHHA 11 (i3HYHEX Ta IOpHINYHEX ocib. Taxox
MH TIOTOIKYEMOCH 3 THM, IO piBeHb MOKIHBOCTel, AKi OTPHMYIOTh 3TOBMHCHHKH, I
TeHIeHIiA 00 30inbIIeHHA KiTbKOCTI 37M0YHHIB y cepi KOMI'IOTepHHX iHGopMa-
HiffHEX TeXHOIOTiH CTAHOBIATE 3arpo3y He JHIIe IeMOKPAaTHIHHM IepeTBOpPeHHAM
Ta po3BHIKY iHGopMamiliHoro cycminbcIBa B VKpaiHi, a I HamioHambHill Oesmemni
3aranoM .

2. Kidep3/109HHHA: NOHATTH TA BHAH KPAMiHAJIbHAX ONPABONOPYIIEHD

AHami3yloul NoTokeHHA KpHMiHATBHOTO KOZeKCY VKpaiHH 3ayBaAKHMO, IO
TNOHATTA «KiOep3modMHHM», «KiOep3moIHHHICTR», «KOMI'IOTepHI KpHMiHATBHI
TpaponoOpylIeHHs» a00 «KpHMiHATBHI IpaBOMOpYINEeHHSA v cdepi iH(opMaiiHm
TeXHOJOTiil» He BperyIpoBaHo. OKpiM Toro, Ii AediHimnii He 3HAIMITH 0JHOHATHOTO
tdopMymIOBaHHA H YV Ipamfgx BYSHHX, fAKi TAKOK IPONOHYIOTBCA Di3HI KpHTepii
KIacHOiKamii Takux KpHMiHATbHO IPOTHIIPABHHX JifHE.

Tax, HaOpHKIad, [ia KiOep3TodHHHICTIO NpPOMOHYETBCH PO3YMITH CYKYIHICTh
MPABOIIOPYIIEHE, CKOEHHX YV «KifeprpocTopi» 3a JIOIIOMOTON KOMITFOTEPHHX CHCTEM
abo KOMII'IOTepHHX Mepexk, a TaKOoXK IHIMMX 32acoliB IOCTyIy o KibepmpocTopy,
B paMKaxX KOMIT'IOTepHHX cHcTeM afo Mepex, a TaKOK IPOTH KOMITIOTEPHHX CHCTEM,
KOMIT FOTepHHX MepesK Ta KOMIT FoTepHHX Jarux ', HaToMicTs iHmi BueHi CTBepIKYE,
o Kibep3modnHHICTE — e CYKYNHICTh 37I09HHIB, IO BUHHAKOTRECH V BipTYaTbHOMY
TIPOCTOPi 3a JONOMOIOK KOMITIOTEPHHX cHCTeM afo depe? BHKOPHCTAHHS KOMIT'IO-
TepHHX MepeXk Ta IHNMX 3aco0iB JOCTYIy OO0 BipTyamlbHOTO HpPOCTOPY, B Mekax
KOMIT FOTePHHX Mepeik, a TAKOK IIPOTH KOMIT'FOTEPHHX CHCTEM, KOMIT IOTePHHIX Mepex
i KOMIT’FoTepHuUX JaHuX . I. I. BacHIBKOBCHKHIE BizHATAE, IO KiGepa/IoaHEHICTS (260
«370YHH 2 BHKOPHCTAHHAM KOMIT'FOTePHHX TeXHOMOTiH») — [l eKOHOMIdHHH 3709HH,
CKOEHHI 3 BUKOPHCTAHHAM 00YHCIIOBATLHOI TEXHIKH Ta Mepexi InTepHeT. ITpuKiami
KiOep2mogHHHOCTI MOKYTE OVIH PpI3HHMH: pOMOBCIOIKEHHA BipyciB, He2aKOHHE
BHBAHTAKSHHA iH(opMamii, GimMHT i (apMiHr, a TaKoK pO3KpagaHHA OCOOHCTOL
indopMarii (HampHKIal, PpeKBi3HTiB OaHKIBCBKHMX paxyHKiB). Jlo miei KaTeropii
BiTHOCATE TLTBKH Ti €KOHOMIdHI 37TO9HHH, B AKMX OCHOBHHM (A He JONOMiKHUM ado

® Dulepa V.P. Criminological characteristics of cybercrime. Juridical scientific and
electronic journal. 2021. No. 11. P. 592-595. DOI: https://doi.org/10.32782/2524-0374/2021-
11/147 (date of access: 17.02.2026).

" Shak R. Concepts and Types of Cyber Offenses in Criminal Law. Visnik Nacional ‘nogo
universitetu «Lvivska politehnikay». Seria: Uridicni nauki. 2024. Vol. 11, no. 44. P 325-335.
DOI: https://doi.org/10.23939/1aw2024.44 325 (date of access: 14.02.2026).

" Tomima BB., Tomoskiz B M. KpmMinomtoris: 3aramesa Ta OcoblIHBa UACTHHH. HABY.
mocidH. Xapkis - [Ipaso, 2014. 284 c.
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CYIIYTHIM) iHCTPYMEHTOM CKO€HHS 37I0YHHY € KOMII'FoTep, IHTepHeT ado eleKTpoHHI
Hocii indopmarti Ta mpucTpoi’’.

CaMe ToMy MoikHa moroiuTHcs i3 C. B. Kop3yH, fKa Bin3Hadae, IO MOHATTA
«KiDep3IoIMHHICTE» Mae€ ©OaraToBeKTOpPHe pO3YMiHHA, Mo o0O0yMOBIeHO Horo
MONIHPEeHICTI0 B Pi3HMX cepax CYCHiTBHHX BiTHOCHH (6KOHOMIidHAa CHCTeMa,
MOTiTHYHA CHCTeMa, MiKHADOIHI BiTHOCHHH, coOlliadbHa cdepa), pizHOMAHITHHMH
HacIiTkaMH (€KOHOMIidHI, COIiambHi, TIOICEKi JKePTBH, NCHXONIOTIYHI Ta iHmi) Ta
BILTHBOM HA HalliOHaTbHY Oe3lleKy (iHdopMariiiHy, Oe3meKy JepKaBHOTO KOPIOHY,
TOMTHYAY, eKOHOMITHY, eHepIeTHIHY, IPOIOBOIEIY Ta inmi) ",

I1To ;X HOpMAaTHBHOI'O BH2HAYEHH, TO, 20KpeMa, vV 3aKoHi YKpaiHH Bil 5 KOBTHA
2017 p. Ne 2163-VIII «IIpo oCHOBHI 3acamu 3abe3NedeHHA KibepOeanexkn VipaiHm»
BiI3Ha49eHo, mia KibepamounHOM (KOMI'IOTePHMM 31I0YHHOM) CIiI PO3YyMITH
cyclimeHO HebemedHe BHHHe [ifHHA Y KiOepmpocTopi Ta/abo 2 iioro
BHKOPHCTAHHAM, BiINOBiZaTpHICTE 3a fAKe NependadeHa 3aKoHOM VYKpaiHH Ipo
KPHMiHATBHY BiANOBiZampHiCTE Ta/ado fKe BH3HAHO 3T0YHHOM MIKHApOIHUMH
JoropopaMu Vipaimn ¥, Takuit mizxin 3akoHOZABIA CBITIHTH TPO BHKOPHCTAHHS
TepMiHIE «KiDep2l1odHHH» Ta «KOMII'IOTepHI 37T0YHHH» AK CHHOHIMIB. Ane, fAK
BBaxae O. 1. JIeHBKOBHMY, HEJONIKOM BKAa3aHOTO 3aKOHOIABYOTO BH2HAYEeHHA
Kibep3mo9HHHOCTI (TaK caMo fK 1 BH3HAYeHHS 3M0YHHHOCTI B MeXKaX CTATHCTHIHOIO
miaxony) € Te, IO BOHO BimoOpaskae HE CyTHICTH Ta 3MicT HOHATTA (ToOTO
CYKyTIHICTh HOTO iCTOTHHX, HeoOXiTHHX i JOCTaTHIX O3HAaK), a Horo obcar (TodTo
BKazye Ha 00'€KIH, #AK 3a METOJONOTiYHHMH IiJXOJaMH JOKIPHHAIbHI
KpHMIHOTOT{YHI BH2HAYeHHA KiOep2lM04HHHOCTI BUXOJATE 3 TOrO, mo el BHI
3TOYHHHOCTI € CYKYIHICTI0O KpUMIHATRHHX MpPaBONOPYIIeHb, iX apudMeTHIHOH
cyMoro. Pi3HATECA BOHH Y TOMY, fKi caMe KpHMiHATEHI IpaBONOpYIIeHHA HOTpidHO
BKIIOYaTH B 0OCAT LBOTO IOHATIA, TOOTO fAKHMH O3HAaKaMH XapaKIepH3YeTIbCH
Kifep3mo4HH AK OIMHHYHHI eIeMeHT BKa3aHOi CyMH, 9HMM BiH BiOpisHAETBCA BiI
iHIMNX BHAIB KpUMiHATHHHX NPaBONOPYIIEHb B

M. HO. SummmH BHOKPeMTHOE Taki KpHTepil, #Ki [J03BONAIOTE BYEHOMY
y3aranbHHTH OCHOBHI KBami(ikauilini o3HaKH KiOepHeTHIHNX 37I0THHIB AK OCHOBH iX
KrTacHpikamii:

! Bacumskoscpkuit 1. I TIOHATTA «KiDepsIOTHHHICTE» Ta «KIDpP3TOUHMHM» CTaH Ta
CIUEBLTHOIIEHHE. MiXCHAPOOHUL HOPUOUNHULL EICHUK: aRMYaTbal NpobleMu  CyHacHocmi
(meolgix ma nparxmura). 2018. Bam. 1-2 (10-11). C. 276-28.

* Kopsya C. B. TTongTiHHO-KaTeroplanbHAH anapaT Jep:XaBHOI KPHMIHATBHO-IPABOBOT
NOMTHKH NpoTHAH KiOepsmounHas. ExoHoMixa, YNpaslinia ma aouminicmpysasua. 2025.
Ne1(111). C.131-145. DOI: https://do1.org/10.26642/ema-2025-1(111)-131-145  (gara
3gepHenHa: 17.02.2026).

" IIpo ocHOBHI 3acamy 3abesmedeHHs KibepOesmekH VEpaiddm @ 3akoH VEpaiHH Bif
05.102017 Ne2163-VIII: cramom Ha 193wosT. 2025 p. URL: hitps://zakon rada gov.ua/
laws/show/2163-197Text (mata spepHenna: 17.02.2026).

* Ki0epsToTMHHICTS TA @IeKTPOHHI J0kasH = Cybercrime and digital evidence : Hasw
nociorek / [b. M. T'omoekis, O. 1. Jesskosmg. B. B. JIymux, JI. M. IlexaH] ; 3a pen. KaHI.
H0pHI. Hayk, Jon. Omera JIeHbKOBHY, 1-p mpasa, mpod. Tadpiene ITvensuep. ETeKTpoR. BHI
JIeeie : JIHY 1im. Isama <Ppamka, 2022. 298 c¢. URL: https:/law Inu.edu.ua/wp-
content/uploads/2023/08/Cybercrime-and-Digital-Evidence.pdf (zata speprenma: 17.02.2026).
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1. Kiep3mod9HHH, 10 BHHHKIH B pe3yIbIaTi CTBOpeHHA i mommipeHHa IKT, Ta
3aBJAal0Th ~ IKOAY  yJacHHKaM  KifepmpocTopy — HLIAXOM  IOpyIUeHHS
KoH(ineHmilHOCTI, HimicHocTi Ta mocTymHocTi IKT. Jlo IbOro BHAY 3TOYHHHHX
IifHp BiTHOCATHCA: HE2aKOHHHI JOCTYN; HelerantbHe NepexoIUIeHHs; BIPYJaHHA B
IaHi; BIpy4aHHA B CHCTeMY; 370BKHBAHHSA IPHCTPOAMH.

2. Tpamumiliai 3mo4nMHM, BYHHEeH] 3 BuKopucTaHHAM IKT: TepopmaM; minpobka;
maxpalicTBO; TNepeclioyBaHHA, BHMAaraHHs, NOPYIIeHHA IIpaRa iHTEeNeKTYaTbHOL
BI4aCHOCTI Ta iH.

3. Kibep3modMHH, IO TMOB’A3aHi 31 CTBOPEHHAM Ta pO3MOBCIOIAKSHHAM
HeNneratbHOTO KOHTEHTY 3a pmomomoror IKT. o miel IpynmH 37M0YHHHHX JiSHEB
BigHOcHMMO Oydp-fiki DHGpoBi omepamii i3 3abopoHeHON0 iH(OpMamicro, AKY
CTAaHOBHTB THTAYa MOpHOTpadif, pacHCTChKHI Ta KceHo(hOOHHI MaTepianl Tomo ™ .

Ane A. B. Bopoeuk 1a I. M. KONOTYH BBaXAarOTh, IO OCHOBHOI CYTHICHOH
03HAKOI Kibep3nodmHy € Te, IO I JifHHA, caMa MOAIHBICT BYHHEHHS AKOIO
BHILUTHBAE 3 OCOOMHMBHX MOMIIHBOCTelH iH(opMamiiiHo-TeneKOMyHIKaIiliHHX TexHo-
TOTiif, fKi BHKOPHCTOBYIOTECS [T 3BTAHHS KM CYCTILTHHIM BiTHOCHHAM' .

Taxi pi3Hi DIXOOH INOJO BH3HAYeHHA O3HAK KiOepamodHHIB 03BOIAIOTH
BiI3HAYHTH, IO OO0 OCHOBHHMMH iX BIACTHBOCTAMH, HA HANly OyMKY, € BYHHEHHS
mismHg v KibepmpocTtopi abo i3 zacTocyBaHHAM iH(OPMAIiTHO-KOMYHIKAIIHIX
TeXHOIOTiH; BHKOPHCTaHHA clelH(idaMX crmocobiB peamizallii KpHMiHATbHO MPOTH-
NpaBHOTO HaMipy (HeCaHKIIOHOBAHOTO HOCTyIy, BIPyYdHHA B pOOOTY CHCTEM,
IIKiTTHBe NporpamMHe 2abe3nedeHHs, MAHITYIIOBAHHS JTaHHMH, COLIATRHA iHAeHepis);
CTIPAMOBAHICTE MOCATAHHA Ha iHdopManiro, muQpPOBi pecypcH Ta iHQPacIpyKIypy;
aHOHIMHiCTH 200 ICeBI0AHOHIMHICTE CyO’€KTa; TPaHCHAIIOHATEHHI OpraHizoBaHHI
XapakTep TakMX KpUMiHATEHHX I[IPABOMOPYILEHB, BHCOKHI piBeHb IATeHTHOCTI Ta
CKIAHICTE iX BHABTEHHA i JOKA3YBaHHA YV KPHMiHATEHOMY IIPOBALKEHHI.

OKpiM Toro, 3BepHeMO yBary H Ha Te, IO B OCHOBY KiIacHDiKamii Kibe3noIHHiB
BUSHI MPONOHYIOTE Pi3HI KpHTepil, BpaxoBVIOYM, V TOMY 4HHCHIi, i NOIOXKEHHA
MiKHApOOHOTO KpHMIHATBEHOTO MpaBa. Tak, Hampukiag, JI. 1O. JIpioxakoea,
O.O.TopimAili Ta M. M.TapaHeHKO IOCTLKYIOUH NHTIaHHA e(eKTHBHOCTI
NIpaBOBHX MEXaHI3MIB 3amo0iraHHs KibepamoduHHOCTI B VKpaiHi BiT3HAad9aroTh, MI0
BiINIOBiTHO 70 MIKHAPOOHHX MiAXOMiE Kibep3ModuHHM NONINAIOTBCA Ha KilTbKa
OCHOBHHX KaTeropiii:

- 3NMOYHHH NPOTH KOMII'FOTEPHHX CHCTeM (HANpHKIal, HecaHKIIOHOBaHHIH
JOoCTyT Jo iH(opMarii, il 3SHUINeHHA 90 MoIHbikalis);

- 3I0YMHH 3 BHKOPDHCTaHHAM iH(QoOpMAamifiHMX TexHoMdorili (maxpaficTBo,
PO3MOBCIOKEHHA  INKIUTHBOTO  IIPOTpaMHOrO  3a0e3nedeHHd,  BHKPAIeHHA
TepcoHATEHOI iHhOPMATIil);

' Arpmma M. 10. Kpmvisanizania KibepsIodseIB V MUKHADOIHOMY [IPABi: NOPIBHAIEHEGH
aHams. Popyu npasa. 2018. T.53, Ne5. C.92-99. DOI: https://doi.org/10.5281/zenodo.
2009191 (aata seeprerns: 14.02.2026).

Bopoeek A. B. Kibepsmoumsau B VEpail (KpHMIHATBHO-TIPABOBC XapaKTEpPHCTHKA) :
Hagy. mocid. JIynexk - Bommmsllomrpad, 2019. 304 c.
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- 3[09YHHH, NOB’fA2aHi 2 KOHTeHTOM (KibepTepopHzM, pONOBCIOIKEHHA
He3aKoHHOI iHGopMarnii, 30KpeMa MponaraHIH HAcHIbCIBA abo OHTAY0I MHOPHO-
rpadii) %

Hatoumicts B. I'. KyHaeyc NponoHye KIacHDIKyBaTH 3a TAKHMH BHIAMH 3a71€KHO
Bi 00’€KTy MocATaHHA KiDep3I09HHH (KOMII'I0TePHI 3TOTHHH):

1) 3moumnHm, BuMHeHi y KilepmpocTopi Ta/abo 2 Horo BHKOPHCTAHHAM,
BiOTIOBidaNbHICTh 3a fAKi IepenbadeHa pisHMMH po3ditamu KK Vkpainm. Taxi
3TOYHHH IOCATAIOTH HA Di3HI 00’€KTH KPHMIHATRHO-IPABOBOI OXOpPOHH: OCHOEBH
HallioHaTbHOI Oe3MeKH, TPOMAIChKy Oe3NeKy, BiTHOCHHH ¥ cepi OXOpOHH IIpaga Ha
00°€KTH iHTeNTeKTyanbHOI BIACHOCTI, BIACHICTE, TOCTIONAPCEKI BiTHOCHHM, IIpaBa Ta
cBobomH Tomo. O3HaKOI0 BiTHeCeHHA IIHX 37T0YHHIB A0 KiOep3NIodHHIB € Te, 0 BOHH
BPIMHAIOTLECH 3 BHKOPHCTAHHAM CYYacHHX iHpopManifinux TexHonoriff i 3acobie
KOMIT'IOTepHOi TexXHiKH. HampHKman: BHKpaJeHHA PEKBI3HTIB IUIATUKHHX KapTOK
((imueEr, PiIMIHT, MIHMMIHT, CKHMIHI); He3akoHHI (iHaHCOBi omlepamii 2 BHKO-
PHCTAaHHAM IIIATIKHHX KapToK a0o iX pekeizuTiB, AKi He iHinifioBami ado He
migTBepKeHi ii BracHHKOM (KapiHT); 3aBONOAIHHA KOIITAMH depe3 (IKTHBHI
InTepHeT-MarasHHH, IHTepHeT-ayKIioHH, calfTH Ta iHmI 3aco0H TeleKOMyHiKamii
(oHnaiin-maxpaiicTEO); MOpYIIeHH: ABTOPCHKOIO Ipaea i CYMUKHHX IIpaR IITAXOM
He3aKOHHOTO PO3MOBCHKeHHS MPOTPaMHNX INPOIYKTIB gepe3 KOMIIF0TepHI Mepeki
(mipaTcTRO) TOMIO.

2) 3mounHH V cdepi BHKOPHCTAHHS elIeKTPOHHO-00THCIIOBATEHHX MAITHH
(xoMII'10TepiB), cHCTeM Ta KOMII'IOTePHHX MepeiK, o nependadeHi Pozmimom XVI
KK Vkpainu. O3HaKOK BigHeceHHA LIHX 37T0THHIB 10 KOMII'FOTEPHHX € Te, IO BOHH
MOCATAaOTe Ha BiTHOCHHH, IO BHHHKAIOTh y cepi BHKOpHCTaHHA eNeKIPOHHO-
009IHCIIOBATEHHX MaIlHH (KOMITI0TepiB), CHCTeM Ta KOMII'IOTepHHX Mepex 1 Mepex
eneKIposB’ﬂsRylg,

Alle € OOCHiTHHKH, fKi He BHOKPeMIIOIOYH KpHTepii (micTaB) II1 KIacH-
(ikanii Kibep3noaHHIB, MPOCTO HAJaroTh iX Mepemnik. Tak, Hampukiaad, H. B. CaBayk
HAaBOJHTh PefTHHT HalbiNbII cyTTEBHX KiGep3TodHHIB:

- (hanBINIB] paXyHKH Ha OILIATY i2 IHTepHeT-MarazuHy (MmigpoOieHi paxyHKH, AKi
PO3CHTAKTECA eTeKTPOHHO IOIITOR, MICTATH NOCHTAHHS HA MIKITIHE] IPOTpaMit);

- (hanBINIB] TOBiTOMIEHHS NIPO TOCTABKY TORApY (37I0YMHII 9aCTO BHIANOTE cede
33 NONyApHI IOMTORI CIyx0M Ta pO3CHAATL NHCTH, AKI Mid NPHKPHTITAM
TIOBiTOMIEHHA MiCTATE BIpYCH);

- QIOIHAT — 23BONONIHHA TITATLKHHMH OCOOHMCTHMH [JaHHMH KOpPHCTYBadiB
oIIaxoM o0MaHy Ha Mmaxpalickke iX BHKOPHCTAHHS, IIO IIOB’S323aHO i3 eleKTPOHHOI
KOMepIIi€1o;

¥ Ipmxakosa [, }O., Topimmiit O. O., Taparerko M. M. OnisKa eeKTHEHOCTI IPABOBHX
MeXaHI3MIB 3amo0iraHHd KiDepsnouHHHOCTI B YEpaimi. 2025. URL: https:/doiorg/10.5281/
zenodo.15074665 (mata seepreHES: 14.02.2026).

'* Kynaeye, B. T TIoHSTTS Ta BHAM Kibep310aHHiB. Jepxcasa i s1o0uusnicms. Hoei uxauxu
€ enoxy noecmuodepHy: 30. Tes JOIL HaVK.-NPAKT. KoH. IPHCBAY. IaM 4T1 Bille-IpesHAeHTa
Kpumisogoriusoi acomanii Yipaias, npodecopa O.M. JIursaka (M. Xapkis, 23 xsiT. 2020 p.) /
MBC Vkpainn, Xapkie. Harl. VH-T BHYIP. cnpas ; Kpauinon. acon. Vipaian Xapkis : XHVBC,
2019.C. 44-45.
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- KpaJikka ocoOHCTHX JaHHX Jepe3 (aiblIHBe aHKeTyBaHHA (KOPHCTYBadi, fAKi
THOOIATE 24NOBHIOBATH Pi3HOTO POXy aHKeTH B OOMIH Ha pi2HI HOJapyHKH,
TIOTPAILIAIOTE J0 TPYIH PH3HKY);

- KOMIPOMEHTYBaHHA NOMYyIApHHX Bed-calTiB (KiDep2nmodMHII AaTakyloIb Ti
caliTH, AKi BifBidye HalibiTbIa KiTbKiCTh KOPHCTYBadiB);

- BiAllpaBIeHHA pe3yIbTaTiB MOMIYKOBHX 3alHTiB (KOPHCTyBadaM pPO3CHIANOTHCH
TIOCHTAaHHA Ha Be0-caliTH OpH BHKOPHCTAHHI AKHX KOMII'IOTep OTIpPHMYE Bipyc, IO
TIPH3BOIUTE 3HAYHHUX 30HTKIB);

- BipyCHA peKiaMa;

- HeOe3nedHi IPHBITATBHI MHCTIBKI;

- migpodneHi cafiti dnaroniitHux GoHIIR;

- MIaXpaicTBO Ha pO3NPOJaXy (BiABLIABIIH calT KOpHCTYBadi, KIKHYIIBH IIO
danepHill peknaMi JemeBoro MoOinbHOTO TeledoHy, CTAIOTh AKepTBaMH IPOrpaMH —
TPOSHCEKHIT Kij}zo.

V mocnimxenHi «Cyber crime: A review of the evidence» Dr. Mike McGuire
(University of Swrey) T1a Samantha Dowling (Home Office Science)
BHOKPEMTIOITE!

- Kibepzanexsi 37109MHH — Ilé NPaBONOPYIISHHA, fAKi MOKYTh OyTH BYHHEHi
JHITle 33 JOMOMOTOK KOMII'FOTepa, KOMITI0TepHHX Mepex abo inmoi dopmu IKT.
ITi gigHHSA BKIFOYAIOTE HOMIHPEHHA BipyciE Ta IHIIOT0 MIKITTHROIO [IPOrPaMHOTO
3a0e2redeHHsA, XaKepCcIBO Ta PO3IOIiNeH] aTaKy THITY «BiIMOBA B 0OCIYTOBYBAHHI»
(DDoS), T00TO DepeBaHTAXKeHHA I[HTepHeT-cepBepiE 1A BHBeJeHHA 3 Iamgy
MepekeBoi iHGpacTpykTypu abo Beb-cafiTie. KibepzamexHi 2M049HMHH — Ie, Hepil
3a Bce, JiAHHA, COpAMOBaHI IpPOTH KOMII'HOTepiB alo MepeXeBHX pecypciB, Xoda
aTaKH MOKYTH MaTH i BTOPHHHI HACIIIKY, TaKi AK MIaxpaiicTro.

- KibepamogmHn — e TpaiHiiiiHi 3709HHH, MacmTa0 ab0 OXOIIeHHA AKHX
301IBIIyIOTECS 3aBIAKH BHKOPHCTAHHEO KOMIT'FOTepiB, KOMII'FOTEPHHX Mepeik
abo immmx IKT. Ha BimMiHy Bin KifepsalekHHMX 370YHHIB, iX BCe Ie MOXKHA
BUHHATH Oe3 BuKopHcTaHHA IKT. TakuMH THIAMH KiOep2I0dHHIE €:

maxpaticTeo (BKIH0YaK0TH MacOBHI MApKeTHHT, (DIMTIHTOB] eeKTPOHHI THCTH Ta
iHIIi BHAM maxpaiicTea; MaxpalicTBo B OHIaliH-0aHKIHTY Ta eleKIpOoHHiH KoMepii);

Kpamika (BKIFOYAI0TH KpamiKKy ocodHucTol iHdopMalii Ta JaHWX, OB A3aHUX
iz izenTHiKAIi€0);

CeKCyanbHI 3M09HHH IpOoTH miTeif (Bmpqamm IpyMIiHT i cTBopeHHA Ta/abo
PO3MOBCIOIKeHHA CeKCyalbHHX 300pakeHb) = .

OTke, NpoBeIeHHH HaMH aHaTi3 IMOJO NOHATTH «KiDep3TOUHHIB» Ta BHIIB
KPHMIHATBHAX TIPABOIIOPYIIeHb, JO3BOJAIOTE 3pOOHTH BHCHOBOK, IIO TIOHATIA
«KiDepnpaBONOPYIIeHH» BiToOpakae MMHPOKHH CIEKIP CYCHiTbHO HeOe3meTHHX
JifHb, HI0 3HiHCHIOI0TECA B KiGepIpocTopi 3a JOIOMOI 0K KOMIT FOTepHHX CHCTeM Ta
Mepex. CydacHe po3yMiHHA KiOep3mO9MHHOCTI CTAHOBHTE He IHINE TpaguiiiiHi

¥ Capuyk HB. Kibep3I0WMHHICTB: 3MICT Ta MeTOAH  bopotsoHm.  URL:
http://tppe.econom univ kiev.ua/data’2009_19/zb19 48 pdf (mara seeprenna: 18.02.2026).

! Dr. Mike McGuire, Samantha Dowling. Cyber crime: A review of the evidence / Summary
of key findings and implications. Home Office Research Report 75. October 2013. URL:
https://assets publishing service gov.uk/media/Sa74fc06e5274a59fa716800/horr75-summary pdf
(mata sBepHerHs: 18.02.2026).
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[IpaBOMOPYIIEHHA, adalToBaHi 70 MH(QPOBOTO CepeIoBHINa, ale i 3M0UHHHI mii, AKi
CTaTH MOMKIHBHMH 3aBIfAKH HOBITHIM TexHonorifM. Lli mpaBOmOpYyIIeHHA MaroTb
pizHOMAHITHHH XapakTep 1 00’€KT BIUINBY, OXOIUTIIYH BiI NOpPYIIeHB
iHpopManiligoi fe3mekH 10 maxpaiicTe Ta kidepaTak. HayKoBIi Ta [IpaBO3aXHCHUKH
BKHBAIOTH Pi3Hi TePMiHH IUIA ONHCY IMX IPaBONOPYIIeHb, 30KPeMa «KOMII'IOTepHI
MIPABONIOPYIIEHHA», «KiOepIpaBONOpYIIeHHS» Ta iHMI, KOXKEeH 3 SKHX Mae€ CBOHO
cnenudiKy Ta 3Ha4eHHS 3aieKHO Bil KOHTEKCTY. BiIMIHHOCTI y TpakTyBaHHI IHX
MIOHATh HETATHBHO BIUIMBAIOTh HA 3aKOHOAABYi Ta NMPAaKTHYHI acTeKTH MPOTHIil
kiGepmparomopymerssM 2.

OKpiM Toro, Ha MiAcTaBi IpoBeJeHOTO aHaNi3y ICHYHOYHX MiIXOMiB IIOIO
JediHimii «xibep3noIHHIB», IPOMOHYEMO IIiJ Kibep3T09HHAMH PO3YMITH CYCIiTBHO
HeOesNmedHi OifHHA, N0 BYHHAIOTECA Yy IMbpoBoMy cepemoBHmi abo 3
BHKODHCTAaHHAM iHGOpMalifHO-KOMyHIKallifHUX MepeX, XMapHHX CepBicie =m
IHMMX  eldeMeHTiE  KibeplpocTopy, Ta  COpPAMOBAHHX Ha  IIOpPYIIEHHA
KoHGimzeHNiHHOCTI, HiTicHOCTi abo JoCTymHOCTI iH(GopMauii, MHAGPOBHX pecypciB i
TeXHONOTigHOI iH(QpPacTPYKTYpH, a TaKoX HA 2aBJaHHA MaiiHoROoi 3 HeMalHOBOL
MKoTH (izHYHEM 1 IOpPHIMYHHAM ocofaM, CycHinbeTBi ado depxari. V CcydacHHX
nposBax — Ki0ep3TOYMHHOCTI  XapaKTepH3VeThCA  AKTHBHHM — BHKOPHCTaHHAM
ABRTOMATH30BAaHUX AaTaK, IOITYIHOTO IHTENeKTy, TeXHOJOTiH cOINanbHOI iHAeHepii,
KDHIITOBATIOTH, YpPa3dHBOTO MPOTpaMHOro  3a0e3medeHHH, IO  3YMOBIHOE
TpaHcGhOpMallilo AK cIocid BUMHEHHS TaKHX KpHMiHAThHHX IIPaBONOPYIIeHb, Tak i
MeXaHi2MiB iX IpoTHIii.

3. ImnnemenTanis noao:xkens Konsennii Pagn €sponn npo
KiGep3mounHRAicTh B KpaMiEaIbLEEE Kogeke VKpaian

SIK creepmxye B. T. Kynzeyc, nomiTHka B cepi npoTHmii KibepanodHHHOCTI
37iHCHIOEThCA Pi3HOMAHITHHMH 3acobamvu. Halibinell eeKTHBHHMH Yy CHCTeMH il
MPOTHIil 2aTHINarOTECA 32aco0H KpPHMIHATEHO-IPABOBOIO BIMMBY. JIiATRHICTE
3 IpOTHIIl Kibep3modHHaM 3aco0aMH KPHMiHaTbHO-TIPABOBOTO BILTHBY IPDYHIYETBCA
Ha IX KpHMiHamizamii. XodYa MOHATIA «KiOep3ModHHHICTE», «Kibep3moIHHHY
BHKOPHCTOBYETbCA AK Y MiKHApOTHOMY, TaK i y HaliOHaTbHOMY 33aKOHOIABCTBi,
Kpuminameauii Komekc (Jami — KK VKpaiHH) He MIiCTHTb BH3HA9eHHA MOHATTA
Kifepamodmnuy>.

AHami3 HayKoBHX MyOIiKaliff modo iMIneMeHTalii MONOXKSHb MiIKHapOTHO-
IIPAaBOBHX aKTiB IMOZO HpoTHIil Kibep3modmHaM BKasye Ha Te, IO IHCKYCIHHHM
MUTAHHAM 3aTHITA€ThCH BH2HAYEHHA [epeliKy MIKHAPOIHO-IPABOBHX AKTiB, AKi
PeTyIIOOTh He NHTaHHA. Tak, HampHkiag, O. M. JKepebenp CIBepIKye, IO
[IeHTpaTbHe Miclle Ha HalliOHATHbHOMY DiBHi B MeXaHi3Mi IIpaBOBOTO peTyIIOBaHHA

* Shak R. Concepts and Types of Cyber Offenses in Criminal Law. Fisnik Nacional nogo
universitetu «Lvivska politehnikay». Seria: Uridicni nauki. 2024. Vol 11, no. 44. P. 325-335.
DOI: hitps://do1.org/10.23939/1aw2024.44 325 (date of access: 14.02.2026).

* Kynzeye, B. T TIoRATTA Ta BHAH Kibepsnounnis. Jepxcasa i s1ouunnicmy. Hoei suxiuxu
€ enoxy noecmuodepHy: 30. Tes JOIL HaVK.-NIPAKT. KoH., IPHCBAY. [aM 4Ti Bille-TpesHAeHTa
Kpumisonorigsoi acomanii Yipaias, npodecopa O.M. JIureaka (M. Xapkis, 23 xsiT. 2020 p.) /
MBC Vkpainn, Xapkie. Hall. VH-T BHVIP. cnpas ; Kpauinon. acon. Vipaian Xapkis : XHVBC,
2019.C. 44-45.
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DopoTEOH 3 TAKHMH 3I09HHAMH 2aiiMaroTe HopMH: €pponeiicekoi KoHBeHIII npo
B3a€MHy IIPaBOBY JONOMOIY y KpHMIHATbHHX cIpaBax 1959 p. (patudikopaHa i3
3acTepeXeHHAMH 1 32asgBaMu 3aKoHOM VEKpainu iz 16.01.98 p. Ne 4498-BP),
KonmBennii Pagu €BpomH npo Kidep3modmHHICTE Bim 23 mHcTomamy 2001 p.
(patndikoBaHa i3 3acTepeXeHHAMH i 2agpaMH 3aKoHOM VKpainu Bix 07.09.05 p.
Ne 2824-1V), Koneernii Opranizanii O6’enqgannx Hamiif npoTH TpaHCHaNiOHATHHOL
OpraHi3oBaHOI 3IT0YMHHOCTI BiZ 15 mucTomaza 2000 p. (parudikoBaHa i3
3acTepeXeHHAMH 1 3adBaMH 3aKOHOM YKpaiHH Bin 04.02.04 p. Ne 1433-IV), 3aramsHi
Ta crenianbHi HopMu KK VipaiHl, fki mependadaroTh 9HCICHHI KOHBeHIINHI Ta
anbTepHaTHBHI KOHBEHIAM CKIadd KpHMiHAdbHUX IIPaBONOPYINSHb, MIO
BUHHAIOTHCA B 06CTaHORMI KifepnpocTopy 2. HaToMmicTs iHmi BKa3yi0Th, MO 10 MHX
MIKHapoJHHX aKTiB BigHocAThcsa: 1) KoHBeHNiA npo KiGep3modHuHHICTE Pamu
€ppony, mpuiiHgra 21.11.2001 p. 1a JomaTkoeuil mporokon Bim 28.01.2003 p.
(mami — ByznanemTcbka KoHBeHINs); 2) KoHpeHNis npo 0opoTedy i3 2M04YHHAMH Y
cthepi iHpopManifiHuX TexHomori JIirn apadCcEKHX Jepxae Bix 21.12.2010 p. (zami —
KonmBernia JIAJ); 3) Vroza npo cHiBpoOiTHHUIITBO B coepi 3adesnedeHHA
MikHaponHoi iHGopmanifinol Oeznexn Illanxatickkoi opragizaiii cmippoOITHHIITBA
BiZ 16.06.2009 p. (mami — Vroza IIIOC); 4) KoHBeHiA Ipo Kibepdesmeky i 3axucT
NepCcOHATEHAUX NaHuX Adpukadcskoro Corosy Bin 27.06.2014 p. (mami — KoHBeHmmis
AQ) 3 Taxox M. L Caenko, €. A. Cagena 1a HO. FO. TonongHCEKHI BEAKAKOTh, IO
IO TaKHX MIKHAPOJOHO-TIPABOBHX AKTiB BigHOCATRCH: KoHBeHIiA «IIpo
Kibep2/1o9HHHICTE», paTH(ikoBaHa vy 2005 p. ZepxaraMH Pamn €ppony Ta iHIIHMH
IepxaBaMu; JIoBigzHHK OOH i3 3amoiraHsd i KOHTPOMO 3TOYHHHOCTI, OB A3aHoi
3KoMI'roTepaMu, 1995 p.; KomeeHmito OOH mnpotH TpaHCHANiOHATbHOL
opraHizopaHoi 2modHHHOCTI, 2000 p.; MiniManeHMH CIOHCOK NPaBONOPYINEHE
y Oopotsbi 3 kibep3nomHHICTIO Wil chepi, NpuiHATHII €BpoNelichKHM KOMITETOM
3 IpoGiey 2nodmHHOCTI Pamn Cepomn v 1990 p. 26, OkpiM Toro, BHCTIORTIOETHCS if
Taka JyMKa, 0 Hai0imem BiToMHM MiKHApOIHHMM JOKYMEHTOM V IHifi codepi €
KonBenniga Pagu €BponH npo Kibep3modHHHICTS (Tak 3BaHa bByJamelIIchbka
KOHBeHIiA, fami — KOHBeHIi ), AKa cTanta 6a30BHM OPi€HTHPOM AIA 0araTbox KpaiH
CBiTy, 30KpeMa i VEpainn. IToganpIidil po3BHIOK HBOTO DOKYMEHTa BiToOpakeHO B
JonaTkoBoMy npoTokori 1o Konsenmii 2003 p., cipAMOBaHOMY Ha KpHMiHaTi3aliio
IifHb PAcCHCTICHKOTO Ta KCceHO(OoOCHKOrO XapakTepy, a TakoX Y JIpyromy
IOJAaTKOBOMY IIPOTOKOM 2022 p., AKHI VIOCKOHANHE MeXaHi3MH MiXHAPOIHOTO
CIiBpoOIiTHHNTRBA y cepi eNeKTPOHHHX IoKa3iB. BaroMuil BHeCOK y (hopMyBaHHA
eBponelchbKHX CcTaHOapTiB KibepOesneKkH 3poOIIH Taki akTH €ppomnelickkoro Comosy,
gk JlupexTHBa 2013/40/€C npo atak# Ha iHopMamniiiai cucTeMH Ta J{upexTHBa (€C)

¥ Zherebets O. Implementation of state policy in the field of combating cyber crime:
legislative aspect. INFORMATION AND LAW. 2021. No. 4(39). P. 129-134. DOI: htps://dot.org/
10.37750/2616-6798.2021.4(39).248834 (date of access: 14.02.2026).

¥ Fopmma M. I0. KpmviHamizanis KiOepaIOYHHIE ¥ MUKHAPOJHOMY NpaBi: NOPIBHATE-
HHH aHams. Popyu npasa. 2018. T. 53, Ne 5. C. 92-99. DOI: https://do1.org/10.5281/zenodo.
2009191 (gata seeprennsa: 14.02.2026).

* Saenko M. 1, SavelaE A Topolyansky Y. Y. International experience against cyber
crime and cyber crime. Uzhhorod National University Herald. Series: Law. 2021. No. 64.
P.386-391. DOI: https://do1.org/10.24144/2307-3322.2021.64.71 (date of access: 14.02.2026).

250

baltijapublishing.lv/omp/index.php/bp/catalog/view/733/19401/41912-1

258/406



15.10.26, 14:40 PDF.js viewer

2022/2555 (NIS2 Directive), Mo BH3HaJalOTh MekKi 3aXHCTY KPHIHYHOL
iH(popMatiiiHoil iHQpPacTPYKIVPH Ta B2aEMOII] MiX JepiXKapaMH-TIeHAMH.

CaMe TOoMy MOXKHa MoroguTHcA i3 P. B. 3axapeBHdeM, fAKHIl CTBepIKye, IO
ycminmHa fopoThba 3 Kidep2modnHAMH BAMATAE Bil yKPaiHCHKOTO 2aKOHOTABCTRA He
TiIBKH ONePaTHBHOTO pearyBaHHA Ha HOBI BHKIUKH, ane if 3al03H4YeHHA HalKpamux
MIPaKTHK MiKHapoJHOIo IpaBa Ta JOCBiAy MPOBITHHX KpaiH y ctepi KibepOesmekH.
IMmTeMeHTallif 3apyOiKHOTO HOCBiTy 1O3BOIAE He JHIIE MOIEpHi3yBaTH
HallioHaTbHy TIPaBOBY CHCTeMy, a H TapMOHI3yBaTH ii 3 MiKHapOIHHMH
cTaHIapTaMH, Mo € HeoOXimgHOI YMOBOK I edeKIHBHOI chiBmpami B 6opoTsbi
3 TPaHCKOPZOHHOKO Kiﬁepmoqmmicnoﬂ.

Tak, Oe3zamepedHo, MO B yMOBaxX MOBHOMAacIITaOHOro BTOpPrHeHHA Pociiickkoi
Defepallii Ha TepHTIOpil0o VKpaiHH, BaiJUIHBe 3HAUeHHA Mae caMe 3axHcT iHpopma-
mifinoi Oezmexu. V Crparerii kibepOeznexn VipaiHu 3azHadeHo, mo «Pocificska
Derepallis 3aTHINAETHCA OJHHM 3 OCHOBHHX IKepeld 3arpo3 HallioHaNbHIl Ta MiKHa-
pozHili KibepOesneni, aKTHBHO peanti3ye KOHIIEMIIO iH(pOpMallifiHOro MpoTHOOPCTERa,
OazopaHy Ha MO€IHAHHI OeCTPYKTHBHUX 1ifi y KidepmpocTopi Ta iH(opMmamniiiHo-
TICHXONOTITHHAX Omepallili, MeXaHi3MH AKOI aKTHBHO 3aCTOCOBYIOTBCA Y TiOpHIHIil BifiHi
npoTH VKpainH. Taka JecTpyKIHBHA aKTHBHICTh CTBODIOE pealbHy 3arpo3y BUHHEHHA
akTip KiOeprepopusMmy Ta KiOepmuBepciil CTOCOBHO HAIIOHATHEHOI iH(bOpMariiHOL
indpacTpyxTypm» 2. OKpiM ToTo, IIe TIOB’A3aHO TAKOXK 3 HEOOXINHICTIO rapMoHizamii
YKpaiHCBKOTO 3aKOHOJABCTBA 3 MIKHAPOIHHMH CTaHIapTaMH, 30KpeMa, I aJanTalieto
I0 BHMOT €Bporeiicskoro Corozy Ta KOHBeHII! Ipo Kibep3TodHHHICTE.

V mepmioMy MiApo3Iili HAmIOro JOCTIDKEHHS HaMH IIPOaHaTi30BaHO OKpeMi
nonosxeHHA KoHBeHIil Paqy €BponH Npo Kibep3TodHHHICTH Ta BU3HAYEHO Mepelik
IifHb, 3a fAKi 3a HalliOHaNbHHM 3aKOHOIABCTBOM IIOBHHHa OyTH mepexdadeHa
BiAMIOBiZANBHICTh. BBakaeMmo, IO TaKHil aHaNi3 IMOJ0 iMIIIeMeHTallii MOoNIoXKeHb
Korepernii v KpuMinaneHHH KoZekc VKpaiHH Haiikpame BimoOpazutH y Qopmi
Tabmumi 1.

PazoMm 2 THM, BpaXOBVIOIH monoxeHHs KoHBeHUii Pagu €Bponu mpo
KibepamounHHicTs, B. I'. Xaxanorcekiii 1a B. JI. T'aRIoBCEKHH, 10 KiDep2noduHiB
TaKOXK NPONOHYIOTh BiTHOCHTH: Iii, cIpAMOBaHiI HAa HaCHIBHHILKY 3MiHY 9H
noBaleHHSA KOHCTHIyHiffHoro magy abo Ha 3aXoNieHHS JepkaBHOI BIajH
(cT. 109 KK VEKpaiHH); NocsaraHHA Ha TepHIOPianbHY IiTiCHICTE i HeJOTOPKAHHICTE
Vipaian (cT. 110); mepxaBHa 3pafa (cT. 111); muBepcis (cT. 113); MMHIYHCTBO
(cT. 114); posronomeHHA BiZoMocTeH Npo INpoBedeHHS MEIMTHOTO OrI4Ay Ha
BHABIEHHA 3apa:keHHA BipycoM IMyHOAe(IIHTY MIOJHHH 9H iHINOi HEBHIiKOBHOI
indexuiiinoi xBopoOH (cT. 132); He3aKOHHE PO3TONOMIeHHA TiKapCBKOi TAEMHHIT
(cT. 145); HamaHHA HeImpaBOHBHUX BiZoMocTeil Jo opraHy BedeHHs Jlep:KaBHOTO

" ZakharevychR. V. Implementation of foreign experience info Ukrainian legislation on
combating cybercrime. Analytical and Comparative Jurisprudence. 2025. Vol. 2, no. 3. P. 372-376.
URL: https://do1.org/10.24144/2788-6018.2025.03.2.60 (date of access: 14.02.2026).

** ITpo pimenns Pany HaUiOHATEHOT Oesnexw 1 oboponn Ykpainw Bix 14 Tpasas 2021 poky
«[Ipo Crpareriro kiOepDesmexH Vkpaimm» : Vkas [lpesmzenta Vipaimm Bim 26.08.2021
N2447/2021.  URL: https://zakon rada gov.ua/laws/show/447/2021#Text (7ata  3BepHeHHST:
18.02.2026).
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Tabmumns 1

IMmaeMeHTaNisA DoJdokeHb KoaBeHNil Pagn €BponH Npo Kidep3iodIHHEHICTH
vy KpEMiBadbHHH KoJekc YKpaiHa

Konsennis Paxa €sponn
npo Kibep3T0UHHEAICTE

Kpuminaasani Kogexe YKpalna

Cmamma 2 — Hesaxonnuil docmyn
Koxna CropoHa EXHEaE Taki
3aKOHOARYI Ta 1HIMI 33XO0/TH, TKi
MOXKYTB OYTH HeOOXiTHHMH 111
BCTAHOB/ICHHA KPHMiHATBHOT
BLINOBiZATBHOCT] BLIMOBIAHO 0 iI
BHYTPIMIHEOTO 33KOHOJAECTEA 34
HABMHCHHH JOCTYII O L7101
KOMII'FOTEPHOI CHCTEMH 200 1i JacTHHH
0es npasa Ha ne. CTopoHa MoMe
BHMATaTH, mIo0 TaKe IPABONOpYyIIeHHA
0y710 BUHHEHE IUIAXOM IOPYIIEHHT
3aXO0JIiE DESHEKH 3 METOH OTPHMAHHA
KOMIT'FOTEPHHX JaHHX 200 3 {HIIo0
HEX0OPOCOBICHOK METOI0, 200 1o
BiTHOIICHHIO JO KOMIT FOTEPHO1
CHCTEMH, IIO€HAHO] 3 IHIIOK
KOMII'FOTEPHOI0 CHCTEMOIO.

Cmamma 361. Hecanxyionosane
SIMPYHAHHA 6 podomy
iHopMayifiHux
{asmoramuzoeanux), e1exmpoHHUX
KOMVHIRAYIIHUX, THYOPMAaYiliHo-
KOMYHIKAYIHHLUX CLUCMEM,
ENEeKMPOHHUX KOMYHIKAYIHHUX
Mepesic

Cmamma 163. Ilopywenna
MAEMAUYT TUCTYEaHH,
meneoHHUX po3yos, melespagHol
Yu iHwol KopechnoHdenyil, uo
NEPEOAIOMBCA 3ACO0aMU 36 AIKY
abo 4yepes komn romep

Cmamma 3 — Henezatbre nepexonienta
Koxna CropoHa BXHEaE Taki
3aKOHOMARY1 Ta 1HIMI 3aX0TH, AKi
MOXKYTh OYTH HEOOXiTHHMHE U711
BCTAHOBIICHHA KPHMIHATHHOT
BiIMOBIATEHOCT] BIANOBIIHO 10 11
EHYTPIMIHEOTO 33aKOHOJAECTEA 34
HABMHACHE [EPEXOIUICHHA TEXHITHHMH
3acodamu, Oes Ipaea Ha Iie, Iepenad
KOMIT' FOTEPHHX JaHHX, fAKi HE €
IIPH3HAYCHHMH UL [Ty OIYHOTO
KOPHCTYBAaHHA, AKi IIPOBOAATHEA 3, HA
200 ECepeIHHi KOMIT FOTEPHOI CHCTEMH,
BEIHYAI0YH eIeKTPOMArHITHI
EHIIPOMIHIOBAHHA KOMIT FOTEPHO1
CHCTEMH, AKA MICTHTB B c001 Taki
KOMIT'roTepHi gani. CTopoHa Moxe
BHMATaTH, OIod TaKe MPaBoNopyIIeHHA
0y7I0 BUHHEHE 3 HETOOPOCOBICHOI
MeTOH 200 M0 BITHOMIEHHEO J0
KOMIT'FOTEPHOI CHCTEMH, TIO€IHAHOI

3 {HIIOKO KOMIT'FOTEPHOI0 CHCTEMOIO

Cmamma 361. Hecanxyionosane
SMPVHAHHA 6 POGOmMY
iHgopmayiiHux
{asmoMamusosanx), e1exmpoHHIx
KOMYHIRAYIIALY, THOpMayiliHo-
KOMVHIKQUITHUX clcmeM,
ETEeKMPOHRUX KOMYHIKAYITHUX
Mepedrc

Cmamma 361-2. Hecanxyionosani
30V abo po3NOsCIOO0NCEHHA
iHgopMayii 3 odmesxceruM
JOCmYNoM, AKA 30epizacmbea

€ e1eKMPOHHO-00YUCTIOSATLHIX
MAWUHAY (KOMH ‘Tomepax),
ASMOMAMUIOEAHUX CUCHEMAX,
KOMMN TOMEPHUX Mepedcax abo

Ha Hoclax maxoi iHgopmayii

baltijapublishing.lv/omp/index.php/bp/catalog/view/733/19401/41912-1 260/406



15.10.26, 14:40

PDF.js viewer

TIponoB:xeHHA TabmHMi 1

Cmamma 4 — Bmpyuanua y oaui

1. Kowna CTOpoHa BXHEaE Taki
3aKOHOJABY1 Ta 1HIN 3aX0/IH, AK1
MOXYTh OYTH HEOOXiITHUMH A4
BCTaHOBIEHHA KPHMIHAIBHOT
BIIIIOBLIATGHOCT] BIANOBLIHO 10 11
BHYTPIIIHBOTO 3aKOHOJABCTEA 38
HABMHCHE IIOIIKOKEHH:A, 3HHIIICHHA,
MIOTIPINCHHA, 3MiHy 200 IPHXOEYBAHHA
KOMIT'}0TepHo] iHopManii Oes npasa Ha
me.

2. CropoHa MOJKe 3a/THIIHTH 33 C000I0
[paBo BHMATaTH, 00 HOBEiHKA,
OIMcaHa y MyHKTI 1, 3aBmapama
cepHo3Hy HIKOTY.

Cmamma 361. Hecanxyionosane
EMPYYaHtA € pobomy
iHpopyayiiHix
(aBMOMAIMUS06AHLX), ENEKIMPOHHUX
KOMYHIKAYHIHUX, THPOpMayiiHo-
KOMYHIKAYIHHLUX cucmen,
E1eKMPOHHUX KOMYHIKAYTHRLX
Mepedic

Cmamma 361-2. Hecanxyionosani
36Vin abo po3nNoeCrO0NCEHHA
iHhopmayii 3 obMerceHuM
doCmYynoM, AKA 30epizacmuca 6
E1eKIMPOHHO-00YUCTIOSATBHUX
MAWUHAX (KOMN lomepax),
AEMOMANMIUZ0SARUX CUCTNEMAX,
KOMN TOMEPHUX MEpeXcax abo Ha
HociAx maxoi ingopmayii

Cmamma 362. Hecanxyionosani 0ii’
3 inhopmayiero, Axa 0OpodIIOEMbCA
€ €1eKIMPOHHO-0OHUCTIOBATBHUX
MauuRax (xomn romepax),
asMoMaMUI0SAHUX CUCTNEMAX,
KOMN TOMEPHUX Mepexcax ago
30epizaemvca HA HOCLAX Maxol
iHopyayii, euuneri 0codor, Axa
Mae npaso docmyny 0o Het

Cmamma 5 — Bmpyuauua y cucmemy
Koxua CTopoHa BXXHEAE Taki
3aKOHOIABY1 TA 1HII 3aX0IH, AKi
MOXKYTh OYTH HEOOXITHHMH 1117
ECTAHOEJICHHA KPHMiHATHHOL
BiNOB1AATHHOCT] BIATIOBiAHO 10 11
EHYIPIIIHBOIO 3aKOHOJAECTEA 33
HABMHCHe cepiio3He MepemKoKaHHA
(YHKIIOHYBaHHIO KOMII' FOTEPHOL
CHCTEMH IUIIXOM EECACHHA, HepeIadi,
[OIIKOTKCHHEA, SHAICHHA, IOTiPIICHHA,
3aMiHH 200 IPHXOEYBaHHA
KOMII'FOTepHHX JaHHX O3 Ipasa Ha Ie

Cmamma 361. Hecanxyionosane
SMPYYaHHA & pobomy
iHpopyayiiiHix
(ABMOMAMU06AHUX), ETEKMPOHHUX
KOMVHIKQYHIHUX, THHOPMayiiHo-
KOMYHIKAYIHLX CUCHEM,
ETEKMPOHHUX KOMYHIKAYIIRLX
Mepedc

Cmamma 362. HecanxyionoeaHi oit’
3 iHghopmayiero, Axa 0OpoHTIOENbCA
6 E1eKINPOHHO-0OHUCTIOBATLHIX
MAWUHAX (koMn 1omepax),
aASMOMAMUIOSAHUX CUCTHEMAX,
KOMN TOMEPHUX Mepedcax abo
3bepizaembca HA HOCLAX Maxol
iHopyayii, eduneni 0codor, axa
Mae npaso docmyny 0o Hel

baltijapublishing.lv/omp/index.php/bp/catalog/view/733/19401/41912-1

2
Lh
(V5]

261/406



15.10.26, 14:40

PDF.js viewer

TIpomor:xeHHA Ta0bmumi

1

Cmamma 6 — 310excueanHa
NpUCMPOAMU

1. Koxna Cropona ExHEaE Taki
3aKOHOABY] Ta 1HIMI 3aX0H, AKi
MOKYTE OYTH HeOOXiTHIMHE 11
BCTAHOEICHHA KPHMiHATBHOT
BiIMOBiTATRHOCTI BIOMOBIIHO 10 11
BHYTPIMIHEOTO 33aKOHOJAECTEA 34
HAEMUCHE EUHHCHHA, 03 [IpaEa Ha Iie:
4. BHTOTOEJICHHA, IPOJAKY, IPHI0AHHA
Il BEKOPHCTAHHA, PO3IOECIOIKCHHA
200 HATAHHA 1717 EHKOPHCTAHHA THITHM
YHHOM:

i. IPHCTPOIE, BRIFYANYH KOMII FOTEPHL
IIPOTpPaMH, CTEOPEHHX 200 aIANTOBAHHX,
E IEpIIy Yepry, 3 MCTOK EUHHCHHA

Oy IB-AKOTO 31 3I0YHHIE, IEPEPaXOEaHIX
¥ cTarTax 2-5 Buime;

1i. KOMII'FOTCPHHIX HAPOIIE, KOIIE
ZIOCTYILy 200 MOTiOHAX TAHHX, 34
ZIOIOMOTOH AKUX MOYKHA 3I00YTH
IOCTYI IO yeiel 200 YacTHHH

KOMIT FOTEPHOI CHCTEMH 3 HAMIpOM
BHKOPHCTaHHA 1 I'T1 BUHHCHHA Oy Ib-
AKOTO 31 370YHHIE, IEPEPaXOEaHHX ¥
cTarTax 2-5:1a

b. BomoziHEA mpemMeTOM,
[epepaxoBAHHEM Y MiANYHKTAX 4. 1 0o il
BHINE, 3 HAMIpOM HOro EHKOPHCTAHHA
U1 BUMHEHHA OyIb-AKOI0 31 3I0UHHIE,
TepepaxoBaHnX y cTarrax 2-5. Ctopona
MOKE NIepeI0aunTH ¥ 3aKOHOIAECTEIL, 0
I ECTAHOBJACHHA KPHMiHATBHOT
BLOIOB1IATBHOCTI HEOOXITHO BOIOIITH
IICEHO KiTBKICTIO TAKHX IPEIMETIE

Cmamma 361-1. CmsoperHna 3
Memoe NpoMuNpasHozo
SUKOPUCMAHNA, POSHOBCIOONCEHHA

abo 36Ymy WKIOIUEUX NPOSPAMHLX
yI MEXHIYHUY 3acodis, a maxoxc ix

po3nosctodxiceHta abo 30ym

Cmamma 7 — [lidpodxra, noe Asana 3
KoMN tomepamu

Koxna CropoHa BXHEaE Taki
3aKOHOTARY1 Ta 1HITI 3aX0TH, FKI
MOKYTE OYTH HEOOXiTHHMHE 111
ECTAHOE/ICHHA KPHMiHATHHO]
BLONOBIIATEHOCT] BUIMOBITHO A0 Ti
EHYTPIMIHEOTO 33aKOHOJAECTEA 34
HABMHCHE BUHHEHH, 0e3 IIpaea Ha Iie,
BEEICHHA. 3MiHH. 3HHINCHHA 200
TIPHXOBYBaHHA KOMII FOTEPHHX JaHHX,

Cmamma 190. [llaxpaiicmeo

4. IllaxpaficTB0, BYHHEHE ¥
BEIIHKHX PO3MIpax, a00 NUTAXOM
HE3aKOHHHX OIEpAILii 3
BHKOPHCTAHHAM EIEKIPOHHO-

0DYHCTIORATBHOL TEXHIKH

254
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AKE IPH3BOIUTE 10 CTEOPEHHA
HeTIHCHHX JaHHX 3 METO TOTO. o0
BOHH BEKA-THCH 200 BiAMIOBITHO J0 HHX
[IPOEONMINCH O 3aKOHHI Jii, AK 3
IiHCHHMHE, HE3AICKHO Bifl TOTO. MOMKHA
M Hi TaKi J4Hi IPAMO IPOYHTATH i
sposymiti. CTOpPOHA MOKE BHMATaTH
HaABHICTH HAMIpY 00MaHy abo momidHoi
HEUECHO1 MOBEIIHKH J/11 BCTAHOBICHHA
KPHMIHATEHOL BiIIOEiAaTBHOCTI

Cmamma 8 — Ilaxpaticmso, nos ‘asane 3
KOMH tomepamu

Koxna CTopoHa BXHEAE Taki
3aKOHOJABYi T4 {HIN 3aX0IH, AKi
MOYTh OYTH HeOOXiTHUMH 1114
ECTAHOEJICHHA KPUMIiHATHHOL
BiIIOBITATBHOCT] BiMOBLIHO 10 ii
EHYIPIIIHBOTO 3aKOHOJAECTEA 3a
HABMHCHe BUMHEHH:, Oe3 IIpaBa Ha Iie,
IiH, 0 IPH3E0NATE 40 ETPATH MalHa
1HIIIO1 OCOOH MUTAXOM:

a. OyIB-AKOTO EBCICHEA, 3MIHH,
SHHITEHHA YH IPHXOBYBaHHA
KOMII'FOTEpHHX JaHHX,

b. Oynp-AKoro BIpyUYaHHA ¥
GYHKI{OHYBaHEA KOMIT FOTEPHOL
CHCTEMH, 3 MAaxXpaHChKO0 200 HEYECHOIO
METO0 HaOyTTA, Oe3 Ipasa Ha IIe,
€KOHOMIUHHX MEPEEAr 14 cede IH
iHIIO1 0COOH

Cmamma 190. Hlaxpaticmso

4. INTaxpaficTBO, BUHHEHE ¥
BEIIHKHX PO3Mipax, 200 MUIAXOM
HE3aKOHHHX ONEPartii 3
BHKOPHCTAHHAM €IeKTPOHHO-
00YHCIIOBATEHOI TEXHIKH

Cmamma 9 — IIpasonopyuuienta,

Hoe A3anl 3 OUMANON HOPHOZpapIeo

1. Koxna CTopoHa BXXHEaE Taki
3aKOHOIABY1 TA 1HIIN 3aX0IH. AKi
MOXKYTh OYTH HEOOXiTHHMH 1117
BCTaHOBIICHHA KPHMIHATBHOT
BiANOBiJATBHOCTI BIANOBIAHO 10 i
BHYTPILIHBOTO 3aKOHOJABCTEA 38
HABMHCHE BUHHCHEH:A, Oe3 IIpaBa Ha Iie,
HACTYTIHHX Jili:

a. BUPOOIeHHA TUTA901 HopHorpadii 3
MeTOr0 1i pOSIOBCIOKEHHA 38
JOTIOMOTOI0 KOMIT FOTEPHHX CHCTEM;

b. mponoHyBaHHA 200 HANAHHA HOCTYILY
Io AuTA401 mopHOrpadii 3a JOHOMOr o0

Cmamma 301, Bsezenns,
6UZ0MOGNEHHA, 30V 1
PO3N0SCIOONCEHHA NOPHOZPAPTIHUX
npedMemis

2. Ti cami 1ii, BUHMHEH] MO0 KiHO-
Ta B1ACONMPOXYKINI, KOMII FOTEDHHX
mporpaM mopHorpaditHOro
XapaKTepy. a TaKOXK 30yT
HETIOEHOMITHIM TH
PO3IOBCIOKEHHA CEPe]] HUX
TBOPIEB, 300paeHb 200 1HITHX
IPEIMETIB IOPHOrpadivuHOro
XapaKTepy
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KOMII FOTEpPHHX CHCTEM;

C. PO3NOBCIOIKEHHA abo nepenaga
IuTA90i mopHOTrpadii 3a TJOIOMOT00
KOMII FOTEpPHHX CHCTEM;

d. 3100yTTA mETAUol mopHOrpadii 3a
ZIOTIOMOTOF0 KOMIT FOTEpPHHX CHCTEM A
ceOe UM 1HIIO1 OCOOH;

¢. BONOIIHHEA JHTAIOH IOPHOrpadieio y
KOMIT'FOTEpHIiH CHCTEMI 9H Ha
KOMII'FOTEpHOMY HOcil iHGopManii

Cmamma 301-2. IIposedenna
SUOOSUUHO20 3aX00V CEXCYATEHOZO
Xapaxmepy 3a Vuacmro
HENOEHOTIMHBOT 0CcobU

1. ITpoBeaeHHA BHIOBHITHOTO
38XO0/y CEKCYaIbHOTO XapaKIepy,

Y TOMY UHCIIi 3 BHKOPHCTAHHAM

irdopa o-
TEICKOMYHIKAMHHEX CHCTEM 300
TEXHOIOTH, Y AKOMY 3aIifTHO
HEMOBHOIITHIO 0CO0Y

Cmamma 10 — IIpasonopyiuienna,

106 A3AHT 3 NOPYILEHHAM ABMOPCLKUX
Ma CYMINCHUX Hpae

1. Koxna CropoHa EXHEAE Taki
3aKOHOIABY1 Ta 1HIMI 3aXO0TH, FKi
MOJKYTB OYTH HEOOXITHHMH 11
ECTAHOEICHHA KPHMiHATBHOT
BLIMOBIIATRHOCTI BIOMOEIAHO 10 11
BHYTPIMIHEOTO 33aKOHOJAECTEA 34
MIOPYIICHHA aETOPCHKHX TIPAE, AK [e
BH3HAYEHO 3aKOHOJABCTBOM TaKo1
CropoHH BimoEigHO 10 1i 30008’ A33Hb
3a ITapuseknrM AxToM Bix 24 numes
1971 p. moxo Beprerpkoi Konsenii mpo
33AXHCT MTEPATyPHHEX T XyIOMKHIX
TEOPIE, YTOZO PO TOPTiBEIbH]
4CIHEKTH MPAE IHTEIeKTYanbHOI
BraacHocti 1 Yrogoro BOIB npo
AETOPCHKE IIPAED, 33 BHHATKOM OyIb-
AKHX MOPAIbHUX [IPAE, AKi HANAIOTBECA
Taxvy KoHESHIIAME, Y EHIANKY, KOIH
TaKi Iil BYHHEH] CEIIOMO, ¥
KOMEPUIHHEX PO3MIPax i 33 JOIIOMOTO0
KOMIT'FOTEPHHX CHCTEM.

2. Koxxna CtopoHa EXHEae Taki
3aKOHOIAEY1 TA 1HIMI 3aX0TH, AKi
MOKYTE OYTH HEOOXiTHHMH 111
ECTAHOE/ICHHA KPHMiHATBHO]
BiIMOBIIATRHOCTI BIOMOBIAHO 10 11
BHYIPIMIHBEOTO 33KOHOJAECTED 33
MOPYIIEHHA CYMIKHHX [IPAB, AK L
BH3HAYCHO 3aKOHOJIABCTEOM TaKoi
CTopoHH BiImOEinHO 10 1i 3000E’7134Hb
3a Mixnapogsoro KorseHmiero npo
33XHCT EHKOHAEINE, EHPOOHHKIE

Cmamma 176. Ilopyutenna
AEMOPCLKO20 NPAGA I CYMINCHUX

npas

256
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(hoHOTpaM i OpraHizamiii MOBICHHA
(PuMcBRa KOHECHIIA), YTOZOH0 IIPO
TOpPTiBCIbHI ACIEKTH Ak
{HTEIeKTYAIBHOI BIaCHOCTI 1 YTOZ0H0
BOIB npo BHKOHAHHA i QoHOrpaMu, 3a
BHHATKOM Oy/Ib-AKHX MOPATBHUX IIPAE,
AKI HAJAr0TheA TakuMH KoHBeHIiaMm,
V BHNAIKY, KOH TaKi Jii BYMHEH]
CBIZOMO, Y KOMEPIIHHHX PO3Mipax i

3@ TOTOMOTOR KOMIT FOTEPHHX CHCTEM.

peecTpy BHOOpHiB abo Qanbcudikanis BHOOPIHMX JOKYMeHTiB, IOKYMEHTIB
pedepeHaIyMy, MiACYMKIB TolocyBaHHA abo BiZoMocTeil [lepikaBHOTO peecIpy
BHOOpLIB (B YacTHHI BHeceHHA HeNpaBIHBHX BigoMocTelf go 0asH JaHHX
JlepXaBHOTO peecTpy BHOODIIB, HecaHKIIIOHOBAHOTO BIPYYaHHA y pobory Oazm
TaHux) (4. 1 c1. 158); mopymieHHA TaEMHHII rolocyBaHHA (cT. 159); mopyineHHS
piBHOIpaBHOCTI IpOMAaIfH 3aleXKHO Bid iX pacoBoi, HaNioHATBHOI HANEXHOCTI,
peniriffHuX mepeKkOoHaHb, iHBANITHOCTI Ta 2a IHIIMMH O3HaKaMH (B HAacTHHI
mpomaraHou depez IHTepHeT) (cT. 161); HOpYINeHHA TAeMHMIN JHCTYBaHHSA,
Tere(OHHUX pPO3MOB, TenmerpadHoi 9HM iHMIOI KOpecIIOHIeHIi, MO NepeIarThCH
zacobaMu 3p'M3Ky abo dHepez KoMm'woTep (cT. 163); po2rolomieHHS TAEMHMHIL
YCHHOBIEHHA (yZodepiHHA) (cT. 168); mopylleHHA HeJOTOPKAHHOCTI IMPHBATHOIO
AHTIA (cT. 182); posronomeHHA KoMepuiliHoi abo GaHKiBCHKOL TaeMHHLI (CT. 232);
3aBiTOMO HellpaBIHBe IOBiIOMIEHHA IPO 3arpo3y Oesmelli TpoMaisAH, 3HHIIEHH TH
TIONIKOKeHHA 00’eKTiB BrIacHOCT (cT. 259); HezaKkoHHe IOBOIKeHHA 3i 30poeto,
OolfoBHMH mpHHacaMu ado BHOYXOBHMH peJOBHHaMH (B dHacTHHI 30yTy depes
InTepHeT) (CT. 263); 3aKIHKH 10 BIMHEHHS Iifl, 10 3arpokVIOTE IPOMAaICHKOMY
mopsAIKy (cT. 295); BBe3eHHs, BHIOTORNeHHA a0o pO3MOBCHIKEHHS TBOPIB, HIO
MIPONATYIOTE KyIBT HACHILCTBA 1 KOPCTOKOCTI, pacOBY, HAIIOHATNERHY 9H peNiriiiHy
HeTepnHMIcTh Ta JHCKpPHMiHamioo (cT. 300); cyTeHepcTBO abo BIATHEHHA OCOOH
B 33HATIA NpOCTHTYHi€r (cT. 303); He2akoHHe BHPOOHHNITBO, BHUTOTOBIESHHI,
npuadanHA, 30epiraHHs, NepeBe3eHHA, NepeciIaHHA IH 30yT HapKOTHIHHX 3aco0iB,
NICHXOTPOIHHX pedoBHH abo ix aHamorie (cT. 307); BHKpadeHH:A, NPHBIACHEHHS,
BHMaraHHa IpeKypcopie alo 2aBONONiHHA HHMH NUIAXOM [IaXpaiicTea abo
37T0B/KHBaHHA CTy:XKO0BHM CTaHOBHIIIEM (B JacTHHI 30yTy depes IHTepHeT) (cT. 312);
BHKpaJeHHA, NpHBIacHEHHA, BHMAaraHHA oO07aJgHaHHA, MpPH3HAYeHOIO 1A
BHTOTOBIEHHA HAPKOTWYHHX 3ac00iB, NICHXOTPONHHX pedoBHH abo iX aHamorie, 4H
3aBOJIOIHHA HHM IIIAXOM IIaxpaiicTBa abo 31TOBAKHMBaHHA CIyAKOOBHM CTAHOBHIIEM
Ta iHI He2aKoHHI 7if 3 TakMM oOmagHaHHAM (B HacTHHI 30yTy depes IHTepHeT)
(cT. 313); posronomeHHsA JepXKaBHO! TaemHuII (cT. 328); mepegaga abo 30mpaHHA
BiTOMOCTell, N0 CTAHOBIATH CIY:KO0BY iH(opMmamito, 3i0paHy y mpoleci
OIlepaTHBHO-PO3IIYKOBOI, KOHIPPO3BiIyBalbHOI IifiTbHOCTI, y cdepi obopoHH
Kpaigu (cT. 330); morposza abo HacHIBCTBO INOJO MpalliBHHKA IIPaBOOXOPOHHOTO
oprasy (cT. 345); morposa abo HacHIBCTIBO HIOMO KypHamicIa (cT. 345-1); morposa
ad0 HACHIBCTBO MIOIO Iep:KABHOTO 9H IpoMaichKOro misda (4. 1 crT. 346); morpoza
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abo HACHIBCTBO INOJO CIHy:XO0BOoi 0COOM HH TIpoManfHHMHA, AKHMIL BHKOHYE
TpoManacekuii 000B'A20K (4. 1 1. 350); He2akoHHe BTPYYaHHA B po0OTY aBTOMa-
TH30BAaHOI CHCTEMH JOKYMEHT000Iry cyay (2. 1 ¢T. 376); pozronomeHHs BitoMocTeH
TIpo 3axonH Oe3MekH Moo 0co0H, B3ATOI i 3axHCT (cT. 381); posronomeHHs JaHHX
OIepaTHBHO-PO3IIYKOBOI JifTTBHOCTI, JOCYIOBOTO PO3CIiAyBaHHA (CT. 387); morposa
a0 HACWILCTBO INONO 2aXHCHHKA 9M IpeAcTaBHMKAa ocodH (4. 1 cr. 398);
PO3TOTONIeHH: BimoMocTeH BiliCBKOBOTO XapakTepy, IO CTAHOBIATE IePKaBRHY
TAEMHHITIO, a0 BIpaTa IOKYMEHTIE 9H MaTepiamiB, II0 MiICTATh Taki BiZOMOCTI
(cT. 422); nponaraHna BiliHH (cT. 436); BUTOTOBIEHHS, NOIHMPEeHHA KOMYHICTHIHOL,
HallUCTCBKOI CHMBOMIKM Ta IIpolaragja KOMYHICTHYHOTO Ta HallioHal-
COIATICTHIHOTO (HAIMCTCHKOTO) TOTATAPHHX PEKHMIB (CT. 436-1)%.

BBaKaemMo, II0 JefKi 3 TAKMX KPHMiHAIbHO NPOTHIPABHHX TifAHb BUHHANOTHCH
3 BHKOPHCTAaHHAM KOMIT'IOTepiB a00 KOMI'HOTEPHHX CHCTEM, IIPOTPaMHOIO
3abe3medeHHAs TOMO, IpPOTe cepel IBOIO IepelmiKy € TaKoX KpHMiHATBHI
TpapONOpYIIeHHS, B fAKi IPOTATOM OCTAaHHIX POKIE OYI0 BHECEHO 3MiHH Ta
JomoBHeHHA abo BHKIAZEeHO B HOBill pemakmii. OkpiM Toro, BigmoBimHo mo m. 7
TInagy 3axodiB Ha 2025 pik 3 peamizanii Ctparerii kiGepOesmeku VYKpaiHH,
33aTBEPIKEHOT0 pO3NOpATKeHHAM KaGimery MiHicTpiB Vkpainm Bin 7 Oepesns
2025 p. Ne 204-p, mepembadeHO 32aBepHIeHHS IMIIIEMeHTallil B 3aKOHOIABCTBO
VkpaiiH monokeHs KOHBeHNII Mpo Ki0ep3ToYHHHICTE MIOJ0 iMIIIeMeHTamis
B 3aKOHOJABCTBO VKpaiHH NOTOKeHHA KoHBeHIII Ipo Kibep3MOYHHHICTE INOTO
TepMiHOBOTO 30epekeHH: KOMII'IOTepHHX JaHHX 3 TepMiHOM BHKOHaHHA IV KBapTan
2025 p.30. ITe BKa3ye Ha Te, IO pobOTa B [IbOMY aCIIEKTiB IPOIOBAKYETBCA.

BHCHOBKH

3a pesynbTaTH MPOBeJeHOIo JOCHiTKeHHA mono KoHBeHIl Pagn €BpomH mpo
Kibep2109HHHICTE K OCHOBH KPHMIiHATEHO-NIPABOBOI OXOPOHH CYCIITFHHX BITHOCHH
v KibepnpocTopi B VKpaiHH, MOKHA 3p0OHTH TakKi BHCHOBKH:

. KoHBeHnigs Pagu €Bpomn @po KiOep3TodHHHICTE € (OyHIaMeHTaTbHHM
MiKHAPOTHHM IOKYMEHTOM, COPAMOBAHHMX HA KPHMIiHATIZAllil0 JifHB, OB’ S3aHHX
312 BHUKOpHCTaHHAM iHGOpPMAIiiiHO-KOMYHIKAIIHHHAX TeXHONOIiH, a TakoX Ha
3a0e3nedeHHs e(heKTHBHOTO MiKHAPOJHOIO CIiBpOOIiTHHITBA y cepi 3amodiranHs
Ta MpOTHii Kibep3ToIHHHOCTI.

2. [na Vkpainn KoHBeHnis Pagu €BponH Ipo KiOep3IoIHHHICTE Mae€ BEIHKE
3HA9eHHSA, OCKLTBKH: [o-Tiepllle, BM3HAYAE MiKHAPOJHO-NPaBOBI 3000B’fA3aHHA
Iep#aBH y cdepi KpHMiHamizamii KiGep3modHMHIB Ta HampAMH MUKHApOJHOIO
CHiBpOOITHHIITBA; NO-IpyTe, € hyHIaMeHTOM AMA yIOCKOHANeHHA 3aKOoHY YKpaiHu
Ipo KpHMiHaNbHY BidNOBiZadbHiCTP Ta ajanramii Horo mOo €BpoOmeHCHKHX
cTaHIapTiB.

* Xaxanoscexnii B. T, T'asnosceknii B. [ Interpretation and classification of criminal
offenses as cybercrimes. INFORMATION AND LAW. 2020. No.2(33). P.99-109.
DOI: https://doi.org/10.37750/2616-6798.2020.2(33).208101 (date of access: 18.02.2026).

" Tlpo saTBepKeHHS MIaHY 3axX0AiB Ha 2025 pik 3 peamisanii Crparerii kibepOesnexn
Vrpaimm: Posmopsmx. Kabd.  Mimictpis  Vepaimm  Big 07.03.2025  Ne 204-p.
URL: https://zakon rada gov.ua/laws/show/204-2025-p#Text (gata seeprerns: 18.02.2026).
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3. CydacHi TeHIeHIIi PpO3BHIKY KiOep3mMOYHHHOCTi, 30KpeMa, aKIHBHE BHKO-
PHCTaHHS [ITYYHOTO iHTeNeKTy, pHHKY KpPHIOTOBATMIOT, XMApHHX CepBiciB,
ABTOMATH30BAHUX KiDepaTak, aTak Ha KpPHTHUYIHY iHQPacTpYKIVpY, CTAIOTE IOIITOBXOM
Ins YIOOCKOHANEeHHA HOPMATHRHO-TIPDABOBHX AaKTiE 3 NHTaHb [pOTHAil Kidep-
3MOYMHHOCTI Ta PO3MINPEHHA HAMPAMIB MiKHAPOIHOTO CIIBPOOITHHLTBA Y MPOTHIiL
3MOYMHHOCTL. PazoM 3 THM, e()eKTHPHICTE TaKOTO MeXaHi3My 3aleXHuTh Bil
iMmTeMeHTanii modokeHb KoHBeHIII Pamn €pponH 1Opo  Kibep3modHHHICTH
y HalliOHATEHE 3aK0HOJARCTRO, V TOMY HHeMi i KpuMmiHaasHHH KoJeKe VKpaiHM.

AHOTAIIA

AKTyalbHICTh TeMH [IOB’A3aHA 3 THM, II0 B CYJacHHX YMOBax KiOep3nodHHHICTH
HaOy7a O3HaK TI7I00ATpHOTO fBHINA, IO TOCATac He NHINe Ha MaliHOBI IpaBa,
KOH(QiTeHMiiiHicTh Ta iHQopManiiiHy Oesneky OkpeMHX ocib, ame H Ha cTabimbHICTH
(YHKIIOHYBaHHA NeP/KABHUX IHCTHMIYINH, 00 eKTiBE KpHIHYHOI iH(QpacIpyKIypw,
(piHAHCOBHMX CHCTeM Ta MeXaHi3MiB My0nidHoro yIpaeniHHA. Oco0miBoi akTyaIbHOCTI
1Ii TUTaHHA HAOYBarOTe IM VKpaiHu B yMoBax 20poiiHoi arpecii Ta TiOpHIHHX 3arpos,
KOTH KiDepaTakil BHCTYIIalOTh €leMeHTOM JecTabimisamii Jep:KaBHOTO YIIPaBIiHHA,
indopManiifHoro BINTHBY Ta NiApHBY HAIlIOHATHHOI OE3MeKH.

3pepHyTa yBara Ha Uactuny 1. MatepiansHe KpuMiHansHe npaBo Koneennii Paau
€BponH IIpo Kibep3TModHHHICTH, J¢ 3aKpillleH0 Hepelik MOifHb, 3a fAKi IIOBHHHA
HACTapaTH KpPHMiHATHHA BiONOBiTanmbHICTE. BH2HAYEHO OCOOMHEOCTI KpHMIHATBHOL
BINTIOBINATHHOCTI ¥ CHIBYHAcTi 2a Taki IifAHHA, BHIM HOKAapaHb 1A (i3WdHHX Ta
IopumMIHEX  ocid 3a  KoHBeHmicro Pamu €BpomH NOpo  KiDep3TOIHHHICTE.
TIpoaHanizoBaHO iCHYFOHi [iTXOMH 0 IOHATTH «Kidepan0dHHNY, «Ki0ep3I0dHHHICTEY,
«KOMIT'FOTEpDHI 37TOYHHH» Ta 3alpOIOHOBAHO ABTOPCHKE BH3HAYEHHA IIOHATIA
«Kibep3modHHIB». 3ayBakKeHO, IO Yy Cy9JacHHX IIpofBaX Kibep3dodHHHOCTI
XapaKTepH2Y€ThCH aKTHBHHM BHKODHCTAHHAM ABTOMAaTH30BAHHMX aTak, IITY9HOTO
iHTeneKkTy, TexXHONOTiH coNiadbHOI iHKeHepil, KPHIITOBATIOTH, YPa3THBOIO
IporpaMHOTO 3abesNedeHHdA, IO 3YMOBIIOE TpaHC(hOpMallilo AK CHOCIO BYHHEHHA
TaKMX KpHMiHATHHHX MPABOIOPYIIeHb, TAK i MeXaHi3MiB iX mpoTiaii. BigzHadeHo, 1o
n. 7 IInaHy 3axodiB Ha 2025 pik 3 peamizamii Crpaterii kifepOesmeku Vkpaibu,
3aTBepLKeHOro posnopsamxeHHaM Kabinery MinicTpie Vipainu ein 7 Gepezns 2025 p.
Ne 204-p, iMmIeMeHTallii B 3aKOHOZABCTBO VYKpaiHH Mono:keHb KOHBeHII Ipo
Kibep3109HHHICTh IPOIOBKYETBCA.
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