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Anomauyia. Y cmammi docaioxyromsca Menoou 3abesneuenus dobeocmpoxobol nepeBipiu esekmpoHHUX NiONUCIE Y cyuacHux
CucimeMax eAeKmpoHHo2o0 00kymenmoobiey ma apxibax. Ilpoanarizobano npobaemu Bmpamu uurrocmi nionucib y uaci, sokpema

uepes saxinuenHs mepminy Oil cepmucpikamib, nedocmynuicme cepbicib nepebipxu cmamycy cepmucpixami6 ma 8mpanty
cmitikocmi - Kpunmoepagpiunux  aseopummi6. Posesmymo cmandapmu  ma Mexauismu  0oBeocmpokoboeo  30epieaHHs.
Sanponorobano nidxio do nobyoobu cucmem LTV 3 ypaxybannam Bumoe OoBeocmporoBoeo 30epieaHHsa eAeKmpOHHUX
doxymenmib.

Katouobi caoba: esexmponnuii nionuc, eew, doBeocmpoxoba nepebipka, PKI, XAdES, CAdES, PAdES, nosuauka uacy,
0a0Kuein, apxibre 30epieants

BIHIIKA€E HeoOXiIHICTh 3a0e3neunTn iX aBTEeHTUYHICTh
Ta LUTCHICTB TPOTSATOM OaraTboX POKiB. B okpemmix
cepax BaxImMBO, MO0 HAaBITH dYepe3 MECATWIITTS
€JIeKTPOHHI IOKYyMEHTU MOIJIN CIyryBaTu

Berym. [losipa g0 €1eKTPOHHUX JOKYMEHTIB €
BaKITVBUM BUKJIVIKOM B CydacHOMY iHdopMauiitHoMy
cycnibeTi. Ilpy nepexopi Ha €IeKTPOHHI JOKyMeHTM
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JIOCTOBIpHMMM JDKepeiamMy, sK i IX I1arepoBi aHaIoIM.
TobTo, HeoOXiZHO MaTM MOXJIMBICTE HOCTOBIpHO
BCTaHOBUTY, IO JIOKYMEHT € CIpaBXHIM, ITUIiCHWUM,
CTBOPEHVM Ta ITAICAaHNUM Y 3asBJIeHN Jac. 3aBAsKu
KpurrrorpadivHnm MeTOj1aM rapaHTY€ThbCs
aBTeHTWYHICTb MifIIMcaHTa Ta IIUICHICTb JOKyMeHTa,
poTe Jl0Bipa /10 €JIeKTPOHHOIO JOKYMEHTy Mae
30epiraTvich IIPOTSATOM YChOTO HEODXiTHOTO Yacy 110oro
30epiramHsa. g 3a0esmeveHHS IIHOTO  ITPOIIECy
HeoOXi/THO 3acTOCOBYBaTM PisHi MeTOaM i mimxomu, K
TeXHOJIOTiYHi TaK i opraHisarinHi.

It KOHTPOIIO — LUTICHOCTI  eJIeKTPOHHMX
JIOKYMEHTIB 3a3B/9an BUKOPUCTOBYIOTH TeIT-PyHKIIil.

OnamM i3 MeTofiB  3a0e3lleyeHHS aBTEHTWMYHOCTI
€JIeKTPOHHOTI'0 JIOKYMeHTY € BUKOPVICTaHHS
€JIeKTPOHHWMX ITi/TITNCIB. ITpore cam JIVATIIE

€JICKTPOHHWII ITINVIC, B VIOTO KJIaCMYHOMY PO3YMiHHI,
He MOXe 3a0esneumTyt JOBipy [0 €JIeKTPOHHOIO
IIOKYMEHTY B IOBrocrpokosomy mepiomi [1]. ITimmmc,
SKUW JiVICHUVI ChOTOJHI, 3aBTpa MOXe CTaTu
HeiNiCHMM 3a KiUIbKOMa HpuumHaMmu. Ilo-nepime,
cepTudikaTi BIIKpUTMX KIOYiB MalOTh OOMEXEHWU
CTPOK [Iil, KpiM TOro, ix MOXyTb Bigxamkatu. Y pasi
3aBepIleHHd CTPOKy Iii ceptudikary abo vioro
BIAKJIMKAHHA IIpu IepeBiplli minmmcis, 1o Oynn
CTBOpeHi 3 BUKOPUCTAHHSM IMX KJIIOUiB MOXYThb
BUHMKHYTW IpoOJieMy1 (HaBiTh SIKIIO B HOKYMEHT He
Oyym BHeceHi 3miaM). ITo-ipyre, B mporieci mepeBipku
mipIicy HeoOXximHo 3BepTaTich 1o cepsicy OCSP um 1o
camcky  Bimkmmkasmx — ceptmdikaris  (CRL) 11106
BIIEBHUTWCh, III0 Ha MOMEHT Iinmmcy cepTudikar
BigkpuToro xmoda Oys mivicamM. CRL migmmcarmm
KITFOYamMu 1eHTPpY cemecpiKaU,i'l', SAKUW MOro BUJIAB, a
BigmoBini Big, cepsicy OCSP migmumcani xnouamu
camoro cepsicy OCSP. BigmosigHo, cepTudikaT
xmouip ceppicy OCSP Ta 11eHTpY cepTudikarii Tex
MaloTh Xodu i Oremmmir, HiX y ceprudikariB
KOpWUCTyBauiB, ajle I[IKOM CKiHUeHHMUVI TepMiH [ii.
Tomy mpu 3aBeplIeHHI TepMiHy 1ii Iyx cepTudikaTis,
a Takox npm HegocrymHocti OCSP/CRL  Takox
BUHWMKHYTH TipoOremu. Ilo-Tpere, kpurrrorpadivni
@ITOPUTMI TellyBaHHS Ta LudpoBoro minmicy
MOXYTh CTaTV HeIliATpUMyBaHVMW UM HeHaiTHVMIAL.
Takox mpobrreMaMy MOXYTh CTaTW HEMOXIIVBICTB

mobynmyBaTi  Ta  TepeBipWTM  Bech  JIAHITIOKOK
ceptudikatip Bi cepTudikara migmmcysada 10
IIOBipeHOro  KopeHeBoro  ceprudikara  IeHTpa

ceptudikalii, a TaKoX BiICyTHICTb MigTBepIKeHH:,
mo migmuc OyB AiVicHMM Ha MOMEHT [JofaBaHH:
IOKYMEHTY JIO apXiBy [2].

Otxe moTpibHO 3adixkcyBaTit ¢axT TOro, IO
mipmvic Oy  [ificHUM Ha MOMEHT [JOfaBaHH:
IOKYMEHTy [0 apxiBy, a TaKoX 30epertu
MmiATBepAKeHHs IBoro hakTy Ha TPUBaJIVIL dac - Iie €
HeoOXiJHOIO ~ yMOBOIO  IOPMAWYHOI  3HA4yIIOCTi
€JICKTPOHHUX HOKyMeHTiB. ToMy HemocTaTHLO MaTw
JIMIIe Tell JOKyMeHTa 4YM eJIeKTPOHHWM IIiTC,
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IIOTpibHO MaTun JIOJTaTKOBO MeTaJlaHi,
BUKOPWCTOBYBaTV (POPMATM i IIPOTOKOIINA, ITI0 Ha/JafoTh
IOATKOBY iHQOpPMallifo IIpo JJOKYMeHT — KOJIM i KUM
BiH OyB mignMcaHMI Ta AOHAaHWN A0 apxiBy, sKi
omeparllii IIPOBOAWINCH 3 IMM JOKyMeHToM. Taki

MeTajlaHi € MiATBep/ KeHHSM, IO 3 MOMEHTY
IOf@aBaHHs OO apxiBy BMICT JIOKYMEHTy He
MonViKyBaBCs.

HJoBrocrpoxkosa nepesipka

Hosrocrpokosa nepesipKa (Long-Term

Validation, LTV) 1ie Habip MeTomiB Ta mimxomis, Iro
HarlpaBjieHi Ha 3a0e3Te9eHHS MOXJIMBOCTI ITepeBipKm
€JIeKTPOHHVX Hi/IIVICIB Yepe3 TPUBaJINII Yac MHicsId Ioro
crBopeHHs. [l 3abesrneuenHs LTV BigOysaerbest
BOy/[IOByBaHHS UM IOIJaBaHHS [IO IIIMCaHOTO
IOKyMeHTa BCIX OaHUX, HeoOXiTHMX anjs’s
HiITBEpPKEHHS TOro [IifICHOCTI B MarmOyTHBOMY,
30KpeMa: IT0O3HauKy 4acy (timestamp), indopmariii mpo
cratyc cepTudikaTa IHgnvcaHTa Ha  MOMEHT
ninmmcanns (Bigmosigi OCSP abo CRL) Ta immmx
TOTIOMDKHMX JaHWX (HaIIpUKIam ycix HeoOXimHuX
ceprudikarie) [3]. 3aBOsgku OpOMYy  3BMYAIHWN
€JIeKTPOHHUTI TIIImIC TIepeTBOPIOETHCS Ha
CaMoOJIOCTaTHiVI O00’eKT, SKUVI MOXHAa IIlepeBipuTu
npoTsaroM Tpysasoro yacy. IlosHauka gacy dikcye remr
IIBIMKOBMX [laHMX 3 [OJaBaHHSAM JaTu i dacy Ta
HiIACYEThCs KIIFOUYaMy JOBIpYOro CepBicy IIO3HA4OK
yacy (TSA). IlozHauka yacy MoXe CTBOPIOBaTVCS IS
TTaHMX, SKi HiOIIMCYIOTBCS, UM U1 CAMOTO IIIIINCY, TVIM
caMyM 3a0esIledyroun He3allepeuHNil J10Ka3 iCHy BaHH:
BIIIIOBIIHO [TaHMX Yl CAMOIO INJAINCY B KOHKPeTHWIA
MOMEHT uacy [4].

HoBrocrpokosa IlepeBipka IMPPOBUX HaHMX
PeryJIfoeThC HM3KO0 MDKHAPOIHVX Ta €BPOIEVICHKIX
crangaptis. ETSI EN 319 102 Busnauae mpouenypu
CTBOPEHH: Ta IePeBipKM PO3IIUpPEeHUX eJIeKTPOHHUX
migmcie AdES Ta ommicye TIoBHY Momernb TiepeBipKu
TiATNCY, BKJTIOYHO 3 JJOBTOCTPOKOBOIO TlepeBipKoio [5]
Ta mporokoi mepesipkm [6]. ETSI EN 319 421 «Policy
and Security Requirements for Trust Service Providers
issuing Time-Stamps» MicTUTh BUMOTU [0 CITyX0
3acBimueHHs dacy (TSA), 30KpeMa 0 TOUHOCTI fKepera
yacy, 710 3axucty knodis TSA, no dpopMaTy mo3HauKM
gacy Torro. ETSI EN 319 422 «Time-stamping protocol
and time-stamp token profiles» ommcye dopmat
TO3HAUKM 4Yacy, PpisHi anropuTMmiudi 1podini,
HOTPUMKY HOBUX Tell-aJITOPUTMIB Ta IIOCHJIEHVIX
wrrammiB. IETF RFC 4998 Ta RFC 6283 cranpgapTu 3 cepii
Long-Term Archive and Notary Services, 1o ommcyoTb
cuHTaKkcuc 3ammcy gokasis (Evidence Record Syntax,
ERS) icHyBaHH: 1IN POBUX JaHMX Ta IX LIicHOCTI. [t
VCITITHOTO JOBTOTPUBAJIOTO 30epiraHHs HeTOCTaTHBO
e KpymTorpadidamx 3acobiB, moTpiOHI mie
opranisauinHi saxogu. Miknapoguuit crangapt OAIS
(ISO 14721) ommcye wMopmenb BIIKPUTOIO apxiBy
iHdopMallii, e BU3HaueHi KOHIIeMil iHdopMarlitHmx
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rakeTiB, MeTajTaHMX i rrporiecis 30epexxerHs. CTaHmapT
ISO 16363 (Audit and Certification of Trustworthy
Digital Repositories) BcTaHOBIIIOE KpUTepii, 3a SKMMMU
apxiBy MOXYTb IIepeBipsATICh Ha HaliltHicTb. [le-dakTo
MikxHapomavm  craHmapT PREMIS  (Preservation
Metadata: Implementation Strategies) omnmicye dpopmaT
MeTa/JaHVIX [IJ1s1 JJOBTOCTPOKOBOTO 30epekeHHsI.

DopmaTy eJIEKTPOHHMX ITiANNCiB

Iotst 3a0e3reueHHs LTV ITOBMHHI
BUKOPWMCTOBYBaTHCS CIlelliajibHi dopMaTy minmmcis
AdES  (Advanced  Electronic  Signature), ki

BMU3HAYAIOTh $IK 30epiraTy MifImic Ta IIOB’S3aHi HaHi
BcepenuHi darvury abo oKpeMo.

dopmat IIOIVCIB Ha OCHOBI CMS
(Cryptographic Message Syntax) CAdES [7] minxonwurs
TUIS Gym)-an/[x OBIVIKOBMX  HOaHMX 1 4acTo

BUKOPVCTOBYEThCS I BIIKpilUIeHMX Iinmmicis (daruin
.p7s). ®opmar X-Long y CAdES sinmosigae npodino
LT Ta BKIIOYaE yci TaHi A1 TepeBipKi: IIOBHMV Habip
HeoOximamMx ceptudikaris, Bigmosini OCSP/CRL
Tomto. B ocramHix pemakiiisix cramapty CAdES [7]
Takox nependadero popmar CAJES-A, mo Binmosimae
pisato LTA, sxkmMm mnepegdadacTbcs AofaBaHHS
apxiBHIMX IIO3HAYOK Yacy.

®opmar mimmmcis XAdES mis pmaHmMx, Imo
npencrasieni B XML [8]. Basosi mpodini XAdES-
B/BES 3abesmeuyroTp mimmmc Ta 0a30Bi aTpubyTH,
XAdES-T nomae mosHauky dacy. Pisai XAdES-C i
XAdES-X  nmomaroTh

Bigmosini OCSP. XAdES-LT wictute moBHWMV Habip

BifnoBimHO  ceptudikaTm i
JaHWX IS JOBTOCTPOKOBOI IepeBipKm (Bci HeoOXimHi
ceptudikaru, OCSP/CRL, mosHauku dacy). XAdES-
LTA (Long Term with Archive) momae me 1 apxisHy

TO3HAYKy dYacy IIOBepX Yychoro Habopy maHmx

(timestamp, SIKWVI CTAaBUTBCS IICIISL TOTO, SIK ITITIVIC BXe
MiCTUTB yci maHi).

®opwmar migmcis ms PDF-gokymentis PAJES
(PDF Advanced Electronic Signature) mae mpodisi
migmcy, mo craHgapTusosasi ETSI i 1SO [9]. PAdES-
LTV o3zHauae, mo PDF-darur MicTuTh Bci ejleMeHTH,
TOTPiOHi /I TOBrOCTPOKOBOI IIepeBipKyM INAMWCIB y
HpoMy. [Ticis minpnmucarnsa PDF, y Hroro BOyaoByeThes
migmic B popmati PKCS#7 3 mosaMM HabopoM maHmX
11 nepeBipku (Bifnosigae pipato B-LT). Hasi Ha Bech
JOKYMEHT [OJA€TbCcsA apxiBHa IO3HAYKa  dacy
(simmosinae pisHIO B-LTA).

3 TeXHiYHOI TOUKM 30PYy OCHOBHOIO BiIMiHHICTIO
MDK OVIMM TpbOMa TUIIaMW ITiAMNCY Ta ix dpopmaTaMu €
MeTon, BOymoByBaHHA mgammx migmmcy. PAdES
GesrepelIKoHO iHTerpyeThcs 3 ITporpaMamy Ajisd
neperrany PDF (Hanpuxitag Adobe Acrobat), CAdES
BUKOPWCTOBY€ETRCA OIS mmpIoi cymicHocti, a XAdES
Bukopucropye XML misg gunamiunux cepegosui,. 3
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TOUKM 30py Oesmexy, BCi TP CTaHIAPTV IIITPUMYOTE
IoBrocrpokoBy IiepeBipky (LTV) Ta cymicHi 3 eIDAS [7-9].

ApxisHi moBip4i mocryru

Xoua cremniasnizoBaHi ¢opMaT eIeKTPOHHMX
IiAIVCIB i O3BOJISIOTH 30UIBIINATI Yac TapaHTOBaHOI 1X
IlepeBipKn, IIpoTe IS OLIBIN TpwBajIoro s0epiraHHS
JIvIIe IX BUKOPUCTaHHS He[JOCTaTHE.

1 OimpIm TpwBasoro 30epiraHHS HeoOXigHO
BUKOPWMCTOBYBAaTH CIIellialisoBaHi ceppicu abo meBHMI
Habip mporenyp, Mo 3a0e3lmedyioTh TaK 3BaHy
IIOBTOpPHa IepeBipKy, B pe3ysIbTaTi SKOI MHepiogndHo
OHOBJIIOIOTECS  [IOKa3M aBTEeHTWYHOCTI eJIeKTPOHHMX
JIIOKYMEHTIB 3 METOIO IPOAOBXEeHHS IOBipW J0 HUX i
aBTOMATWM30BaHOI MOXJIMBOCTI Ix TmepeBipku (Oe3
BTPY4YaHHS eKcrepTiB). [lo OCHOBHUX MeTOJIiB
BiTHOCATH IIOBTOPHUW IIiOIINC, IIOBTOpPHE CTBOPEHH:
TO3HAYKM Yacy, 3acBiTueHHs mevyaTkoro [10-12].

MerToz IIOBTOPHOTO MiIIVCy abo Meperianmcy
BUKOPMCTOBYETbCS 3a HEeIKUI dYac [0 3aKiH4eHHs
TepMiHy Ail cepTrdikaTy KIIOUiB, SKVMM MiIMCyBaBCs
DOKyMeHT. BimmosimaimeHa ocoba  BpyuHy, UM
TeXHOJIOTiuHe IIporpaMHe 3a0e3re4eHHS
aBTOMATWYHO, CTBOPIOE HOBUI €JI€KTPOHHWUIL IIIIIVIC
abo eJIeKTpOHHY IIeYaTKy Ha BXe IIIIVCAaHU
OOKyMeHT (4 Habip maHMX), TUM caMyM
IiATBep/PKyIo4ulM, 10 Ha MOMEHT IepeIlcy
TIoIIepeq iVt miammc OyB FivicHUM.

Mertop, IOBTOPHOI'O CTBOPeHHs II03HAUKM Yacy
BUKOPUCTOBY€ETbCS [JIsl HaKJIaJJaHHS HOBOI IIO3HAYKM
yacy Ha IiCHyIOUy CTapy IIO3HA4Ky, Ha ICHYIOUWUN
TOKyMeHT abo mimmuic. JlomaBaHHSIM HOBOI IO3HAUKM
yacy 3acBimuyeTbcd, IO Ha MOMEHT 11 Bumadi
TIonepeHs MO3HaYKa 4acy (mignvc um Habip maHumx)
Oyma pivicha. TakuMm d9MHOM MOXHa cdopMyBaTu
JIAHIIFOKOK ~ apXiBHMX IIO3HAYOK 4Yacy, KOJIM Telll
IIOKyMEHTY 3 ITI03HauUKOIO Yacy BUKOPUCTOBYEThCS IIIsI
OTPUMaHHs: HOBOI IO3HAUKM Yacy pAeKiIbKa pasiB
migpsn.

ITpu mosTOpHOMY HifmMcaHHI YU IIOBTOPHIN
BUJIAUi ITO3HAUKM Yacy KOXXeH HaCTYHNHWUI INANuC uu
II03HaYKa 4Yacy IIOJIOBXY€ Ha [esiKUI dYac IIOBipy Mo
eJIeKTpOoHHOro JokyMeHTy. Ilpm 1bOMy MOXYTh
BUKOPVICTOBYBaTVICh HOBI OiTeIm CTIVIKi
Kpunrorpadidsi anropuTM, OiTEIIT TOBKMHM KITIOUiB
TOIIIO.

He1o cxoXyM A0 IIOBTOPHOIO ILIINCY € MeTO/,
3acBimueHHs nedaTkoro. Ilpu mepemaui Ha apxiBHe
30epiraHHsl eJIeKTPOHHOIO [OKYMeHTa [0 apXiBHOI
opranisatlil Ha BXe MAIMCaHUY TOKYMEHT (4m Habip
TaHMX) JOJATKOBO HaKIIaa€ThCs eJIeKTPOHHa TedaTKa
apxiBy 3 MeTOIO 3aCBIHYMTV He3MiHHICTb JaHWX, TUM
caMMM HiATBepIKyeTbCsl IO Bif, MOMEHTY IPUIOMY
TOKyMeHTY apxiBOM I10T0 LIUTiCHICTE KOHTPOJIIOEThCs. B
NOAA/IBIIOMY LieVl JOKYMEeHT MOJKe IIePerlinicyBaTuCh
KITIIo9aMy apxiBapiyca abo IOBTOpPHO HaKIamaTHCh
€JIeKTpOHHA MeJaTKa.
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[MapanenbHO 3 OHOBIIEHHSM MinmuciB  Ta
MO3HAYOK 4Yacy apXxiBHi cucCTeMM IIOBMHHI BecTu
JKypHaim Beix omeparirt. Taki )XypHaan MOXYTbh OyTu
IpenMeToM KpunTorpadiunoro saxvcty. Hampukian,
3alMCK XKypHajly 4YacTO 34YeIUIIOIOThCS depe3 Telll-
JIAHIIFOKOK, KOJIM KOXeH HOBUI 3aIlic B OKypHasIi
BKJIIOYWAE Telll UM Koyl aBTeHTMdikallii IOBijoOMIeHb
(MAC) momepennaboro 3amcy. TakyM — 9MHOM
JIOCSTAa€EThCSl  HEe3MIHHICTB XKypHayly, IIpM  CHpobi
BWIyYUTY YW 3aMiHUTM 3aIIUC B JKypPHaI JIaMa€TbCs
KOHTPOJIb LIUTICHOCTI Bcix HacTymHux 3anmcis. Kpim
TOTO, Telll OCTaHHBOTO 3aINCy B XypHasl abo rerm
CaMOro XXypHaJly MOXe INAmmcyBaTuCh it dpikcarrii
TIOTO CTaHy 30BHIIIHIM cepBicoMm goBipumx nocsyr. ITpn
MpOBelleHH] ayauTy MOXHa Oyae BIEeBHUTVCH, IO BCi
Jii HaJl eJIeKTPOHHMM JIOKyMeHTOM 3adikcoBaHi B
KypHali, a XypHaJl He MigjaBaBcsd CTOPOHHBOMY
BIUIVBY.

biioxuertH

IaTerparisi TexHOIOrii OJIOKUEVH y MexaHi3Mi
JIOBTOCTPOKOBOI IIepeBipKM eIeKTPOHHMX IIJINNCiB Ta
II03BOJISIE 3MEHIIINTH 3aJIeXKHICTD Bifl IleHTpasli3oBaHMX
cepBiciB OBipM (HamaBadiB eTeKTPOHHWX OBipUMX
moonyr), 3okpema c1yxkb TSA [13]. Brokuenn
3abe3meuye He3MIiHHICTH 3aIllICiB Ta MOXJIMBICTB
nepeBipkm (pakTy iCHyBaHHsI JAOKYMeHTa y IIeBHWM
MOMEHT Yacy 3a JOIIOMOIOI0 MeXaHi3MiB rellryBaHH: Ta
3uervieHHs 0710KiB. [laHi PO eJIeKTpOHHWMII JIOKYMeHT,

VIOTO Telll, eJIeKTPOHHUI maome  Ta IIPOTOKOJI
HmepeBipku [6] eJIeKTpOHHOroO miANMCY I dYac
ToflaBaHHA 10 OJIOKYeVtHy, MOXyTh OpMyBaTu
TpaH3akiii My6iiuHoro OsokuertHy (HaIpuKiIaf,

Ethereum wum iHImMi, sSKUM Mae TIeBHY [OBipy V
CyCIiTbCTBI) UM IIpMBaTHOTO OJIOKYeVHy (HarpuKiaf,
KOJM OOMH 4YM KiIbKa By3/IiB  PO3rOPHYTO i
KOHTPOJIIOIOTECSL  He3aJIeXXHO  iHCTUTYI[iOHaJIbHUMM
ycTaHOBaMI: HOTapiyc Ta IOpvAWYIHa KOMITaHisg), TUM
caMMM JoBipa 0a3yeThcs Ha KOHCEHCYCi Mepexi ITboTo
Onokuvery. Ilicng sanmcy 1o GrIOKUeVHY JIOKYMEHT
Moxe 30epiratmcsi ©Oe3 momatkoBumx i (Ge3s
MepemiAIICy, 9/ JOOATKOBYX O3HAUOK 4dacy). Takox
O710K4elH ifeaIbHO IiAXOMNUTh IS TOBeIeHHs (PaKTy
icayBarHsa mokyMeHTy (Proof of existence, POE), rzoro
He3MiHHOCTi, aBTeHTUYHOCTi Ta CTyIeHsl J0Bipu Ipu
JTOTaBaHHI.

Hespaxxatoun Ha $IBHi IepeBary, OJIOKJeVH He
MoOXXe ITOBHICTIO 3aMiHUTHU iHPPaCTPYKTY Py BIIKPUTIX
KITIo4iB,  OCKUTBKM  He  3abesrmedye  (PyHKIIn
ijenTHdikalil Mmigmmucysada Ta IepeBipKM cTaTycy
ceptudikaris. KpiM Toro, IopuayaHUI CTaTyC TOKU
uiTKO He BU3HAYeHWV, OJIOKUEVIH JIMIIe TIapaHTye
LTiCHICTE JaHMX, ajle He 1X IOPMAVYHY IIPWB 3Ky 10
KOHKpeTHOi ocobm. lle MOXIMBO KOMIIEHCyBaTH 3a
PaxyHOK BIIPOBAaKEHHsI IIPOTOKOJIB  Il€pPeBipKu
migmvicy [6] eJIeKTPOHHOTO JOKYMEHTY Ta JofaBaHHAIM
1X pasoM 3 JoKyMeHTOM o0 apxiBy. Cepen HemoJiikis
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PV BUKOPWCTaHHI IMyOsIigHmMX OJI0KUeHiB €: HeBUCOKa
IMBVIKICTD TpaH3aKIliv, gepes HeoOXiTHicTh
i TBepIKeHHS i posoiieH M By3JIaMV;
KOMITpOMeTallisl MaTeMaTUYHOTO arlapaTy OJIOKYerHy;
3axOTUTeHHS KOHTPOJTIO Hajl, OJTOKYeTHOM I'PyTIO0 Ocib.
ToMy BUKOpUCTaHHS CIIellia/li30BaHVUX ITPUBATHMUX
0JI0KUYeVTHIB, PO3TOPHYTHMU B MeXKaX [TeBHOI yCTaHOB,
i3 3aJlydeHHsIM KUIBKOX iHCTUTYIIIOHAJIbHVMX YCTaHOB
(:opMOMIHVIX KOMIIaHiI, KOHCAJITVHTOBVIX KOMITaHiI Ta
HoTapiyciB) € Ouremn moribHOMO. CrielliasisoBaHWU
GrI0KJeriH He MaTMMe BeIVIKY KUTBKICTh JOKYMEHTIB i
BEJIVKYy  KUIbKICTb ~ pO3NOAUIEHMX  BY3JIiB, TOMY
BUKOPVCTaHHS Tell-DYHKIT I 34eryIeHHs 3aIlviciB
He € Oesmeunmm. [l 3abesmeueHHst  Oesmekm
TIPOTIOHY€ThCsT BUKOpucToByBaTH MAC 3aMicTh Ter-
dyHKIII, HeBeJIMKY KiIbKicTh By3miB (5-7) Ta s
KOXXHOTO BYy3JIa BJIACHU KITIOY MAC i
aJIMiHICTpaTVBHO-TeXHIYHVIMM OOMeXEeHHSIM Ha
CTBOpPEHHs HOBOIO BYy3jla (HO3BOJINTH KOHTPOJIIOBATH
pO3IIMpeHHs CIelliaytizopaHoro OrokderHy). Kpim
TOr0, y BUIIQAKy KOMIIpOMeTalii MaTeMaTWIHOIO
arapaty MAC icHye MOXJIMBICTb IIOC/TIOBHOI Mirpartii
BY3JIiB CITeTliaJTli30BaHOTO IIPWBATHOIO OJIOKYEVHYy Ha
inrmi, 6iIBIT cTivIKi KpymTorpadiusi anropurv MAC.

TakyM 4mHOM, HaVIOUIBII IIepPCIIEKTUMBHUM €
TioprmaEMI Tmmxin, y AKOMY Os10KYeH
BUKOPUCTOBYETbCSI SIK IONATKOBUII piBeHb: I10Ka3y
ICHyBaHHs JOKYMEHTY, VIOrO IIUIICHOCTI Ta IIPOTOKOJI
IlepeBipK1 eJIeKTPOHHOIO ILIIINCY ITif] Yac JofaBaHHs
1o OJIOKYeVHy.

I'iopmmani ninxin mo modynosu cucrem LTV

BpaxoByroun posrisAHyTI BuIlle MeToOgu i
X0 TTPOTIOHYETRCS TiOpWIHe CUcCTeMHe pillleHH:,
IO THATPVIMY€E BUMOTM HOBIOTPUBAIOTO 30epeskeHHs
Ta IIepeBipKM, a TaKOX BpaXxoBye€ peKOMeHJawil
MDKHapOAHVIX 1 Tajly3eBUX CTaHAApTiB, IepCreKTUBHI
HaIpsAMKM i Kpalli IpaKTUKN.

1. TIlepen 3aHEeCeHHSIM €JIeKTPOHHOTO

JTOKYMEeHTY 10 apXxiBy Ma€ BMKOHYBaTWCh
nepeBipKa eJIeKTPOHHOTO mipnucy. Y
BUNAAKY, KO 1evt mignvc He LT un LTA,
CUCTeMa Ma€ po3IIMPIOBATH VIOTO 10 PiBHA
LT un LTA, IIPUIATHOIO TS
TTIOBTOCTPOKOBOTO ~ 30epiraHHs, IIIISXOM
30araueHHs JI0/IaTKOBOIO iHdopMaliemwo,
Takoo #K cepTudikaTM i craTrycu Hmx
cepTndikarTiB, TTO3HaYKM Yacy Ha MOMEHT
JOOABaHH:.

2. Jlo NOKyMeHTy HOHAEThLCs eJIeKTPOHHWUM
migmic B ¢gopmati LTA simnmosimanmeHOI
ocobu (apxiBapiyca) Ta/abo mevarka
yCTaHOBY 15 MiATBe P KeHHs ITPUHATTS
€JIeKTPOHHOIO JIOKyMEHTY Ha apxiBHe
30epiraHHsI.

3.  MerapaHi TOKyMeHTy MaroThb 30epiraTuch
y Bl pasom i3 caMuM JOKYMEHTOM, a relll-
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00pa3 JJOKyMeHTy, Temr-obpas IIpOTOKOITY

HepeBipKu, IIPOTOKOJI HepeBipKu
eJIeKTpOHHOTrO  mimmmcy  [6],  Torro,
30epiraroTbcsi  y  okpeminm Bl i3

3ueruieHVMM O;tokaMmu Ha ocHoBl MAC.

4. BUKOPUCTOBYETHCS MPUBaTHUI OJIOKUETIH
3 HEBeJIMKOK KUIBKICTIO PO3ITOIUIeHX
By31iB (5-7), Ie IS KOXHOIO By3/Ia
BUKOPWCTOBY€eThCsI BiiacHMit kimoa MAC.
Bysi Oy10K4eriHy pO3rOpHYTO V KiJTBKOX
He3aJIeXXHNX  yCTaHOBax  (FOPMAMIHMX
KOMIIaHIsIX, KOHCAJITUMHTOBMX KOMIIAHISX,
HOTapiyciB), $Ki BOJIOMiIOTH BIIACHUMM
xmodamyn  MAC Ta  3abe3meuyioTh
He3aJIeXXHICTb 1 KOHTPOJIb  IIUIICHOCTI
BJIaCHVX BY3J1iB OJ10K4ertHy. BriposapkeHO
a/IMiHICTpaTHUBHO-TeXHIYHi 0OMe)XeHH: Ha

JloflaBaHHs  HOBUX  BY3JIB  TaKoOro
OslokderiHy i BUHaJleHHsS  iCHyroumMXx
(fopuawdHa KOMIIaHis dYM  HOTapiyc

TPUIIVIHYB CBOIO JTisUTbHICTB).

5. I mepeBipKu IIUIICHOCT] €I€KTPOHHOIO
JOKyMeHTY i IIPOTOKOJIy VIOTO IepeBipKu
[6], HeoOXiTHO BUKOPWCTOBYBaTI
pO3MOAUIEHVII PeXWuM IIepeBipKM, IIo
OasyeTbcs Ha KOHCEHCYCi - pe3ymbTaTy
TepeBipKM OTpUMaHOMY BifT OifTbITIOCTI
By3/1iB. Kislbka By3jiiB apxiBy OTpVMYIOTh
3aUT  Ha  OTPVMAaHHS  IIPOTOKOJIY
TIepeBipKM eJIeKTPOHHOTO JIOKYMEeHTY 3a
VIOTO TremieM, pAajli BUKOHYIOTh IIOHIYK
BiTIOBiTHMX 3aIicCiB 3a rem-oOpasamMm y
B/1 GnokuertHy, mosepTalOTh pe3yJsIbTaTu
710 ILIEHTpPaJIbHOTO cepBicy, KUV IPUVIMAE
PpillIeHH: OO LUTICHOCTI i aBTeHTUYHOCTI

€JIEKTPOHHOTO TIOKyMEHTY 3a
OTpUMaHVMU pesypTaTaMu. 1106
migpobuTm naHi, HeoOXigHO
CKOMITPOMETyBaTV  OUTbIIIe  TTOJTOBMHM

By3J1iB OJIOKYeNHY.

6. DPerymapna Ta aBTOMaTU4YHa IlepeBipka
HUTICHOCTI JIaHITIOXKKIB 3anucis  y  BJ]
Or10K4eViHy 3 3aHECeHHSM pe3ysIbTaTiB JIo
caMoro OJIOKYeVIHYy, A03BOJIIE 3MEHIIUTV
MOMJIVIBICTD T POOKM TaKMX JOKYMEHTiB i
INPUCKOPUTU  OTPVIMaHHsL  pe3yJIbTaTy
HepeBipKiuL.

7.  BuKOHyeTbca IlepeBipKa eJIeKTPOHHOIO
migmicy  apxiBapiyca Ta/abo mewaTku

yCTaHOBIL.
8.  3a po3KiIagoM, B aBTOMaTUMYHOMY PeXXimi,
BUKOHY€THCS JOIaBaHHI apxiBHOL

MO3HaUKM Yacy A0 eJIeKTPOHHOIO migmnucy
apxiBapiyca Ta/abo TedaTKMI yCTaHOBU 3
BUKOPVCTaHHAM  MiOXomiB,  sIKi 6yJ‘M
omnvcaHi pamximre. Moxmse
BUKOPWCTaHHS aJIFOPUTMIB MiAMNNCY, IO
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3a0e3neuyoTh abO TaKMVl caMwil piBeHb
3axmCTy, 00 OLTBIIITL.

9. 3abesneuenHsi OUIBIIIOrO PpiBHS 3aXMCTY
MOXJIVMBE 3a PpaxyHOK BUKOPUCTaHHS
anropuTMmiB  mipgmmcy i3 OiugbmIoro
JIOBXXIMHOIO KJTIoda i OiTeImmiM posmipom
remr-obpasy, i3 6imemM posmipom MAC,
un B3arasi, 3 BUKOPUCTaHHIM
IOCTKBAaHTOBMX  @JITOPUTMIB  ITIIINCY.
HortyckaeTbes /Ty OIroBaHHS ITi/IINCIB, 5K 3
BUKOPMCTAHHSIM KJIAaCMYHOIO aJIFOPUTMY
HiAIINCY 3 OUIBIIIOIO JOBXWHOO KJII04a, TaK
i 3 IIOCTKBAHTOBMM aJIFCOPUTMOM ITi/IINACY.
Ile s3ymOBIEHO THM, IO OUTBIIICTH
IIOCTKBAHTOBMX aJITOPUTMIB IIIIINCy He
IPOAIIUIN ITepeBipKy YacoM.

BuxopucramHsa  Takol —TiOpwmHOI  Momeri
HOEIHAHHA KIACMYHOrO apxiBy 3  eJleMeHTaMu
GrioxuertHy Ta IIPUBATHOTO Gr10KuerHy 3

pukopuctanasiM MAC Mae migBumuTit HOBipy A0
IaHUX IIPOTATOM BeJIMKOrO IIPOMDKKY dYacy Ta
HaJiVHICTD pillleHHs B IJIOMY.

Bucaoskn. Ilepexim 10  BUKOpUCTaHHS
BUK/TIIOYHO  €JIeKTPOHHUX JOKyMeHTiB moTpebye
BUKOPVICTaHHSI MeXaHi3MiB i HIPVHITUIIIB
IOBFOCTPOKOBOIO 30epirasms €JIeKTPOHHMX
mokyMmeHTiB. IlepeBipka eJIeKTPOHHMX IIIINCIB €
KPUTWYHO BaXKITVIBVIMM ISt 3abesneueHHs
IIOCTOBIPHOCTI Ta FOPUIVYHOL 3HAYYyIIOCTi
€JIeKTPOHHMX [IOKYMEHTIB 4epe3 POKM i JIeCATWIITTS.
3abesneuyenHs JOBrOCTPOKOBOT aBTOMATUYHOT
TIepeBipKy eJIeKTPOHHMX ITAINCIB € KOMIUIEKCHOIO
3ajjavero, sKa BUXOAUTH 3a MeXi KJIacM4HOl
KpunrorpadidHoi TepeBipku TANMMCYy Ta HOTpebye
BpaxyBaHHs 4acOBUX, iHPPaCTPyKTypHMUX i apXiBHMX
acriekTiB. Ba3oBi ejleKTpoHHI migNycy He TapaHTYIOTh
MOXXJIMBOCTI IIepeBipKM y JOBIOCTPOKOBIV ITepCIIeKTVBi

Jepes 3aKiHUeHHS TepMiHy il cepTudikaTis,
HeJOCTYIHICTh cepsiciB nepeBipKmn cratrycy
cepTudikaTiB Ta IIOCTYIIOBY BTpaTy  CTilIKOCTi

KpunrorpadiuHmux ajIrOpUTMiB.

ITpoananizopaHo  mmigxody, 3aKilafgeHi y
cragmaptax ETSI mma ¢dopmarie CAdES, XAdES Ta
PAdES, SIKi HependavaoTh BUKOPVCTaHHSA
posumpenux mpodinis migmmcy (3okpema LT Ta LTA),
IO JIO3BOJISIIOTH  3a0e3leumnTyi  JOBIOCTPOKOBY
aBTOMATWYHy IIepeBipKy IUIAXOM BKIIIOYEHHS [0
HiAIMCy TTOBHOTO HaOOpy JOIaTKOBUX AaHMX, 30KpeMa
cepTndikaTiB, JaHMX IIPO X CTATyC Ta ITO3HAUOK Yacy.
Bcranoprieno, mo caMe gopaBaHHS LUX AaHUX [0
€JIeKTPOHHOrO  IIANNCYy  JOKYMEHTYy  [I03BOJI€
3[IVICHIOBATM MepeBipKy IiANmWcy He3aJIeXHO Bif
30BHIIIIHIX cepPBiciB y MartOyTHEOMY.

ITokazsano, 10  KIIOYOBUM  €JIeMEHTOM
IJOBTOCTPOKOBOI IEePeBipKM € HasBHICTL [10Ka3y TOIO,
o mignvic OyB AiVICHMM caMe Ha MOMEHT [IofaBaHH:
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7o apxiBy. IcHyBaHHS TaKOro /JoOKasy JOCSIIa€ThCs
LIIIAXOM BUKOPYMCTaHHS JOIATKOBYIX IIIIIVCIB apXiBHOT
yCcTaHOBM 1 apxiBapiyca, MIOHATKOBMX apXiBHUX
TO3Ha4OoK Yacy, dikcariil craTycis cepTidikartis g, gac
MiOIIVICaHHS Ta IIPOTOKOJIY II€PEeBipKY IIAIINCY IIiJL Jac
JIofaBaHHA A0 apxiBy. [loaTKoBO BCTaHOBJIEHO, IO
TUIs 3a0esTedeHHsT CTIVIKOCTI 10 KpumnTorpadivHoi
Imerpagamnii HeoOXimHMM € 3acTOCyBaHHS MexaHi3MiB
apxisaoro migmucy (LTA), saxi mnepenbadgaioTh
nepiofdHe OHOBJIEHHS JTOKa30BUX JTaHMUX
KJTaCMYHVMY  KpunTorpadidamMMmM  aliropuTMaMu 3
OiTBPIVIMM  JTOBXWHAMM KJI0Ya Ta BUKOPMCTaHHS
HOBVX ITOCTKBAaHTOBUX KPUIITOrpadivHIIX aJITOPUTMIB.

OkpeMo BCTaHOBJIEHO, IO Cy4acHi TeXHOJIOTiI,
30KpemMa IPVBATHM 6roKuerH, MOXYTb
BUKOPWUCTOBYBaTUCh SK  JOJAaTKOBUIT IHCTPYMEHT
3a0e3neueHHs JOKa3y iCHyBaHHS Ta IUIICHOCTI JTaHMX,
MIBUINEHHS CTiMIKOCTi 110 HOBUMX KpuITOIpadidunHmx
BpasmBocTet. Kpim  Toro 3meHinye — 3arajibHe
HaBaHTa)XeHHs Ha apxiBHy CUCTeMy 3 IeperliicaMin
Ta ILABMIIYE 3aXUCTYy BiJl MOXJIMBOIO BTPYYaHHS
JIOOVHM Y Hporec 30epiraHHS  eJIeKTPOHHOIO
mokyMmeHTy. Ilomasiplile migBuMINleHHS eQeKTUBHOCTL
IpyBaTHOTO OJIOKYerHa MOXJIVMBE 3a PaxyHOK
JloJlaBaHHs By3J1iB, CTBOPEHHs perylaMeHTy IepeBipKu
LOUTICHOCTI By3/TiB OJIOKWeVIHYy 3a pO3KIafoM, sKi
BUHeCeHi B iHITI iHCTUTYIIiVIHI yCTaHOBY, Ta pO3POOKM
BiIIIOBIAHOIO  perjlaMeHTy [ofJaBaHH:d HOBUX i
BUfIaJIeHHs iCHYIOUVX By3/1iB IIPYBATHOIO OJIOKYelIHY.

TaxkuM YMHOM, 3alIpOIOHOBAHUV ILAXiA [0
moOyfoBM ~ CHUCTEM  JIOBIOCTPOKOBOI  IlepeBipKu
€JIeKTPOHHMX IIIINCIB, 110 IOEIHYE CTaHAapTHU30BaHi
Mexanismu ETSI 3 mepesipku mifgnmicis, dopMysaHHs
3BITiB ITpO MepeBipKy, apXiBHi MpodiT mormpeHnx
dopmaTis  migmmMcis  Ta  CcydacHi  iHCTpyMeHTU
3a0e3reyedHs IUTICHOCTI 1 aBTEeHTWMYHOCTI JaHUX,

IT03BOJISIE 3a0€e3I1eUnT HallivIHICTD, BiZITBOPIOBAHICTH Ta
IOPUANYHY 3HAYYIIiCTh eJIeKTPOHHMX [IOKYMEHTIB
IIPOTSTOM TPMBAJIOTO Yacy.
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