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TH®OPMAIII SIK CYYACHA 35POS: HAIIIOHAJIBHA TA
MDIKHAPO/JHA ITPAKTHKA ITPOTH/III

Jlana cmamms npucesyena U3HaYeHHo poai iHgopMayii K KIou06020 iHCIMPYMEHmy
CYUACHUX 6O€H i 2IOPUOHUX KOHQNIKMIE, a MAKONC NPAGOEOMY PecVI0GaHHI0 iHGopMmayiliHoT
beznexu 6 YMO8ax @illcbKogUx Oill.

V' Oocniosxcenni npoananizoearo QyHryionyeanus ingopmayii sk 06 ‘exma npagogoi
OXOPOHU Ma 5K 3aco6y NIy € ymogax 306potinozo kougaixmy. Ocobauea yeaza npudinrena
GUGUEHHIO NCUXONO02IYHUX onepayill, desiHopmayii, nponazanou, ribepamax Kk eneMeHmie
inghopmayiiinoi azpecii. 3 nepuiux OHie xoH@aikmy e Vipaini Pocis pozecopHyia nomyxcHy
NPONACanOUCTNCOKY KAMNAHII0, Menoio AKoi 6y10 cmeopumu 6 iHpopmMayiitHomy npocmopi
guxpueneHy kapmuuy nodiil. Tax, na mixcnapooHomy pieHi Pocilicoka @edepayia namazanaca
eunpagoamu ceoi 0ii, nodaruu iX AK «3aXUCI  POCIlICbKOMOGHO20 HACETeHHAN,
«cneyonepayio Npomu HayusMy», «peaxyiro Ha 3azposu 3 boxy HATO». Il]e oonum
Hanpamom cmana 6bopomvba 3a MidCHApoOwy ingopmayitiny iniyiamuey. Pociiicoka
Dedepayia euUKOPUCINOBYBANA 6CI MONCTUGOCMT O1A 6NIUEY HA 2POMAOCLKY OVMKY 3d
KOPOOHOM, 30Kpema uepe3 Mepexcy OepiCAGHUX 1 NPUGAIHUX NPONAcaHOUCHCLKUX Medid
(RT, Sputnik mowo), ingopmayiiini amaku Ha MIHCHAPOOHI IHCMUMYYii, NPOCYEaHHS
anemepHamueHUx mpakmyeans noodiit ¢ Yxpaiwni. Ilouiuprosanuca napamueu npo HiOumo
«empyuarHa 3axooy», «306HiUlHE YynpaeniHHa YVxkpaiwow», «bionabopamopii CILIIA»,
«eenoyuo y [lonbaci» mouyo. Taxi mecedxnci akmugHo niompuMyeanucs Ha pieHi oghiyitiHux
3a6, OUNTOMAMUYHUX 0eMapiiLiG, PIHAHCYEAHHS OPVHCHIX NOTMIMUUHUX CUT 30 KOPOOHOM.

V meorcax oocnioscenna npoaranizoearo nonojiceHHAa MidCHAPOOHO20 2YMAHIMAPHO20
npaea, HaAYioHaTbHO2O 3axoHodaecmea YVKpainu wooo ingopmayilinoi besnexu, a maxkoxic
MINCHAPOOHY Npakmuxy npomuodii ingpopmayiiiniti acpecii. Cyuacna npacoea 0emMokpamuyHa
depicasa noguHHa 3abesnedumu bararc Mixc ceob600ow clo6a, noutupents iHgopmayii ma
iHghopmayieto sk iHCmpyMeHmom cyuacHux iHgopmayiinux 6itiH. OOHuM 3 eapianmie
O0OCACHEHHA AKO20 OAlaHCy € CHIGOPEHHSA He3ANeHCHUX pe2VIAMOPHUX Op2aHie, o
OiAmMUMYMb HA OCHOGI 3aKOHY i 3 OOMPUMAHHAM MIXCHAPOOHUX CINAHOApMIIe.

3anponorogano  nioxoou OO0  GOOCKOHANEHHS  NPAGOBO2O  pecyito6aHHs
GUKOPUCTAHHA THoOpMayii ¥ 6OEHHUII Yac, OBIPYHMOBGAHO HeOOXIOHICHb PO3POOKU OKpemlx
NPAGoOGUX MexaHizMie epexmueHoi npomuodii iHcmpymeHmam ingpopmayiiHoi eitinil.

Knarwuosi cnoea: ingopmayiiina eitina, oezingopmayis, nponazanoa, 2ibpiona eitina,
ingopmayiiina azpecis, ingpopmayitina besnexa.
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IloctanoBka mpodaemu. BiiiHa, sxa TpuBae MiK Pociiickkoio @ejepariero Ta
Vkpainoro 3 2014 poky 1 sxa 3 24 mrotoro 2022 poky HadysIa IOBHOMAcCIITaOHOTO XapaKTepy,
€ HallOUThII SACKpaBHM IPHKIAJIOM CYYacHOTO KOH(IIKTy, B SKOMy 1HDopMaIiis
BHKOPHCTOBYETBCS SK IIOBHOINHHA 30pos. OcOONMBICTIO Ii€i BIfHH € Te, IO HOpsA 13
3aCTOCYBaHHSAM TpaJHIIIHUX 3aco0iB BeAeHHS OOMOBHX [iff MPOTHBHHK CHCTEMHO Ta
[ITeCIpAMOBaHO  BHUKOPHCTOBYE  IHCTPYMEHTH  iHQopMmariitHoi  arpecii, 30Kpema
ne3iHgopmaliro, ICHXOJIOTITHI oTeparllii, KibepaTaky, IponaralIy, BTPYYaHHS Y BHYTPIIIHII
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MeianpocTip YKpaiHH, BIULTHB Ha MIKHAPOIHY TPOMAJICBKY JYMKY TOIIO. Y ITbOMY KOHTEKCT1
pociiichKO-yKpaiHCchKa BlifHa € KJIaCHYHHM MPHKIAIOM TIOpPHIHOTO KOHQIIKTY, B SKOMY
1HdopMaiiiHa CKIIagoBa BIIITPae He TOIOMIKHY, a KIFOUOBY POJb.

MeTtoro gocaigkeHHsI € OOIPYHTYBaHHS IIpaBOBOi KBami(ikalii BHKOPHCTaHHS
1HpopMatii IK 3aco0y cydgacHOi 30poi, yTOUHEeHHS IMPAaBOBHX MeXaHI3MIB i peryIioBaHHS B
CYydacCHHX yMOBax, a TakoK ()OPMYNIOBaHHS IPOMO3MIH IMOAO BIOCKOHAICHHS
HaIllOHAIFHOTO Ta MDKHAPOIHOTO 3aKOHOAABCTBA 311 OLTHIN e)eKTHBHOI IPOTH/IIL.

Ctan onpanmoBaHHs npobiaematnkn. Cepeq BITYM3HSHHX JOCTIIHHKIB, SKI
JIOCTIKYBa THTaHHA 1HGOpMAIIHUX BIifH, NMHUTaHHS ae3iH(opMaIii SK IHCTPYMEHTY
1HpopMaIiiiHoi arpecii y cy4acHHX BiifHaX, IHTaHHS TIOPIIHHUX BIifH, CTpaTerii Ta TaKTHKU
pociiickkoi mpomaradan e Marga €. (Marga, 2014; 2015), ITasmrox M.B. (ITaBmox, 2022),
ITouenmos I'. (ITowemos, 2015), I'amimuak B. (Iamimuak, 2023). Haykorm Kypumo B.,
Capuenko C. (Kypmro Tta CaBueHko, 2017), OUTBII AeTanbHO MOCITIKYBalIH ITHTAHHA
1HGOpMAIITHIX TEXHOJOTIi SKI BHKOPHCTOBYIOTHCS JUIS MAaHIMYIIOBAaHHA MAacOBOIO
CBIIOMICTIO, BITHBY Ta YIIPaBIIHHS JTIOIbMH. 3a3HaUa€ThC, 110 1H(GOpMaIliiiHa arpecis cTaia
aKTHBHO 3aCTOCOBYBAaTHCh B X011 aHekcii Kpmmy Ta gactuamn [[onOacy, a 1i eQeKTHBHICTH
00yMOBHJIO Ti OLIBII aKTHBHE 3aCTOCYBAHHA JO Ta I Yac aKTHBHHUX OOIOBHX il ¥ TIOTOMY
2022 poky. BaxmmBumu € gociaikeHHS (axiBIiB 3 JaHOI mpodiaemaTnku Beneneepa JI. Ta
Cementoka O. (BeneneeB Tta Cemenrok, 2022; 2023), sxi 30cepeaili yBary Ha BHBUEHHI
mpoTudll  1H(opMaIiitHO-IICHXOIOT1uHI  30poi, ne3iHdopmaiii, HOPMaTHBHO-TIPaBOBOI
JIep’KaBHOI MOMITHKH TOIIO, a TaKoX BlIacHI HaykoBi JopoOku Ille6aninm ., Ilebaninm B.
(IITe6anim, JI. Ta Illebanir, B., 2025; 2022).

Cepen 3apyOUKHHX JOCTIAHHKIB, $SKI BHBYAIOTh IHTAaHHA 1HQOpMAIiHHX Ta
riOpigHEX BiifH cmix 3asHaunTH ['yamamsiio P., I'yrriept K. (Guadagno & Guttieri, 2019),
l'opman ©. (Hoffman, 2009) Ta iH.

Bukiag ocHoBHOro Matepianay. 3 mepmmux AHIB KOHGIKTY Pocis posropHyia
MOTYKHY IPONAaraHAHCTChKY KaMIIaHII0, METOI gKoi Oyao cTBOpHTH B iH(opMaliiiHOMY
MpOCTOp1 BHKPHBJICHY KapTHHY mojiii. Tak, Ha MiKHapoaHoMy piBHI Pociiicekka @enepaiiis
Hamaraiacs BHIIpaBJaTH CBOi Mii, MOJAI0UN iX SK «3aXHCT POCIIICBKOMOBHOTO HacelIeHHS»,
«CIIeTIONepaIiio MPOTH HAIH3MY», «peakiliio Ha 3arpo3n 3 6oky HATO». V BHYTpITHBOMY
pociiicbKOMy MeJialpocTopl iHGOpMaIis CYBOpPO KOHTPOIIOETHCA Aep:KaBOr, He3alekHI
JUKepena 3a00pOHeHl, a CIIOKHBAYl OTPUMYIOTH JIHIIIe O(IIMIITHO T03BOJICHY 1H(pOpPMAIIito, 0
Mae Ha MeTl JIeTITHMI3yBaTH BIffHY Ta MOOLTI3yBaTH IIATPHMKY cepel HaceleHHS. lle
CTBOPIOE TapaielbHy peaTbHICTh, B SKIIi BUKpHBICHE YSBIEHHS TMpo Mol B YKpaiHi
(bopMyeThes K €IMHO MPaBHIbHE.

Bonnouac 3HauHa yacTHHa 1H(OpMaIiiiHoi arpecii Oy1a cpsaMoBaHa Oe3mocepeIHbO
Ha Ykpainy. Ile mposBisuiocss y mommpeHHI (eilkoBHX MOBIIOMICHb MPO CHTYaIll0 Ha
(GpoHT1, BTpaTH cepell YKpaiHCHKHX BIHCHKOBHX, 3pajH 3 00Ky KepiBHHIITBA, IPOBOKYBaHHI
MaHIKH cepeJ] MHUBLIHBHOTO HaceleHHI. Bopoki TelerpaM-KaHalOM, CTOPIHKH Yy COIIATbHHX
Mepekax, OoTodepMH 1 HaBITh 371aMaHI OOJIKOBI 3amHCH Jep:KaBHHX YCTaHOB
BHKOPHCTOBYBAINCS I8 JAectabumizamii curyamii. I[Tiq dWac akTHBHHX OOHOBHX iif y
KuiBcekiil, YepHIriBchKiil, XapkiBchbkiil, CyMCBKIH 00JacTSX CHCTEMHO HONIHPIOBATHCS
MOBIIOMJISHHS IIPO 37ady MICT, HakasH IPO eBaKyallro, BHOYXH YH IHII IIOJIi, AKI He
BIAMOBIAATH AificHOCTI. Taki iHpopMaIliiiHi aTaki MalH Ha MeTi MOCISITH CTpax, 3HeBIpY,
3MYCHTH HaceIeHHS /10 XaOTHYHHUX [iif, a TAKOK 3HU3UTH PIBEHb OMOPY OKYMAIIii.

OxkpeMuM HampsMoM iH(popMaliifHoi arpecii cramn Kibeparaku. Ilounraroun 3 2014
pPOKy, YKpaiHa peryaspHO cTaBala 00’€KTOM HamaAlB Ha KPHUTHYHY I1HQPACTPYKTYpY,
JepkaBHI 0a3n JaHHX, ypsAaoBi moprtann. Cepen HaiOLIBIN BIIOMHX IPHKIAIIB - aTaka Ha
eHeprocucteMy y rpyani 2015 poky, mo mpm3Bela O0 BIIKIIOUSHHS eJIeKTpOeHeprii B
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KUIBKOX perioHax. Y 2017 pom VkpaiHa 3a3Hana MacmiTabHOI KibepaTaku BIpycy
Petya/NotPetya, skuii mapaiizyBaB poOOTy [epKaBHHX 1 NPHBATHHUX CHCTEM, BKIIOYAOUH
OaHKH, TpaHCIOPT, TedeKoMyHIKarii. ¥ 2022-2023 pokax 111 aTakH IPOIOBKILIHCH - 30KpeMa,
Majn MICIle CIpoOH 3j1aMy CHCTEM VIIPaBIIHHA BICRKOBHMH OIEpallisiMH, CaiiTiB ypsiy,
MEOMYHHX 3aKiIajiB, 00’ekTiB JoricTHKH. I[i mii CympoBOMKYBadHCS KaMITaHIIMH
ne3iHGopMalii, K1 MaaH CTBOpUTH edeKT aectadimizalii Ta Oesmopaanocti (Tkauernko, 2022,
c. 88).

[Ile ogamMM HampsMoM cTaila OopoTh0a 3a MUKHApOIHY 1HGOpPMAIIHY IHINIATHBY.
Pociiicbka @eepariiss BHKOPHCTOBYBaja BC1 MOKIHBOCTI [UIS BILIHBY Ha TPOMAJICBKY TYMKY
3a KOpJOHOM, 30KpeMa depe3 Mepeky Nep:KaBHHX 1 MPHBAaTHHUX MPOMAaraHIHCTCHKUX Mejlia
(RT, Sputnik Ttompo), iHdopMmaliiiHi aTakl Ha MDKHApOJHI I1HCTHTYIlI, IIPOCYBaHHS
aTbTepHATHBHHUX TpakTyBaHb Mojiii B VYkpaini. [lommiproBamics HapaTHBH Tpo HIOHTO
«BTpyYaHHS 3axoay», «30BHIIIHE YIpaBIHHI YKpaiHowo», «0iomadoparopii CIIIA»,
«regouna y Jlombaci» tomo. Taki Mecemki akKTHBHO IIITPHMYBAINCS Ha PIBHI OQIMIITHIX
3asB, AUIUTOMATHYHHX JeMapIiB, (iHAHCYBaHHS IPYXKHIX MOMTHYHHX CIUT 32 KOPIOHOM.
Ilefi i1ndopmamitHuii THCK OyB CcHOpsAMOBaHHI Ha 3MeHIIEHHS IIATPHMKH YKpaiHm,
ocnabiaeHHs caHKMIH mpoTtu PO, BIUMMB Ha BHYTPINTHHOIIOMITHYHI JUCKYCIl B KpaiHax-uIeHax
HATO ta €C (ITetpenko, 2021, c. 112).

Hamionanpaa iHQopMaliiiHa Oe3meka YKpaiHH BHSBHIAacS JOCTaTHBO CTIHKOKO 10
MacmrTabHOI 1H(pOpMAaIIifHOI arpecii, Xo4a CHTyaIis BHMarae IIOCTIIfHOI afanTamii Ta
yIocKOHalTeHHs. JlepkaBa OIlepaTHBHO pearye Ha I1HGOpMaIliiiHI BHKIHKH. OJOKYIOThCA
MpOpOCIHiChKI  KaHaNH, 3alpoBaKYIOThCA CaHKIII g0 1HQopMAamiiiHHX  pecypcis,
aKkTHBI3yBanmacs poOoTa IleHTpy cTpaTeriyHHX KOMYHIKAIllil, BIPOBaKEHO TMPaKTHKY
odimiitHOro cupocTyBaHHS (eilKiB.

9 BepecHs 2024 poky BiOyI0cs 3aciganHs HallioHaIpHOTO KOOPAHHAIIIHOTO IEHTPY
kibepOesnexkn (HKIIK) - xmrodoBoro opraHy KOOpAHMHAIlliI Ta KOHTPOIK Y cdepi
kibepOe3nekn VYkpaiHH, Ha sSKoMy OylI0 MpPHIHATO pillleHHS OOMEXHTH BHKOPHCTaHHSA
MeceHkepa Telegram B oprasax JepKaBHOI BIaJii, BIHCHKOBUX (DOpMyBaHHSX, Ha 00’ €KTax
KPUTHYHOI 1HQPAcTpyKTypH. 3 MeTOH MiHIMI3amii Kibep3arpo3 Oya0 MpHITHATO pIIIeHHS
o710 3a00pOHH BCTaHOBJIEGHHS Ta BUKOpHCTaHHSA Telegram Ha ciayK0O0BHX TPHCTPOSX
MpaIiBHAKIB OpraHiB Jep;KaBHOI BIaaH, BIICHKOBOCTYKOOBIIIB, IPAIIBHHKIB CEKTOPY
Oesmekn 1 00OPOHH, a TaKOXK IIANPHEMCTB - OIepaTopiB KPUTHIHOI 1HpacTpykTypn (Pama
HaIllOHaIIbHOI Oe3mneku 1 00opn Ykpainn, 2024).

Ha mnamioHaapHOMY piBHI YKpaiHa BKe 3/IHCHIUIA HH3KY KpOKIB y Hampsami
MOCIUICHHS MTPaBOBHX 1IHCTPYMEHTIB MPOTH/IIT 1H(OpMaIiiiHiii arpecii. 30kpeMa, KpHMIHATbHE
3aKOHOJIaBCTBO JOMIOBHEHO CTATTSMH, 10 TMependadaroTh BIANOBLIAIBHICTh 3a MOIMHPEHHS
cTpaTeriuHoi iH¢opMaIii i Jac BIHHH, BTPYIaHHS B 1H(QOpMaIiiiHl CHCTEMH, CIIIBIIpAIio 3
JIep/KaBOIO-arpecopoM y Memia-cdepi. BomHodac icHye moTpeba y po3poOIll Ta IPHITHATI
KOMIUTeKcHoOro 3akoHy Ykpainn «IIpo iHpopMariiiny 0e3neKy», SKuit OH CHCTeMHO BH3HAUaB
MOHATTA 1H(oOpMAaIIiHOI arpecii, BCTAaHOBIIOBaB MeKI JOMYCTHMOTrO 1H(OpMAIiiHOTO
BIUTHBY, perllaMeHTyBaB IIOpS/IOK pearyBaHHS Ha 3arpo3H, BPeryJIbOBYBaB [ISUIbHICTh
ypa3IHBHX 10 BILUTHBY ILIaT(OpM 1 BH3HAYaB BIANOBIIATBHICTH 3a MOpyHieHHI. OKpeMHM
OIIOKOM ITpaBOBHX BHKIHKIB € cepa midpoBuX IIaTopM 1 colaabHuX Mepexk. B VkpaiHi,
AK 1 B OULIBIIOCTI KpaiH, BIACYTHIN NpsSAMHH Iep:KaBHHII KOHTPOIb HaJI alropHTMaMH
MOIMHIPEHHS KOHTEHTY B I7100anbHIX MejiacepBicax. [{e cTBoproe cHTyalio, B SKiif BOPOKHIl
KOHTEHT MO’K€ MacoBO IOIINPIOBATHCS depe3 Tenerpam-kaHami, YouTube, Facebook ado
TikTok, He miAmaaaroYuH 11 HalllOHATbHI 3a00poHd. J{J1s moqoaaHHs i€l mpodaeMi NOTPIiOHI
AK JBOCTOPOHHI JOMOBJIEHOCTI 3 IH(POBHMH KOPIOpPAIISIMIL, TaK 1 CTBOPEHHS IIPaBOBOTO
MeXaHI3My IPHUMYCY 10 CIiBIpali y cdepl BHIaneHHS HeOe3MeTHOro KOHTEHTY, 0J10KYBaHHS
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(elikoBHX aKayHTIB, MapKyBaHHSA JAe3iHpopMaliii. YKpaiHa Bke Mae MeBHHII JOCBII Y IbOMY
HampsMi, TMpoTe Il 3aXOAH 3aTHIIAIOThCA (parMeHTapHHMH 1 MawoTh OyTH 3akpillieHl B
HOpMaTHBHO-TIpaBoBUX akTax (IIpesument Ykpainm, 2021).

He MeHII BaKIIBHM € IMHTaHHSA IIpaB JIOJHHI B YMOBaX 00poThOH 3 1H(pOpMaIliiHOIO
arpeciero. Y OeMOKpaTHYHHX Jep)KaBax OOMeXeHHS CBOOOAH clIoBa IIOBHHHI OyTH
MIPOTIOPIIITHIMH, 3aKOHHIMH Ta HEOOX1THUMH B YMOBaX KOHKPETHOi cutyarnii (JInTBHHEHKO,
2021, c. 22). Came TOMy po3poOKa IPaBOBHX MeXaHI3MIB Ma€ BpaxoBYBaTH OalaHC MK
3a0e3neueHHIM 1HQoOpMaIiiiHoi Oe3mekn Ta 30epekeHHAM (yHIaMeHTaJIbHHX CBOOOI.
OnmHnM 3 BapiaHTIB JOCSTHEHHS TAaKOro OalaHCy € CTBOPEHHS HE3aIeKHHX PeryISTOPHHX
OpraHiB, IO MIATHMYTh Ha OCHOBI 3aKOHY 1 3 JOTpPHMaHHAM MDKHApOIHHX CTaHAapTiB. B
VKpaiHi pollb TAaKOTO OpraHy YacTKOBO BHKOHYye HalllioHanbHa pajia 3 MHTaHb TeledadeHHS 1
palOMOBJICHHS, OJIHAK HeoOXiHe MOalbllle BJIOCKOHAIECHHS ii MOBHOBaXKeHb Y MH(MPOBOMY
cepenoumii (Pana HamioHaIpHOI Oe31exn 1 00opoHn Ykpainn, 2017).

[Ile omHNMM TIEpCTIIEKTHBHHM HANpsIMOM € IIpaBOBa MIATPHMKa (haKTUEKIHTOBHX
iimiaTaB. IDtatdopmn, mo 3aiimMaroThes BepHbikamieo iH(opMarii, BHKOHYIOTh BaXKJIHBY
CYCIIUIBHY (DYHKIIIFO, ajle 9acTo MpamioTh 0e3 UITKOI HOpMaTHBHOI MIATPHUMKH. 3aKOHO/IaBue
3aKpIILIEHHS iIXHBOTO CTAaTyCy, TapaHTIi 3aXHCTy BiA HepeciiyBaHHSI, JOCTYI J0 OQIIiitHoi
iHQopmamii - Bce Ie copusiio 0 GopMyBaHHIO e(EeKTHBHOTO MEXaHI3MY CaMOOUYHIICHHS
1HpopMatiiiHoro mpocTopy. Takoxk BakINBO CTBOPHUTH IIPABOBI M1ICTaBH JUIS OCBITH Yy chepi
MelarpaMOTHOCTI, OCKUIBKH IIpaBoBa KyJIbTypa CIIOKHBaHHA I1HQoOpMaIil € He MeHII
BaKJIIBOIO, HUK KPUMIHATHHO-TIPaBOB1 3a00pOHH. Y JOBIOCTPOKOBII MepCHeKTHB1 HeOOX1THO
MpaIlfOBaTH HaJ TapMOHI3AIli€0 HAIlOHATLHOTO 3aKOHOJABCTBA 3  €BPOIEHCHKUMHI
miaxonamu. €Bpornelicbkiil Coo3 BiKe 3alpOBalB HHU3KY PETyIATOPHUX aKTIB - TAKHX SIK
3akoH 1mpo 1udposi mocayru (Digital Services Act), 110 BCTaHOBIIIOE 000B I3KH TIaTHOPM 3
BHJIQJICHHS MIKIITHBOTO KOHTEHTY, IIPO30POCT] AITOPHUTMIB, BIIIOBLIAILHOCTI 3@ IIOIMHPEHHAS
nesingopmamii. YkpaiHa, IparHydd 10 I1HTerpamii B €BpoIelicbke IIpaBOBe I0Je, Mae
BpaxoBYBaTH Il CTaHAApTH IpH (GopMyBaHHI BIACHOI CHCTeMH MPOTHAIl 1H(OpMaIiiHii
arpecii. Ile 103BOMNTH He JHIlle MOCHIHTH 3aXHCT 1HGOPMAIITHOTO CyBEpeHITeTy, a i
CTBOPHUTH YMOBH JUISL CIILTHHOI €BpOIIEHCHKOI 1H(OpMAIIiitHOI MOMITHKH, IO TPOTHCTOSTHME
30BHIIIHIM 3arpo3aM.

Buxopncranas iHpopmarii Sk 30poi cTano He JHIIE MpobdIeMO0 OKpeMIX JepiKas,
TaKHX AK VYKpaiHa, a H ri100albHHM BHKIHKOM IS BCi€l MIKHApPOJHOI CILIBHOTH
(International Committee of the Red Cross, 2022, c¢. 17). IndopmamiiiHi araki,
KIOepBTpYUaHHA, MaHIMYIIOBaHHS TpPOMAJChKOK JYMKOK, BIpPYYaHHS Yy BHOOpH,
nesingopmarmis B Tepiognd KpH3 1 KOH(DIIKTIB, 1H(QOpMAIiiHMII THCK Ha MIKHApOIHI
OpraHizamii - yce Iie mepeTBOproe 1H(GOpMaIliiHIHIl IpOoCcTip Ha MOBHOIIHHE IT0JIe T10pIIHOTO
MPOTHUCTOSIHHA. BIAMOBIIIIO Ha 111 3aTPO3H CTaIN CIIpoOH MIKHAPOJIHHX OpraHi3alliil - TaKux
axk  HATO, Espomeiiceknii Coro3, Opranizamis OO0’emHannx Hamiit - Bupodutn
KOHIIENITyalbHI, HOPMATHBHI Ta I1HCTHTYIIIHI MeXaHI3MH IPOTH/li BHKOPHCTAHHIO
iHdopmanii sx 30poi.

Po3rnsaaroun cydacHy NMPakTHKY, MOKHA BHOKPEMHTH KUTbKa KITFOYOBHX TIPEIIe/IeHTIB
Ta I1HIIATHB, SKI CBIAYATh MPO TIOCTYNMOBe (GOpMYBaHHS MIKHAPOIHOI HMPAaKTHKH 0 i€l
po0IeMH.

HATO, gk mnpoBigHHil BIiiCBKOBO-IOMITHYHHI albsSHC, OJHHM 3 MEepIIHX BH3HAB
riopumni 3arpo3u gk npioputetHi. Ille y 2014 pomi, micis modaTtky arpecii Pociiichkoi
@enepamii npotn YKpainu, B odimitHnx mokymeHTax HATO 3’sBmimocs morATTa hybrid
warfare, B sxomy iH(popmariiiiHa BifiHa Oyja BH3Ha4YeHa SK OJHH 3 OCHOBHHUX €JIeMEHTIB. Y
MIJCYMKOBOMY JOKyMeHTI BapmaBchkoro camity 2016 poky Oyio 3a3HadeHO, IO AJBSHC
po3podIise MeXaHI3MH HpoTH L Ae3iHdopMaIliii, Beae podOTy 3 aHamI3y IH(GOpMAaIIiiHIX aTaKk
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Ta CIIBIIpAIIOE 3 MapTHepaMH y cdepl cTpaTeriyHNX KoMyHIKariii. 3 miero metoro y HATO
cTBopeHo cmemanpHuil miapo3aur StratCom COE (LleHTp mepeaoBOro JOCBIIAY 31
CTpaTeriyHHX KOMYHIKaliii), mo ©6a3yerbcs B Pusi (JIatif). BiH aHamizye iHpopMaIiiiai
KaMIIaHii Jep;kaB-arpecopiB, po3po0isge peKOMeH Iallli o 10 MPoTHlT (helikoBHM HapaTIBaM,
MPOBOANTh HABYaHHSA /IS KpaiH-WIEHIB Ta TMapTHepiB AJbsSHCY. YKpaiHa aKTHBHO
CIIBIIPAITIOE 3 ITUM IIEHTPOM, OTPHMYIOUH eKcHepTH3y y cdepi MemiaOeslekH Ta MpOTHIi
pociiicekiil nponaranal (Ahmadli, J., 2022, c. 7-8).

OpHNM 13 HallOLTRIT BIAOMHUX IpelleeHTIB iH(opMaIliiiHoro BTpydaHHS cTala crpoba
Pocii BIumHYTH Ha Tipe3uaeHTchKl Buoopu y CIIIA y 2016 porri. 3a JaHHMH pO3CIIiIyBaHHS
cnennpoxkypopa PoOepra Mromiepa, pociiichbki CHeICTy:KOH oOpraHi3yBadH MacHITaOHY
KaMITaHII0 y COIlIaIbHHX MepeikaX, ska Majga Ha MeTI MOCIATH po30paT y aMepHKaHCHKOMY
CYCIILUIBCTBI, BIUIMHYTH Ha pe3ylIbTaTH TOJOCYBaHHS, IOCIAOHTH JOBIPY 10 IHCTHTYTIB
nemokparii. Ileil BUMagok cTaB KaTadizaTopoM mmupokoi auckycii B OOH 1 €C moao Mex
cBoOOMM CIIOBA, BIAMOBIOAIBHOCTI 3a MOMHpeHHS fAe3iHdopmMamii Ta HeoOXITHOCTI
MIKHApOJIHOTO peryiroBaHHA mHdpoBoi cdepn. Y 3Bitax HATO Ta €C 3a3Hauanocs, IIo
moai0HI KaMITaHii MOXYTh pO3IIsAaTHcd SK akTH TiOpHAHOI arpecii, a B pa3l 3HAYHOTO
BIUTHBY Ha CYBEpeHITeT /epKaBH - HaBiTh AK (opMa BTpydYaHHS, MO CYIEpPEUYHUTh
MIKHApOJIHOMY TIPaBY.

€Bpomneiicpkuii Coro3, pearyroun Ha Il BUKJIHKH, cTBOpHB y 2015 portl ctpykTypy East
StratCom Task Force - aHamTHYHMII MAPO3ALUT, SKHI 3aiiMaeTbCsd BHABICHHSM,
JOKYMEHTYBaHHSAM 1 CIIPOCTYBAaHHSAM pPOCIICHKIX Je3iH(opMamiitHnx kammasiii. g rpyma
MyOIiKye HIOTIZKHEB1 3BITH Mpo (elKH, AK1 IOIMHPIOIOTHCA B KpaiHax €BpomN, BHBYAE
METOIHN Ta KaHaIN IX MONIMPEeHHS, a TaKoK IPOMOHYE IHCTHUTYIIIHHI 3aXOMH U1 MPOTHIIl
1HpopManiiiaiii arpecii. ¥ 2018 pomi €Bporefickka KoMicid npejacraBmia IDran miit momo
OopoTeH 3 Ae3iH(OpMalIi€ro, IKHIT Mepeadadae TICHY B3aEMOJIII0 MUK JIep:kaBaMH-WICHAMIH,
wiarhopMaMH COIUIATBHUX MeJia, TPOMAIJHCHKHM CYCIUIBCTBOM Ta eKcIepTamMu. Y
JOKYMEHTI BH3HAUEHO, N[0 CHCTEeMHE TOIHPEHHS HEeNpaBanBoi 1H(popMaIlii Moke CTaHOBUTH
3arpo3y JAeMOKparTii, TpOMaJIChKOMY MOPSAAKY Ta OesIlelll Jep:kKaB, TOMy HeoOXiJHe CIILIbHE
pearyBaHH4 (Scholarly Community Encyclopedia, 2023).

[Ile omanM BaxIMBHM KpokoM €C crano yxBajdeHHS KoJekcy MOBEAIHKH IOJI0
OopoTeOH 3 ae3iHdopMaIi€ro, SKHIT MIAMICcaId HailOUIbIN TeXHOIOTITHI KoMmaHii - Google,
Facebook (Meta), Twitter, TikTok, Microsoft. I1i mrardopmu 30008’ 13ammcs MapKyBaTi ado
BHUIAATH HEJIOCTOBIPHHI KOHTEHT, OOMEXKYBAaTH OXOIUIeHHS (efiKoBHX TIOBIIOMIICHb,
Mpo30po  3BITYBAaTH TMpo il moao iHGopMamiifHoi Oe3lekH, CHIBOpalioBaTH 3
(haKTUEKIHTOBHMH OpraHi3amisaMu. Xoda JOKYMEHT Mae peKOMeHIAIlliHUI XapakTep, BIH
CTaB BaKIMBHM IHCTPYMEHTOM THCKY Ha IM(POBHX TiraHTIB 3 OOKY aepikaB y cdepi
OopoTeOH 3 iHpOpMaIIiiiHOO 3arpo3oro. ITicig mouaTky moBHOMacmTabHOI BiftHH Pocii mpotn
Vkpaian y 2022 pomi €C Takox 3alpoBaJHB CaHKIII MIPOTH POCIICHKIX MpomaraHIiucTChKIX
kaHamB, TakuxX 9K RT 1 Sputnik, 3a0opoHnB iX MOBIEHHS B KpaiHaX-wiIeHaX Ta OJIOKyBaB iX
OHJIAHH-TIPHCYTHICTb.

Opranzanis O6’eqnannx Hariif TOKH 10 HE Mae OKpPEeMOTro IIPaBOBOTO MeXaHI3MY
peryaroBaHHS 1H(opMmariiHoi Oe3nekH, OJHAK HEOJHOPA30BO TOpYIIyBala Il MHTAHHSI Y
CBOIX pe30IoIiX 1 3asBax. 3okpeMa, y Pe3omronii ['enepanproi Acambnei OOH Ne 73/27 Bix
2018 pokxy Oymo BH3HAHO HeoOXIIHICTH (pOpMyBaHHS TpaBII MOBEIIHKH Jiep:kaB y cdepi
iHopMaiitHOi Oe3MeKH, B TOMY THCII1 B KOHTeKCT1 KideprnpocTopy (United Nations, 2018). V
2020 pomi cTBOpeHO Bimkputy pobouy rpymy OOH 3 muTanb kibepOe3nekn, SKa 3aiiMaeTbes
pPO3pOOKOI0 TII00ATHHOTO HOPMATHBHOTO MIAXOAY [0 IMQPOBHX 3arpo3, BKIOYAIOYN
nesiHdopmariro, iHGoOpMariiiHe BTpydaHHT y BHOOpH, 1HQOpMaIiiHHil ImaHTax). Y CBOIX
nokymentax OOH Bm3Hae, mo mnommupeHHS (efikoBoi iHGopMamii B ymMoBaxX 30poifHOTO
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KOH(IIKTY MOK€ TOCHIIOBAaTH HAacHIhCTBO, IPOBOKYBAaTH IOPYIIEHHS IpaB JIOAWHH Ta

MIIPHBATH CYBEPEHITET JeprKaB.

VYkpaina HeomgHopa3oBo 3BepTamacsd 1o OOH, HATO ta €C 13 BUMOrow BH3HATH
1HpopMaIIiiHy arpeciro SK OKpeMHil THm arpecii y posyMmiaHi Ctatyty OOH. V BHcTymax
mpeacTaBHUKIB YKpaiHn Ha ['eHepambHiii Acambiei T1a Pami bBesnmexkn HeogHOpa3oBo
HaroJIOmyBaaocs Ipo HeoOXIJHICTh CTBOPEHHS MIKHApOAHOTO MeXaHI3MY (Qikcamii Ta
CaHKITIOHYBAaHHS BHIIAJIKIB cHcTeMHOi iH(opwmamiiiHOi arpecii. Taki IHIIIATHBH IIe He
OTPHMaTH CTaTyCcy MUKHAapOTHOTO JOTOBOPY, OJHAK CHPHSIN BKIOUYESHHIO ITHTaHHA
1HpopMatiiiHoi Oe3meKH 10 HOPSAKY JeHHOTO HH3KH MUKHAapOIHHX (opyMiB, KOHDEpeHIiil 3
Ki0epOe3mneKH, a TaKoK BHYTPIIIHIX cTpaTeriii nep:xas-wieHiB OOH.

BucnoBkn. IHpopmamiiina BiitHa Mk YKpaiHoro Ta Pociiicekoro @efepalli€ro crajia
MIPHKJIAZIOM TOTO, SIK CJI0BO, 300pakeHHs, /IaH1 MOKYTh MaTH TaKHil caMHil BILIHB, SIK 1 pakeTH
4l TaHKH. BOHa [ToBela, Mo KOHTPOJIb Haj 1H(GOpPMaIiHIM IMPOCTOPOM, IBHIKA PEaKIlis Ha
¢eiikn, 1HGOpMariiiHa MOOLTI3aIsA HaceleHHs, CTpaTeridHl KOMYHIKAIi 3 MapTHepaMH Ta
mocaigoBHa 1HQopMmariiiHa IIOMITHKA € He MEHII BaXINBHMH, HDK (i3ugHa obOopoHa.
VcmoimHe NpoTHCTOSHHS 1HQOpMamiiiHiil arpecii € QakTopoM BIDKHBaHHSA JIepiKaBH,
30epekeHHS ii BHYTPINIHBOI IUTICHOCTI Ta MIKHAPOJIHOTO aBTOpHTETY. ToMy mocBi YKpaiHH
€ BaXTHBHM TPHKIAIOM [UISI MUKHApOJHOTO CIIBTOBapHCTBA, SIKe TUIBKH IIOYHHAE
dbopMyBaTH MeXaHI3MH IpPaBOBOI Ta IOJITHYHOI peakili Ha HOBI BHKINKH IH(opMamiiiHoi
BIiiHI. YKpaiHa cTaja peaJbHIM «I0j1eM 00r0» Ha SKOMY MPOXOISTh BUIIPOOYBAHHS HE JIHIIE
HOBI BHIH BIIICBKOBOTO 030pO€HHS, a II 1HCTPYMEHTH CyYacHOI 1HpopMaIiiiHoi BiiHIL.
AHOHCOBaHI MPe3UASHTChKI BHOOpH B YKpaiHi Ii Yac BIHH CTaHYTh pealbHHM BHKJIHKOM
iHQopMamiiiHOro IHCTpYMeHTapil0o Ta HaJaAyTh peaTbHHIl MOCBIA MPOTHAII BIUIHBY
1H(pOopMaIiiiHIM BiifHaM i 9ac BHOOPIB B «OCOOIHBHX YMOBaX» He TUIBKH IS YKpaiHi, a i
IUISE BCHOTO CBITY.
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INFORMATION AS A MODERN WEAPON: NATIONAL AND
INTERNATIONAL PRACTICE OF COUNTERACTION

This article is devoted to defining the role of information as a key tool in modern wars
and hybrid conflicts, as well as the legal regulation of information security in military
operations.

The study analyzes the functioning of information as an object of legal protection and
as a means of influence in armed conflict. Particular attention is paid to the study of
psychological operations, disinformation, propaganda, and cyberattacks as elements of
information aggression. From the first days of the conflict in Ukraine, Russia launched a
powerful propaganda campaign, the aim of which was to create a distorted picture of events
in the information space. Thus, at the international level, the Russian Federation tried to
Jjustify its actions by presenting them as «protection of the Russian-speaking population», «a
special operation against Nazismy», and «a response to threats from NATOx». Another
direction was the struggle for an international information initiative. The Russian Federation
used all opportunities to influence public opinion abroad, in particular through a network of
state and private propaganda media (RT, Sputnik, etc.), information attacks on international
institutions, and promotion of alternative interpretations of events in Ukraine. Narratives
were spread about alleged «Western interference», «external control of Ukraine», «US
biolaboratories», «genocide in Donbasy, etc. Such messages were actively supported at the
level of official statements, diplomatic demarches, and financing of friendly political forces
abroad.

The study analvzed the provisions of international humanitarian law, national
legislation of Ukraine on information security, as well as international practice of countering
information aggression. A modern democratic state governed by the rule of law must ensure a
balance between freedom of speech, dissemination of information, and information as a tool
of modern information warfare. One option for achieving such a balance is to create
independent regulatory bodies that will operate on the basis of the law and in compliance
with international standards.

Approaches to improving the legal regulation of the use of information in wartime are
proposed, and the need to develop separate legal mechanisms for effective counteraction to
the tools of information warfare is substantiated.

Key words: information warfare, disinformation, propaganda, hybrid warfare,
information aggression, information security.
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