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LAW ENFORCEMENT AGENCIES AS SUBJECTS OF ENSURING
THE INFORMATION SECURITY OF THE STATE

V' cmammi oOocnioxceno polv npacooxopoHHux opzawié y 3a0e3neyeHHi
iHpopmayiiinoi Oesneku Oeposcasu. PozenaHymo Hopmamil6HO-NPaosi OCHOGU ix
oianbHOCmi, 0cobausocmi @DVHKYIOHY6AHHA 6 YMO6ax <2iOpuoHoi 6GiliHu ma
iHgpopmayitinux 3aepos. IlpoaHanizosano Mexawizmu 3anobicaHHs, 3anodieaHHa ma
Hellmpanizayii iHpopmayilinux amax, oesiHgopmayii, KibepsnouuHHocmi. BusHaieHo
K104061 cy0'ekmu cucmemu iHgpopmayitinoi 6esnexu, ceped axux Cnyxcoa desnexu

Vikpainu, HayionanvHa noniyia, Cayxcoda 306HiuHb0i po3ssioxu, Ogic I eHepanvHoeo



npoxkypopa, Jlepocasie 0Owpo posciioysaHb ma bopo exoHomiuHOi Oe3nexil.
Haconouwerno Ha HeobxioHOocmi YOOCKOHANEHHA MIHCEI00MY 0T 63aEMO01i ma aoanmayii
cmpameeiil 00 CY4acHUX GUKIUKIE V cghepi iHpopmayitiHoi besnexi. J[oCTiOMHCeHH:
aKyeHmye y6azy Ha 6axiciu6ocmi cmeopeHHs egexmusHoi cucmemu iHgopmayiiiHoi
besnexu, w0 OOIPYHMOGYEMBbCA HA MIANCEIOOMUIL KOOPOUHAYii, GUKOPUCMAHHI
CYYACHUX MEexXHOJI021il ma NOCUIEeHHI AHANTMUYHUX CNPOMONCHOCMEll NPABOOXOPOHHUX

Op2aHis.

The article examines the role of law enforcement agencies as key actors in
ensuring the information security of the State in the context of modern threats and
hybrid warfare. The author identifies the main challenges facing Ukraine's national
security in the information sphere, including disinformation, propaganda, cybercrime
and information attacks aimed at undermining state sovereignty.

The author analyzes the legal framework governing the activities of law
enforcement agencies in the field of information security, in particular, the provisions
of the Law of Ukraine “On the Fundamentals of National Security of Ukraine”, the
Information Security Strategy of Ukraine and the Law of Ukraine “On Cybersecurity”.
The author analyzes the effectiveness of these acts and the need for their adaptation to
modern challenges.

Particular attention is paid to the mechanisms of countering information threats,
including detection, prevention and neutralization of information attacks, cybercrime,
disinformation and manipulative influence on society. The role of law enforcement
agencies in digital forensics, control over the information space and combating
cybercrime is investigated. The importance of the introduction of modern technologies,
in particular, big data analysis, artificial intelligence and blockchain solutions in the
activities of law enforcement agencies is determined.

The role of interaction between governmental and non-governmental institutions
in ensuring information security, including cooperation between law enforcement

agencies, civil society, the private sector and international organizations, is outlined.



The key actors of the information security system of Ukraine are identified: The
Security Service of Ukraine, the National Police, the Foreign Intelligence Service, the
Office of the Prosecutor General, the State Bureau of Investigation, and the Bureau of
Economic Security.

The author draws conclusions about the need for interagency coordination,
development of cyber units, creation of specialized think tanks, and raising the level of
digital literacy among the population. The author emphasizes the importance of
developing a unified information security strategy, strengthening assistance to law

enforcement agencies and international cooperation in countering information threats.

Knrouoei cnoea: npasooxopouui  opeadu, iHgopmayilina  Oesneka,
Kibep3no4uHHicmb, 0e3iHgopmayis, ciopuoHa 6iliHa, oepicasHa bes3nexa
Keywords: law enforcement agencies, information security, cybercrime,

disinformation, hybrid warfare, state security

ITocTanoBKa npo0/ieMn y 3araJibHOMY BHIJIAAI Ta il 3B 30K i3 BasKIHBHMH
HAYKOBHMH YH NPAKTHYHHMH 3aBJIaHHAMH. B yMoBaxX cydacHHX TJI00alIhHUX Ta
perioHaTbHUX 1HGOOPMAIIHHUX IPOTUCTOSHB, JACCTPYKTHBHHX KOMYHIKATHBHHX
BIUINBIB, 3ITKHECHHS pPI3HOBEKTOPHHUX HAIIOHAJBHUX 1HQOPMAIIITHUX I1HTEPECIB,
MOMMHpeHHA 1H(OpMaIiifiHOI eKcmaHcli Ta arpecii, 3axXHCT HaIIOHAILHOTO
iHpopwmarriiiHoro mpocTopy Ta 3a0e3meueHHA iH(oOpMaIliifHOI Oe3meKN CTarTh
MPIOPUTETHUMH CTPATETIYHUMH 3aBJaHHSAMH IMPAaBOOXOPOHHUX OPraHiB y CHCTEMI
3araibHOI Oe3meku. 3abesmedeHHS 1HQOPMAIIITHOTO CYBEpEHITETY, (OpMyBaHHSA
edekTHBHOI cucTeMH Oe3IeKH B 1HGOPMAIIiiTHIHi cdepl € aKTyaTbHOIO TPOOIEMOTO JITIA
VYkpaiHn, fSka dYacTo € O00’€KTOM 30BHIMMHBOI 1H(OpMAIHOI eKCHaHCIi,
MAaHIMYISITHBHUX IPOMAaraHJINCTCHKUX TEXHOJOTIH Ta pYHHIBHOTO 1H(OpPMAIIHHOTO
BTOpPTHEHHSL.

B yMoBax cyudacHOi TiOpHAHOI BIffHH Ta IHTEHCHBHOTO PO3BHTKY

iHpopMaIiTHUX TEeXHOJIOTIi 1HdopMaIliiiHa Oe3meKka JepKaBH HaOyBae KPUTHYHOTO



3HaueHHA. [[paBOOXOpOHHI OpraHm YKpaiHH BHCTYHAIOTh KIIOYOBHMH CYO'€KTaMH
3a0e3nmedyeHHs 1H(opMaIliifHoi Oe3MmeKkH, OCKUIBKH iXHI (YHKIII OXOIUIIOIOTH
3amo0ITaHHs, BISIBICHHS, HEHTPATI3aIliio Ta po3CIiIyBaHHA 1HPOpMAIIiTHUX 3aTrpo3,
TOMY YHCII KIOEp3JIOUYMHHOCTI, MpomaraHjam, jae3iHdopMarii Ta 1HGOPMAIMIITHUX
omeparliif, CIpsSIMOBaHUX Ha MIAPHUB JAEPKABHOTO CYBEPEHITETY.

AHali3 ocTaHHIX TocaimKeHb i myO aikaniii. BusuenHro muTaHs 3a0e3MedeHHA
iHpopMmaIiitHoi Oe3meKku AepikaBH MPHUAULIIACS 3HaYHA yBara HayKOBIIIB-TIPaBHUKIB,
30kpeMa, AHTOHIOK B. B., I'matenko B.C., bepeszorcska 1. P., Pycak JI. M.,
Jlosraas O. /lI., Inpuenko O.B. Omiitauk O. B., Ilargenko O.A, [Tmwmmayk B. T,
®emquenko J[. 1., Illemomenmer B. II. Ta iH., mpoTe TemMa HE € BHYEPIIHOIO 1
JIOCTI/DKeHHS (DYHKI[IOHYBaHHS IIPAaBOOXOPOHHUX OPTraHIB y Tamy3l 3a0e3lnedeHHS
iH(popMaIIiitHOI 0€3MeKN 3aIUIIA€ThCSA aKTyaIbHIM.

®opmyawBaHHA Hilell cTaTTi (MOCTaHOBKa 3aBAaHHsI). MeToro CTaTTi €
JIOCTI/DKEHHS POJTI IPaBOOXOPOHHHUX OPTaHIB y 3a0e3meueHH1 1HGOpMaIIiitHOI Oe3meKn
Jep:KaBU B yMOBaX CyYacHHX 3arpo3 Ta riOpHaHO1 BIifHH.

Bukiaa ocHOBHOTO MaTepiary J0CaIIZKeHHS.

Hamionanpna Oesmeka Jep:kaBH CYTTEBO 3aJIeXKUTh BijJ 3a0e3lnedeHHS
iHpopwmariitHoi Oe3mexkn. Ha miaTBep DKeHHS IMi€l T€3M CIIJI HaBECTH MOJIOKECHHS
3akony Ykpainn «lIpo ocHOBH HamioHambHOI Oe3mekn Ykpainm». Tak, JepxaBHa
MOJMITHKA Y cdepax HaAMOHATLHOI Oe3meKn 1 OOOpOHH CIPSIMOBYETBHCA Ha
3a0e3MedYeHHs]  BOE€HHOI,  30BHINIHLOMOIITHYHOI, JEpPKaBHOI, E€KOHOMIYHOI,
iHpopMaIniitHoi, eKOJIOTIYHOI Oe3meKkHu, Oe3MeKH KPUTHYHOI 1HPPaCTPyKTYpH,
KiOepOe3mekn YKpainu Ta Ha 1HMI ii HanpsaMa (4. 4 ¢T. 3) [1].

OxpeMO TakKoXX 3a3HAYNMO IIPO TaKWi HOpMAaTHBHHI akT sk Crparteris
iHopmariitHoi Oe3mexkn YKpaiHd, sSiKka 3aTBep/pkeHa YkazoM Ilpesmaenta Ykpainu.
Ctparerida iHpopmaliitHoi Oe3nexkn YKpaiHH BH3HAYa€ HAIIIOHAIBHI IHTEpECH Y KpaiHu
B 1H(oOpMaIiitHiid cdepi, 3arpo3u iX peamizallii, HAPSIMH 1 MPIOPUTETH JIepPiKaBHOI
momiTHKH B iHGopMmariiiHiit cdepi. B Crparerii Bu3HadaeThcsa, Mo 1HGOpMariiiHa

Oesmexka VYKpaiHH - CKJIaJ0Ba YacTHHA HAIlIOHAJIBHOI Oe3lekn YKpaiHH, CTaH



3aXHIIEHOCTI JIEPIKABHOTO CYyBEpEHITETY, TEPUTOPIATHHOT IUTICHOCTI,
JEMOKPATHIHOTO KOHCTHTYIIHHOTO I1aJy, IHIIHX JXUTTEBO BAaXKINBHX IHTEPECIB
JTIOJUHU, CYCILIBCTBA 1 JIEPIKaBH, 3a SKOTO HAJCKHIM YHHOM 3a0e3MedyroThCs
KOHCTHUTYIIIHHI IIpaBa 1 CBOOO M JTIOIHHHN Ha 30MpaHHs, 30epiranHs, BHKOPHCTAHHS Ta
MMOMHPeHH 1HpOpMaIIlii, JOCTYII A0 JOCTOBIPHOI Ta 00'€KTHBHOI 1H(OpMAIIii, ICHYE
e(eKTHBHA CHCTEMa 3aXHCTy 1 TPOTH/Il HAHECEHHIO NIKOJH dYepe3 IONTHPEHHS
HETaTHBHUX i1H(OpMAIIITHUX BIUIMBIB, ¥ TOMY YHCJl CKOOPJMHOBAaHE MOIIHPEHHS
HEIOCTOBIpHOI 1HGOPMAIii, JAECTPYKTHBHOI MpOIaraHi, IHIMHX 1H(QOpMAIlHHIX
olepariif, HECAHKIIOHOBAaHE PO3IMOBCIO/DKEHHS, BUKOPHCTAaHHS W TOPYIICHHS
MUTICHOCTI 1H(OpMAaIi 3 00MEKEHIM JOCTyIIoM [2].

bes cymuiBy, iHQopmaliiiHa Oe3meka B YKpaiHi € OJHIEI0 3 HANBaKIMBINIHX
CKJIaJIOBUX HAIlIOHATBHOI O€3MeKN, OCKUILKH BOHa OE3[MOCepeIHhO BIUIMBAE HA
CTIMKICTE JIEP)KaBHOTO yIIPaBIIHHA, €KOHOMIYHY CTaOUIRHICTE, COIIANIBHY 3/IaroIy Ta
MUDKHApOJIHHI IMIDK Kpainn. IHdopMmamiiina Oe3meka MOJATae y JOCSATHEHHI CTaHY
3aXHIIEHOCT] JIEP)KaBH, CYCIUIHCTBA Ta KOXKHOTO TPOMAJASHHHA Bl BHYTPIMIHIX 1
30BHIMIHIX 3arpo3, MO0 CHOpPsAMOBaHI Ha MAPHB JEPKaBHOTO CYBEPEHITETY,
TEPUTOPIaTBHOI IILTICHOCTI, MaHIITYIIOBAaHHS CYCILIHHOIO CBIIOMICTIO, BUKPHBICHHS
iH(opMaIIiitHOi peaTbHOCTI Ta JecTabuIi3amio TPOoMaJACEKOTO MOPAaAKy. BoHa Takox
mepeadavae CTBOPEHHS YMOB [UI O€3MEPEmKOJHOTO JOCTYIy JO0 JOCTOBIpHOI
iHopwmarrii, 3ade3nedeHHs 1HGOPMAIIITHIX IIpaB 1 CBOOO TPOMAISIH, a TAKOXK 3aXUCT
KpUTHYHOI iH(]OopMaIliitHo1 iHPpacTPyKTypH BiJ KiOepaTak Ta IHIIHX 3arpo3.

Jlnga edeKTHBHOTO 3aXHCTy I1H(POPMAIIITHOrO IPOCTOPY Ta peaizamii IHX
3aBJlaHb HEOOX1JHA TiTKa, 3]Iar0/DKeHA CHCTEMa OpraHiB, M0 MOXe Iepedpatn Ha cebe
3aBIaHHA 13 3axucty iHdopmariitHOro TmpocTopy. CrOroanHi 3abe3medeHHS
iHopMmaIiitHoi Oe3mekn YKpaiHu K HallBayKIHBINIOl (DYHKINII AepiKaBH peali3yeThCs
3a JIOITOMOTOIO BiJIITOBITHOI CHCTEMH SIK OPTaHIB JIEpXKaBHOI BIIa]TH, IO JIIOTh Y MeXax
CBO€1 KOMITETEHIII1, TaK 1 HEeJIEP)KaBHUX 1HCTUTYIIII, SIK1 BIAITPAIOTh BAXKIHBY POJIb Y

nmpotuaii  Ae3iHdopmarliii, CHPHAIOTH PO3BHTKY MEAiarpaMOTHOCTI, aHali3yIOTh



iHpopMaIiiiHi pu3uKH Ta (QOPMYIOTH CTIHKICTH CYCHUIBCTBA 0 MAaHINTYIATHBHHUX
iHpopMaIitHUX BIUINBIB.

Ha cporoani 3abesnedenHs iHGopMamiiiHOI Oe3mekn YKpaiHu, SIK KIF0YOBOI
(bYHKIII epKaBH, 3A1HCHIOEThCA Ha 0cHOBI KoHcTHTYII YKpaiHu, 3aKoHIB Y KpaiHH,
MUDKHApOJHHX 3000B’S3aHb Ta CTpaTeriyHUX JIOKYMEHTIB, 30Kpema Ctparerii
iHopwmariitHoi Oe3nexkn Ykpainu. Y 3asHaueHiii Ctparerii iHGopMaIiiiHOi Oe3rmexn
Vxpaian [2] GpiKcyrOThCA TaKi OCHOBHI Cy0’ €KTH CHCTEMH 3a0€3IeUeHHS HalllOHATBHOT
Oesnekn, sk: Pama HamionansHOI Oe3neku 1 oboponn Ykpaian (PHBO) Ta ii poboumnit
oprad - [lenTpy npotuaii aesiadopmarrii; Kadinetr MinictpiB Ykpainu; MiHICTEPCTBO
KYJBTYpH Ta CTPATETIUHNX KOMYHIKaMiil YKkpainn; MiHICTepCTBO 3aKOPJOHHUX CIIPaB
Vkpaian; MiHicTepcTBO 00OpOHH YKpaiHH, a TaKOX CHIH OOOPOHH B MeXax
xomrteteHii (Bificeka 3B's3Ky Ta KiOepOesmexkn 30poitnnx Cun Yipainm; Criyx0a
oesnexkn Yikpaian (CBY); PospigyBampHI opranm Ykpainu; HarmionampHa paja
VYKpaiHn 3 MHTaHb TelleO0aueHHs 1 palloMOBICHH; J/lepxxaBHa cayk0a CIemiaIbHOTO
3B’S3KYy Ta 3axHCTy 1HGopMamii YKpaiHH; OpraHd JAep)KaBHOI BJIagd Ta OpraHd
MICIIEBOT'O CaMOBPSTyBaHHS; IHCTUTYTH IPOMA/ITHCEKOTO CYCIIILCTBA TOIIIO.

Vi 11 cy0’eKTH B3aEMOJIIFOTH MK COO0F0, CTBOPIOIOYH CKJIAJIHY OaraTopiBHEBY
cucteMy 3a0esrneueHHs iH(opmariitHol Oe3mexkn Ykpainn. BogHodac KOXEH 13 HHX
CIIEIami3yeThCsl Ha BHPIMIEHHI KOHKPETHHX 3aBJaHb BIAMOBIAHO JO CBOEI
KOMITETEHIII1, 32CTOCOBYIOUH BH3HAUEHI 3aKOHOM aJIMiHICTPaTHBHO-TIPAaBOB1 ()OPMH Ta
MeTOou. BaXKJIMBHM acleKTOM iXHBOI JIISUTBHOCTI € He JIHINE 3aXUCT BiJl 30BHIIMIHIX
iHpopMaIiitHuX 3arpo3, ajge W (GopMyBaHHS CTifKO1 HAIlOHAIBHOI 1H(GOpMAIIITHOI
MOJITHKH, IO Tepeadadae CTBOPEHHS SKICHOTO 1H(OpPMAIIHHOTO KOHTEHTY,
MIJIBUIIIEHHS PiBHSI KPUTHYHOTO MHUCIIEHHSI TPOMAJSH Ta PO3BUTOK 1HPPACTPYKTypHU
KiOep3axucrTy.

B cBoro uepry, mpaBOOXOpOHHI OPTraHH € CKJIAJ0BOI0 YACTHHOK CHCTEMH
cy0’exTiB 3a0e3meueHHs 1H(OpPMAIIHHOI O€3MeKN JIep)KaBH, SKI MAlOTh CIIEIU(IgHI

ocoOIMBOCTI QYHKITIOHYBaHHS B 1HGOPMAIIIITHOMY CepeIOBHIIII.



[IpaBOOXOpOHHI OpraHm, SIK CKIaJ0oBa CHCTEMH CYO’€KTIB 3a0e3leueHHs
iHpopmaIiitHoi Oe3meKkn JepiKaBH, BHKOHYIOTh KIIOUOBY POJIb Y CTPHUMYBaHHI Ta
MPOTHIII 3arpo3aM iHdopMariiiHiil Oe3meri Ykpainn. BoHH 341HCHIOIOTE 3aX01H 3
HeiiTpamizamii 1HGoOpMamiiiHOI arpecii, 30KpeMa CIeMialbHUX I1HQOPMAIIITHUX
oIIepariii JepKaBH-arpecopa, CIIPSIMOBaHUX Ha IIIPUB JEPXKABHOTO CYBEPEHITETY Ta
TePUTOPIaTBHOI IIUTICHOCTI KpaiHH.

Bomgmowac iX JiSUTRHICTH cHOpsSMoBaHa Ha 3a0esnedeHHs 1HQOpMaIiitHOI
CTIMKOCT1 CyCIIUIBCTBA Ta JACP)KaBH, IO 3YMOBIIOE 3a0esmnedeHHs 1H(OpMaIliifHO1
Oesmexkn JepkaBH, 1i 1HGOPMAIIHHOTO IPOCTOPY, MIATPUMKH 1HGOpPMAIIHHIMHA
3aco0aMH Ta 3ax0JaMH COIIaIbHOI Ta MOJITHYHOI CTaOLIBHOCTI, OOOPOHH JEpiKaBH,
3aXHCTY JEPKaBHOTO CYBEPEHITETYy, TEpPUTOpIabHOI IUIICHOCTI  YKpaiHW,
JIEMOKPATHIHOTO KOHCTHTYIIIITHOTO Ay, 3a0e3medeHHs MpaB Ta CBOOO] KOXKHOTO
TPOMaJITHHHA.

3 OrJIAly Ha MIUPOKHIT CIIEKTP 3aB/IaHb, Ki BUKOHYIOTH IPAaBOOXOPOHHI OPTaHH
y cdepi iHopMaItiitHOI O€3MeKH, aKIEHTYEMO YBary Ha aHali31 JUUIBHOCTI KIIFOYOBHX

IHCTHUTYIII, 0 3A1HCHIOIOTH BIMOBIAHI (PYHKITII.

IIpaBpooXOpOHHI OPraHH AK Cy0’€KTH 3ade3ned4eHHA
indgopmaniiinoi 6e3nexkn YKpainu

@ - nomu,lsl

Cayxba feamexn Ykpainn Hanionaasaa momimis Cayxda 30BHIIIELOI
Vkpaian po3Bizkn Ykpaiau
Odic T'enepansroro Jdepxaere 6ropo Biopo exoHoMigHOI fe3nexn
npokypopa Ykpaimm po3CIiIvEaHB VYrpaiam

Puc.1. IlpaBooxopoHHi opranu sik cy0’ekTH 3a0e3neuenns indopmaniiinoi

Oe3mexkn YKpaiHu

ﬂox’epe_w: Vaaeanvueno ma 32PYROGAHO AGHOpPOM



Cmyx0a Oesmexkn YKpaiHH y MeXaX KOMIIETEHIN 3/IHCHIOE: 1) MOHITOPHHT
CHEIIaIbHUMH METOJ/IaMH 1 CII0cO0aMU BITYH3HSIHUX Ta 1HO3EMHHX 3ac001B MacoBOi
iHopwmairii Ta [HTepHETY 3 METO0 BHABICHHS 3arpo3 HaIllOHANBHII Oe3meni YKpainu
B 1HpopMariiiHill cdepi; 2) TIPOTHIIIO HMPOBEACHHIO MPOTH YKpaiHH CHEIIaTbHUX
iHpopMaIitHUX omepariif, CHPSIMOBAaHHX Ha IMIJPUB KOHCTUTYIIIHOTO Jaay,
IIOPYIIEHHS CYBEPEHITETY 1 TEPUTOPIaTbHOI IUIICHOCTI YKpaiHH, 3aroCTPEHHS
CYCHUTHHO-TIOJIITHYHOI Ta COIMIaJIbHO-€KOHOMIYHO1 cCHTYyartii [2].

Harmionanpaa momimis Ykpaiau, 3o0kpema JlemaprameHT KiOepmomirmii
HartionanpHOI momimii YKpaian Skuil € MDKpPETIOHATILHUM TEPHTOPIaIbHIM OPTaHOM
HarionanpHOi modmimii YKpaiHd, MO BXOJHTE JI0 CTPYKTYPH KPHUMIHAIBHOI ITOMIIT
HarionanpHOI MOMimii Ta BIAMOBIIHO JI0 3aKOHOJABCTBa YKpaiHH, 3a0e3ledye
peasizariiio Jiep>kaBHOI MOTITUKH Y cepi O0pOoTHOH 3 KIOEP3ITOUHHHICTIO, OPTaHI30BYeE
Ta 31ICHIOE BIIMOBIJHO JO 3aKOHOJIaBCTBA OIEPATHBHO-PO3MIYKOBY IISUIBHICTE Y
chepi 60pOoTHOHU 3 KIOESP3TOUHHHICTIO: PO3CIITyBAaHHIM KiOEp37I0UYHHIB, HE3aKOHHOTO
PO3MOBCIO/UKEHHS JIe3iHopMalrii, 0opoTrda 3 ¢QeHKOBUMH HOBHHAMH, MPOTHIA
MaxpaicTBY Ta MaHIMYJSIIAM B iHGOpMaIiitHoMy mpocTopi [3].

Cmy>xOn 30BHINTHBOI PO3BIAKH YKpaiHH KOHIIEHTPYE CBOIO IISUTHHICTH Ha
3/IIIICHEHHI PO3BIAYyBAJIBHUX OIEpaliil 3a-m1d 3a0esnedeHHs Oe3mekn YKpaiHd Ta
Oe3mocepeTHHOMY 3a0e3MeUeHHI KEpIBHUIITBA HAIOI JEpXKaBH aKTyalbHOIO
po3BiyBaIbHOKO iH(OpMariiero. [Topsaa 3 muM, BapTO BHAUTHTH MiIPO3/IUT TEXHITHOT
PO3BIIKH, METOI0 [JUIBHOCTI SKOTO €, Hacammepel, 37A00yTTsa iHdGopMarrii
MOJMITHYHOTO, E€KOHOMIYHOTO, BIHCHKOBO-TEXHIYHOTO Ta HAyKOBO-TEXHIUHOTO
XapakTepy, 0 Ma€e 0COOINBY MIHHICTE IS AepiKaBH [4].

Odic TI'enepampHOrO mpoKypopa YKpaiHH, 30KpemMa YIPaBIIHHSA IIPOTHIII
KpHUMIHAJIBHIM TIPaBOMOPYIICHHAM Yy cdepi KibepOesmexku [S5] 3mificHioe: 1)
MporiecyalbHe KEPIBHUITBO JOCYJAOBHM pO3CIIIyBaHHSIM Ta IIATPUMAaHHSI
MyOIIYHOTO OOBHHYBAaUYeHHS Yy KPUMIHATHHUX MPOBA/DKEHHAX, IO CTOCYIOTHCA
KiOepOe3mekn; 2) Haris1 3a 3aKOHHICTIO CIITYMX 1 HETWIACHUX CIITUUX (PO3MYKOBHX )

Jii, M0 3/IHCHIOIOTECSA OMEPAaTHBHUMH IMIiApO3aUTaMH biopo €KOHOMIYHOI Oe3meKH



VYxpaian, Hamionansao1l momimii Ykpainu, Cioyx0u Oesnexkn Ykpaiau, /[epxaBHOTO
Oropo po3ciiayBaHb; 3) yd4acThb y CYAOBOMY IIPOBA/DKEHHI Ta MIATPHMAaHHSA
IMyOJIiYHOTO OOBHHYBAa4YeHHS Yy KPHMIHAIBHUX IIPOBA/DKCHHAX IIPO KPHMIHAIBHI
MpaBomopyIIeHHS vy cdepl kidepOesmekn, mepeadadeHi cr. 190 (BUMHEHI MUIAXOM
HE3aKOHHHUX OIepamiil 3 BHKOPHUCTAHHIM €JIeKTPOHHO-OOYNCIIOBAIbHOI TEXHIKH),
posauiom XVI KK Vkpainm, a Takok IIpo IHIIN KIOEp3JIO0YHHH (KOMII FOTEpHI
3JI0YHHH); 4) KOHTPOJIIOE IISUIFHICTE 00IaCHHUX MPOKYpaTyp Y il cepi, opraHizoBye
MIKHapOJIHY TPaBOBY JOIOMOTY, PO3pO0IsS€e aHAMITHYHI MaTepiald Ta METOHYHI
peKOMeHJaIlli, a Takok 3a0e3medye CIIBOPAII0 3 IHIOIHMH IIPAaBOOXOPOHHUMH
opraHaMH I €(DeKTHBHOT'O PO3CIIyBaHHA KIOSP3TOUMHIB.

JlepxaBHe Oropo poschinyBadb (JIBP), Bupimrye 3aBgaHHs 13 3amoOiraHHsi,
BHUSIBIICHHS, TNPUIIMHEHHS, PO3KPHUTTSA 1 PO3CIIYBaHHSA 3II0YHHIB, MOB’S3aHUX 13
PO3TOJIONMICHHSIM JIEP>KaBHO1 TAEMHUII, HE3aKOHHHUM 300pOM Ta PO3MOBCIOKEHHAM
koH(iAeHMIITHOI 1H(OpMarlii, a TaKOK MOXKIHBIMH IIPaBOIOPYHICHHIMH y cdepi
iHpopmariiiHoi Oe3mekn Ta KiOepOe3meKH BUYHMHEHHX CIY)KOOBHMH oOco0aMH, SKi
3aiiMarTh OCOOJHMBO BIJAMOBIJaJbHE CTAHOBHUINE BUIMOBIIHO J0 YaCTHHH IIEpIIOi
crarti 9 3akony VYkpainu «lIpo gepxkaBHY ciyxk0y»; ocodaMm, Mocagul SKUX
BIJIHECEHO O MEpIIOi - TPEThOi KaTeropii mocaj JepKaBHOI CIIyKOH, CYIIsAMH Ta
MpariBHHKaMH IIPaBOOXOPOHHUX OpTraHiB; ciyx0oBuMu ocobamu HABY ta CAII [6].

JlerextuBun bBroopo exonomiunoi Oe3smekn (BEB) 3mificHIOIOTE I0CyZI0BE
pPO3CIHIAYBaHHSI TaKUX KPHMIHaJbHHX mpaBomnopymens (cr. 216 KIIK) [7] sk:
He3aKOHHE 30HpaHHS 3 METOK BHKOPHCTaHHS a00 BHKOPHCTAHHSA BiOMOCTell, MO
CTAaHOBJISATH KOMEPIIIHHY a00 0aHkiBCchKY TaeMHHITIO (cT. 231 KK), Ta posronomenus
KOMEPIIiitHO1, 0aHKIBCHKOI TaEMHHII a00 mpodeciifHol TaEMHUII Ha pPHHKAX KaIliTaIy
Ta opraizoBaHnxX ToBapHHX puHKaxXx (cT. 232 KK) Ta He3akoHHE BHKOPHCTAaHHS
iHcaiiepcpkoi iHGopmarii (cT. 232! KK).

BucHOBKH Ta NepCcOeKTHBH MNOJAJBLIIAX PO3BIIOK y JaHOMY HANpSIMi.
Takum umHOM edeKTHBHA [ISUIBHICTH IMPABOOXOPOHHHX Opra”HiB y cdepi

iHopMmaIriitHoi Oe3mekn B yMOBaX CY4YacHHX 3arpo3 Ta T1OpHIHOI BiffHH mOoTpelye



KOMIUIEKCHOTO TMiXO/y, MDKBIJIOMUYOi KOOpAHMHAINI Ta BIPOBA/PKEHHS CYYaCHHX
TEXHOJIOTIH JUIs BHUABJICHHS Ta HeHTpamizaii iHpopMmamiiiHuX aTak, ae3iHdopmarrii,
kibep3mounHHOCTI. HaromomeHo, mo epekTHBHA MPOTHISA ITUM BHKIHKAM MOXKJIHBA
JUIIE 33 YMOB HAJEXHOI HOPMAaTHBHO-IPABOBOI 0a3H, MIXKBIOMYOI KOOPIMHAIIII,
BHKOPDHCTAHHS CYYaCHHX TEXHOJIOTil Ta aKTHBHOI B3a€MOJil 3 TPOMAJASHCHKHUM
CYCIUIBCTBOM 1 MDKHAPOJHHMHU IMapTHepaMH. BH3HaueHO HEOOXITHICTH IMOCHICHHS
AHAMITHYHUX 1 TEXHIYHUX 3ac00iB IMPaBOOXOPOHHHX OPraHiB, YJIOCKOHAICHHS
MEXaHI3MIB BHABJICHHA Ta HeHTpamizamii iHGopMamiifHHX 3arpo3, a TaKoX
PO3MIHPEHHS MIKHAPOIHOI CHiBIpaIll y cepi Kidepoe3nekn.

[IepcieKTHBH MOJATBNINX JIOCTIKEHb Y IBOMY HAIPSIMKY MOXYTh OXOIHTH
aHal3 TMPaKTHYHUX AacleKTiB 3aCTOCYBaHHS CYYaCHHX TEXHOJOTIH IITyYHOTO
IHTEJIEKTY Ta BEIIHKUX JaHUX y cdepi iHpopmaliiitHoi 0e3meKH, OIiHKY e(peKTHBHOCTI
YUHHOTO 3aKOHOJIaBCTBa Ta PO3pOOKY MPOIIO3UINH MO0 HOro BIOCKOHAIIEHHS, a
TaK0X BUBUCHHS MIKHAPOIHOTO JOCBITY OOpOTHOH 3 iHPOpMAIIITHHIMH 3arpo3aMH Ta
MOJXIIMBOCTEI Horo ajamrarmii 10 ykpaiHChKHX peaniif. OcoOnmBa yBara mae OyTH
MpUIUIEHA ONTHMI3allid ONEPATHBHO-PO3NIYKOBOI  JTISUTBHOCTI,  IIJBHIICHHIO
AHAMITHIHOI €(QEeKTHBHOCTI €JIHHUX IIPAaBOOXOPOHHHUX OpraHiB Ta (QopMyBaHHIO
cTparerii iHGopMamiiiHOI Oe3MeKH, MO CTBOPIOE TEPEIYMOBH IS CTAOUILHOTO Ta

Oe3negnoro iHGOPMAIIHHOTO CepeIOBUINA B Y KpaiHi.
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